MUHUCTEPCTBO HAYKHU U BBICIIIET'O OBPA3OBAHU S POCCUNICKON ®EJIEPAIIN
Bamkupckniit HHCTUTYT TEXHOJIOTUH | yripaBienus (punman) dheaeparbHOro rocy1apCTBEHHOTO
010)KETHOr0 00pa30BaTENBHOIO yUpeKIeHUS «MOCKOBCKUM TOCY1apCTBEHHbBIN YHUBEPCUTET
TexHosoruil u ynpasnenus umenu K.I'. PazymoBckoro (IlepBblii ka3auuii yHUBEPCUTET)»

Pabouast mporpamma JUCIUTUIMHBI (MOTYJIS)

b1.0.04.13 HudopmanuonHasi 0e30MACHOCTD

Kadenpa: NHpopmManmoHHbIe TEXHOJIOTHH U CUCTEMBI YIIPaBIICHUS
Hanpasnenue 15.03.04 ABToMaTH3amus TEXHOJIOTHICCKUX TPOIECCOB U
IIOATOTOBKH: IIPOM3BOJICTB

HamnpaBiaeHHOCTB DKCIUTyaTanus aBTOMaTH3UPOBAHHBIX CUCTEM YIIPABIICHUS
(npodus):

Kpanudukanms bakanasp

BBIITYCKHUKA:

dopma 00yUeHHU: 3a0YHas

['on Habopa: 2023

OO0mas 216 gacos/6 3.e.

TPYJIOEMKOCTb:

JOOKYMEHT NOAMNCAH

[ g |
\T)  onextPoHHom noanmesio

Ceptuchukat: 00940BA2D772BADCE721A08E042746B11B
Bnapeney;: KysHeuosa Enera BanentuHosHa
OeiictButenen: ¢ 07.07.2023 po 29.09.2024

Meneys, 2023 r.



[Iporpammy cocraBuii(n):
Kana.mea.Hayk gou. Ammu .0

Pabouast mporpamMma muCITUTIIUHBL (MOTYJIs)
"UndopmannonHas 6e30MacHOCTH "

pa3paboTaHa cOCTaBJIeHa HA OCHOBaHUH y4eOHOTO IJIaHa, YTBEPKICHHOIO YUYE€HbIM
coBeroM 25 mast 2023 r. npoTokon Ne 11 B cooTBETCTBUH

¢ ®I'OC BO ®enepanbHbli TOCY1ApCTBEHHBIN 00pa30BATENbHBIN CTAHAAPT BBICIIETO
oOpa3zoBaHus - OakanaBpuaT 1o HanpasieHuro noarotoBku 15.03.04 Asromaru3zanms
TEXHOJIOTHUECKUX MPOIIECCOB U MPOU3BOACTB (mpuka3z MunoOpuayku Poccun ot

09.08.2021 r. Ne 730)

PykoBopmgirgits OI1IOI1
Jo1eHT, K.11.H. OnnHokoBa E.B.

Pabouas nmporpamMmma oOCVYIKIIEHA HA 3aCENaHUu 00eCIIeunBarone kabeappl
NudopmanuoHHble TEXHOJOTHN W CHCTEMbI YIIPABJICHUSI

ITporokon ot 29 _wmronst 2023 r. Nell 7~/
N.o. 3aB. kapeapoit Onunokona E.B. A

;




COJEPKAHUE
1. HEJIN 1 3AJAYM OCBOEHUA JUCLHHTIIJIMHBI (MOAY JIA)

2. MECTO JUCHUITIJIMHBI (MOAYJIS) B CTPYKTYPE OBPA3OBATEJIBHOM
I[TPOI'PAMMbBI 1 OBBEM C PACIIPEJIEJIEHUMEM 110 CEMECTPAM

3. INTAHUPYEMBIE PE3YJIbTATBI OBYHEHMAI 110 JUCHUIUIMHE (MOLYJITO),
COOTHECEHHDLIE C PE3VJIbBTATAMU OCBOEHUA OGPA30OBATEJIbBHOU
I[TPOI'PAMMBI

4. CTPYKTYPA U COAEPXKAHUE JUCHUITIJIMHBI (MO VYJIA)

5. METOJUYECKUE YKA3AHUS JJI9 OPTAHU3AILIMM CAMOCTOSTEJIBHON
PABOTBI CTYJJEHTOB

6. OUEHOYHBLIE U METOJJUYECKHUE MATEPUAJIbI

7. VYEBHO-METOJMUYECKOE U UHOOPMALIMOHHOE OBECITEUEHUE
JUCLUIUIMHBI (MOYJIA)

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUITJIMHBI (MOAY JIA)

9. OPTAHUM3ALNA OBPA3OBATEJIBHOT'O ITPOLIECCA J1JIA JINL C
OI'PAHUYEHHBIMH BO3MOXHOCTAMU



1. EJIHN U 3AJAYA OCBOEHUSA JUCIUIIVIMHBI (MOAYJIS)

1.1. Henn:

O3HaKOMUTH O0YYAIOIINXCS C TPABOBBIMU OCHOBAMH 3aIUTHI HH(POPMAIMH, OPTaHU3aIMOHHBIMUA METOAAMH 3aIIUTH HH(OPMAIHH,
MaTeMaTHYeCKUMH METOJaMH, JISKAIIUMU B OCHOBE 3alUTH HHPOPMALIUH.

1.2. 3apauu:

-03HAKOMJICHUSI 00YYAIOIINXCS C MEPaMH ¥ MEPOTIPUSITUSIMU, 00SCIICUNBAIOIIMME 0€30MacHOCTh HH(OpMAIK 1 HHHOPMAITOHHBIX
CHCTEM;

-paccMOTpETh OCHOBHBIE MOXO/IBI K 3aIINTE HHPOPMAIUH;

-O3HAKOMHTH 06y'{a}01unxcsl C HaI/I6OJ'lCC HIAPOKO MPUMEHHUMBIMU BUAAMHU TEXHUYCCKUX U MPOrpaMMHBIX CPEACTB 3alIUThI
nH(pOpMaIIUH.

2. MECTO JUCHUTIIUHBI (MOJY.JISI) B CTPYKTYPE OBPA30BATEJBHOM ITPOT'PAMMBI 1 OBBEM C
PACIIPEJEJIEHHUEM 11O KYPCAM

Huka (pazgen) OIT: B1.O

HucrmmmHa oTHOCUTCS K 00s3atenbHol yactu OIIOIT u obs3aTenbHa Jist OCBOCHUS.

Ces3b ¢ npeamecTBYy OIMMHA TUCHUHIVIMHAMHA (MOZ[yJ'IﬂMl/l), NpaKkTUKaMHu

Ne ni/m HaumenoBanue Kype HIugp xoMneTeHun

1 DNEKTPOTEXHUKA U DIICKTPOHUKA 3 OIlK-4.1, OIIK-4.2, OTIK-4.3

2 OCHOBBI QITOPUTMH3AILIAN U IPOTPAMMHUPOBAHUS 1 OIIK-14.1, OTIK-14.2, OTIK-14.3

3 OcHOBbI HH(OPMAIILOHHBIX TEXHOJIOI Ul 1 ZI;_I'I’ YK-12, YK-1.3, OTIK-4.1, OTIK-
.2, OIIK-4.3

ITakeTs! NpUKIaAHBIX IPOrpaMM ISt OIIK-2.1, OIIK-2.2, OIIK-2.3, OIIK-4.1,

4 npodeccuoHaIbHON eI TeNbHOCTU OIIK-4.2, OITK-4.3

5 Pa3paboTka NporpaMMHBIX [IPUIIOKEHUH 1 OIIK-14.1, OIIK-14.2, OIIK-14.3

Pacnpez[e.ﬂemle YacoB JUCHUIIIMHBI

Kypc 4
Hroro
Bun 3ansaTuit I PII
Jlexuuu 4 4 4 4
JlaGopatopHbie 6 6 6 6
IIpakTnyeckue 4 4 4 4

B tom uucne anektpon. | 14 |14 (14 | 14

B tom uncne B popme | 2 2 2 2
[PAKT.IOATOTOBKH

Uroro ayn. 14 14 14 14
KonTaktHas pabora 14 114 (14 |14
Cam. pabota 189 | 189 | 189 | 189
Yacel Ha KOHTPOJIb 13 113 |13 |13
Hroro 216 | 216 | 216 | 216

Bua npome:KyToO4HOM aTTeCTALIMN:
Oxzamen 4 Kypc
3auét 4 Kypc

3. IJIAHUPYEMBIE PE3YJbTATBI OBYUEHHUSA IO JUCHUIIVIMHE (MOAYJI10), COOTHECEHHBIE C
PE3YJBTATAMM OCBOEHUSI OBPA30BATEJIbHOM MPOTPAMMBI

Ipouecc M3yveHus: TUCUUILTHHBI (MOYJIS ) HaNpaBiieH Ha (OPMUpPOBaHKE CIEAYIOMNX KOMITIETSHIIMN H HHIHKaTOPOB UX

OIIK-14:Crnioco0eH pa3padaTbiBaTh AJITOPUTMBI H KOMIIbIOTePHbIE IPOIPAMMBI, IPUTOAHBIE ISl IPAKTHYECKOr0
NpUMeHeHHsl.

OIIK-14.1: 3HaeT nporecchl, METOIBI ITOUCKa, cOOpa, XpaHeHus, 00pabOTKH, IPEJOCTABICHHS, PaCIPOCTPaHEHUsI HH(POPMAIUN
U CIIOCOOBI OCYIIECTBIICHHS TAKUX MPOLECCOB H METOIOB (MH()OPMAIIMOHHEIE TEXHOJIOTHH); JIOTUKY IIOCTPOCHUS U IPUHLUITBI
(YHKIIMOHMPOBAHMUS COBPEMEHHBIX SI3BIKOB POTPAaMMHUPOBAHUS U SI3BIKOB PaOOTHI ¢ 0a3aMU IaHHBIX, CpeJl Pa3padoOTKH
HWH(OPMAIIMOHHBIX CHCTEM U TEXHOJIOTHIl, IPHHIHUIIBI Pa3paOOTKH AITOPUTMOB U KOMITBFOTEPHBIX POrPaMM; COBPEMEHHBIE
SI3BIKM POTPaMMHUPOBAHUS U SI3bIKK paboOThI ¢ 0a3aMu JJaHHBIX, CPE/bl pa3paboTKyu HH(OPMAIOHHBIX CUCTEM U TEXHOJIOTUI




OIIK-14.2: YmeeT BbIOHpATh SA3BIKK IPOTPAMMHUPOBAHHMS U S3BIKH paOOTHI ¢ 0a3aMu JTaHHBIX, CPEJbl Pa3padoOTKH
MH(QOPMAIMOHHBIX CHCTEM M TEXHOJIOTHH, HCXO/IS M3 UMEIOIINXCS 3a/1a9; IPIMEHSITh COBPEMEHHBIE S3bIKH IIPOrPaMMHPOBAHUS
JUIsl pa3pabOTKK OPUTMHAIIBHBIX aJITOPUTMOB M KOMITBIOTEPHBIX [IPOTrPaMM, TIPUTOAHBIX VISl IPAKTUYECKOT0 IPUMEHEHHSI, BECTH
6a3bl JaHHBIX ¥ HHPOPMANNOHHBIE XPAHWININA, IPUMEHATh COBPEMEHHBIE TPOTPAMMHBIE CPeJIbl Pa3paboTKH HH()OPMALMOHHBIX
CHCTEM U TE€XHOJIOTHI{; YUTAaTh KOJBI IPOTPAMMHBIX IIPOAYKTOB, HAIIMCAHHBIX HA OCBOEGHHBIX SA3bIKaX MPOTrPaMMHUPOBAHUS, U
BHOCHUTD TpeOyeMble N3MEHEHHST; aHATM3UPOBATh MPO(eCcCHOHATIBHBIC 33/1a4H, pa3padaThiBaTh MOAXOIAIINE HHPOPMALMOHHbIC
PELICHUS; CAMOCTOSATENIFHO OCBaWBaTh HOBBIE ISl CE0sl COBPEMEHHBIE SI3BIKU ITPOTPAMMHUPOBAHHUS U SI3bIKK pabOTHI ¢ Oa3aMu
JaHHBIX, CPEbl, pa3paboTKN HH(POPMAIIMOHHBIX CHCTEM U TEXHOJIOTHH

OIIK-14.3: Bnageer HaBbIKaMH pa3pabOTKH OPUTHHAIBHBIX AITOPUTMOB U KOMIBIOTEPHBIX IIPOTPaMM, TPUTOAHBIX JJIS
MPaKTUYECKOTO MPUMEHEHHST; HaBBIKAMHU OTJIAJKU U TECTUPOBAHUSI IPOTOTHUIIOB MPOTPAMMHO-TEXHUUECKIX KOMILJIEKCOB 33134

OIIK-4:Cnoco0eH NOHUMATH NPUHIMIBI PA0OTHI COBpPeMeHHbIX MHGPOPMAIMOHHBIX TEXHOJIOTUI M MCNIOIb30BATH MX JIJIA
peureHust 3a1a4 npogeccHoHAILHOM AeATeJHLHOCTH;

OIIK-4.1: 3naer npoueccsl, METO/IbI IOMCKA, cOOpa, XpaHeHusl, 00pabOTKH, MPEACTABICHUS, PACIPOCTPaHEeHHs HHOOPMALIUH U
CIIOCOOBI OCYIIIECTBIICHNS TAKUX IPOLIECCOB M METO/I0B (MH(OPMAIIMOHHBIE TEXHOJIOTHH ); COBPEMEHHBIE HHCTPYMEHTAJIbHBIC
Cpe/ibl, IPOrpaMMHO-TEXHHUYECKHE MIIaT(OPMBI U ITPOrPaMMHBIE CPEJICTBA, B TOM YHCJIE OTEUECTBEHHOTO IIPOU3BO/ICTBA,
HCIIONIb3yEMBIE [UISl peIICHNUS 3a/1a4 MPOecCHOHATIBHON AEATEIBHOCTH, ¥ IPUHINIIBI HX PaOOTHI

OIIK-4.2: YMmeeT BBIOHpATh U HCIIOIB30BaTh COBPEMEHHBIE HH(POPMAITHOHHO-KOMMYHHUKAIIMOHHBIE U HHTEIJICKTYaJIbHBIC
TEXHOJIOTHUH, HHCTPYMEHTAJIBLHBIE CPE/IbI, IIPOrPaMMHO-TEXHIHYECKHE TIAT(GOPMBI U ITPOTPaMMHBIE CPEJICTBA, B TOM YHCIIE
OTEUECTBEHHOT'O MPOU3BOJICTBA, LIS PEIICHNUS 3a/1a4u MPOpeCCUOHATILHON AEATEIbHOCTH; aHAM3UPOBATh NPO(ECCHOHATBLHbIC
3aJja4d, BHIONPATh U MCIOJIB30BATh MTOIXO0ISIINE HHPOpMAMOHHBIE TEXHOJIOTHH

OIIK-4.3: BnageeT HaBbIKaMH paOOTHI C TAHHBIMH C IIOMOILBIO HHPOPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMH MPUMEHEHHS
COBPEMEHHBIX HH(POPMAMOHHO-KOMMYHHKAIIHOHHBIX W HHTEIUICKTYaIbHBIX TEXHOJIOTUI, MHCTPYMEHTAIBHBIX Cpell,
MPOTrPaMMHO-TEXHUYECKHUX MIaTGOPM M MPOTPAMMHBIX CPEACTB, B TOM YHCIIE OTCYECTBEHHOTO MPOU3BOICTBA, JJISl PELICHUSI
3a7a4 MpoQeCcCHOHATBHON NESTEIbHOCTH

4. CTPYKTYPA U COJIEPKAHME JUCIAIIIMHBI (MOLY.JIsT)

HaumeHoBaHUSI pa3/iesioB, TeM, HX HuankaTopsl
pasit i ’ Hure | Ipak. 1 P

Ko
A KpaTKoe coJepiKaHHe U Pe3yJabTaThl Kypce | Yacos JAOCTH/KEHHUS OneHo4Hble cpeacTBa
3aHATHSA pakTt. | moar.
OCBOCHM /BHJI 3aHATHS/ KOMIIETCHIHH

Paznen 1.0cHOBHBIE BUIBI M
HCTOYHUKH aTaK Ha HHGOpMaIHI0

1.1 Tema 1. OcHOBHBIE BUJBI U 4 1 0 0 OIIK- TectupoBanue Y CTHBII
HCTOYHHUKH aTaK Ha HHGOpManHIo 4.1,0IIK-14.1 | onpoc

Kparkoe conep:xanue:

1.1 CoBpemeHnHasi cutyanus B 00J1aCTH
HH(OPMaLMOHHOI 6e30MacHOCTH;

1.2 Kareropuu nngopMauuoHHOii
0e3onacHOCTH

1.3 AGcTpaKTHBIE MO/IEJIN 3AIIUThI
unpopManun

1.4 O630p Haubosee
PacnpoCcTpaHeHHbIX METO/10B
"B3;10Ma"

3HATh: COBpPEMEHHbIE MEeTO/IbI
o0ecreyeHHs HEeJOCTHOCTH H 3ALIUTHI
HH(popMaIHH U MPOrPaAMMHBIX
CPeACTB 0T HeCAHKIMOHHPOBAHHOIO
AOCTYNAa U KonuposaHus. /Jlex/

1.2 IIpakTnyeckas padora 1. 4 1 0 0 OIIK- 3ajaHus K IpaKTU4eCKOR
MIndposanue n gemudpopanue 4.2,0IIK- [paGorte

¢aiinoB npy nomMouu NMpocTemux 4.3,0I1K-
nporpamMm 14.2,0I1K-
Kparkoe conep:xanue: llludpposanue 14.3

u AemngpoBanne ¢aiijioB npu
TMOMOIIM NMPOCTEHINNX MPOTrPaMM
yMeTh: BbIOPATh COOTBETCTBYIOLUE
OpraHU3alHOHHbIE H POTPAMMHO-
anmnapaTHble CpeACTBa sl
OPraHU3alUH CHCTEM
HH(OPMALMOHHOI 3a1UTHI
BJIaJeTh: METOJAMHU 3alIUThI
HHpOpPMaALMHK ¥ TPOTPAMMHOI0
o0ecnieyeHust 0T
HECAHKIHOHMPOBAHHOIO 10CTYNA H
KOIIMPOBAHHSA




/Mp/

1.3

Tema 1. OcHOBHBIE BUABI H
HCTOYHHMKH aTaK HA HHPOPMALHUIO
Kpatkoe conep:kaHue: U3y4uTh
COBPEMEHHYIO CHTYalHIO B 00J1aCTH
HH(OPMALMOHHOI 0€30MACHOCTH;
KaTeropum MHGpopMauoHHOK
0e30macHOCTH; a0CTPAKTHbIE MOJIEIH
3amuThHl HHGopMauuu, 0030p
HaunboJIee pacmpocTPaHEHHBIX
MeTo/10B "'B3jIoMa"

3HaTh: COBPeMeHHbIEe METO/IbI
obecrnevyeHus WeJOCTHOCTH M 3aLUTHI
uH(GOpMAMY ¥ MPOTPAMMHBIX
CPEACTB OT HeCAHKIMOHMPOBAHHOIO
JOCTYNA H KOMMPOBAHUS

YMeTh: BHIOPATh COOTBETCTBYIOLIHE
OpraHu3alMOHHbIE U POTPAMMHO-
anmnapaTtHble cpecTBa JJIA
OpraHu3aluH CHCTEM
HH(OPMALMOHHOI 3aIUTHI
BJIA/1eTh: METOAAMH 3ALUTHI
HH(popManHUH U MPOrPaAMMHOIO
obecrevyeHus OT
HECAHKIMOHUPOBAHHOIO J0CTYIA U
KONMUPOBAHUS

/Cp/
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OIIK-
4.1,0TIK-
4.2,0TIK-
4.3,0TIK-
14.1,0TIK-
14.2,011K-

14.3

Bompocsr mist
CaMOITOATOTOBKH

Pa3nen 2.CereBasi 6€30MacHOCTh

2.1

Tema 2. CeTeBasi 6e30M1aCHOCTh
Kpatkoe conep:xanue:

2.1 AtakyeMble ceTeBble KOMIIOHEHTDI
2.2 YpoBHM ceTeBbIX aTAK COTJIACHO
moaemu OSI

3HATh: YCTPOHCTBO CETEBBIX
KOMIIOHEHTOB: cepBepa, padoune
CTaHIMH, CPeIa nepenavu
HH(poOpMaLMU U Y3JIbI KOMMYTALIMH
cereii

/Jex/

OIIK-
4.1,0IIK-14.1

TectupoBanue Y cTHBIN
orpoc

2.2

IpakTuyeckas padora 2. O0:xuUM
BHUTOI napel. CoennHeHne padounx
cranuuii B JIBC.

Kpatkoe cogepxxanue: O0:xuM BUTOI
napbl. CoenuHeHHe padounXx CTAHIU T
B JIBC

YMeTh: IPOEKTHPOBATD JOKAJIbHYIO
ceTh, 00beIUHSASA cepBepa, padouue
CTAHLMM U Cpeay Nnepelaun
undopmanun

B/IaJeTh: HABBLIKAMH MOHTAKA
JIOKAJILHOII ceTH.

Mp/

OIIK-
4.2,0I1K-
4.3,0IIK-
14.2,0I1K-

14.3

3ajaHus K IPaKTHIECKOt
pabore

2.3

Tema 2. CeTeBasi 6e301aCHOCTh
Kpatkoe conep:xanue: Cepsepa,
paboune cTaHIMH, cCpeda Meperadn
uHoOpMaIHH U Y3JIbl KOMMYTALUK
ceTeil. DTaJJOHHAN MOJEJIb
B3aMMO/IeliCTBUS OTKPBITHIX CHCTEM
(O]

3HATh: YCTPOHCTBO CeTEeBBIX
KOMIIOHEHTOB: cepBepa, padoune
CTaHIIMH, CPe/ia mepegaydu
uHpOpMAIHMH U Y3JIbl KOMMYTALUM
cereil

YMeTh: MPOEKTHPOBATH JOKAJIbHYIO
ceTb, 00beIMHAA cepBepa, padoune
CTAHLMH U Cpeay Nnepelauu
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OIK-
4.1,0T1K-
4.2,0T1K-
4.3,0TIK-
14.1,0TIK-
14.2,0TIK-

14.3

Bompocsr mist
CaMOIIOITOTOBKU




uHpopManuu
BJIA/IETh: HABBIKAMHU MOHTAKA
JokajabHoH cetn. /Cp/

24

3auyer.

3HaTh NPUMHIMIBI HHPOPMALMOHHOI
U 0ubsmorpaguueckoii Ky 1bTypsl,
METO/Ibl M CPE/ICTBA PelieHnst
CTaHJAPTHBIX 32124
npogeccHoHAILHOM 1eITeJILHOCTH €
3HaeT npouecchbl, METO/IbI MOMCKA,
cOopa, xpaHeHusi, 00padoTKH,
NpeACTABJIEHHUS], PACIPOCTPAHEHHUS
HHQOPMaLMH U CIIOCOOBI
OCYILeCTBJIEHHS] TAKHX NPOLIECCOB U
MeTo10B (MH()OPMALMOHHbIE
TeXHOJIOTHH); COBPEMEHHbIe
HHCTPYMEHTAJbHbIE cpe/bl,
NPOrpaMMHO-TeXHHYeCKue
WIAT(GOpPMbI M IPOrpaMMHbIe
cpeacTBa, B TOM YHCJIe
0Te4yecTBEHHOI'0 NPOM3BOCTBA,
HCIOJIb3yeMble 15 pelieHus] 3a1a4
npogecCHOHATBHOM 1esITeJIbHOCTH, H
NPMHUHUIBI X Pa0OTHI; JOTHKY
NMOCTPOEHHUS U MPUHIUIIBI
(GyHKIHOHMPOBaHUA COBPEMEHHBIX
SI3bIKOB MPOTPAMMHPOBAHUS U
SI3BIKOB Pa0oThI ¢ Ha3aMM JaAHHBIX,
cpea pa3padoTku MHGOPMALMOHHBIX
CHCTEM U TeXHOJIOTHii, MPUHIMIBI
pa3paGoTKu aJITOPUTMOB U
KOMINbIOTEPHBIX POrpaMM;
COBpeMEHHbIE SI3bIKU
NMPOrpaMMHUPOBAaHUS M SI3bIKH PadoThI
¢ 0a3aMu JaHHBIX, cpeAbl pa3padoTKu
HHPOPMAIMOHHBIX CHCTEM U
TEXHOJIOTHI;

YmeeT BHIOMPATH M HCNOJIH30BATH
cOBpeMeHHbIe MH(POPMAILNOHHO-
KOMMYHHUKAIMOHHbIE U
HHTEJUIEKTyaJ bHbIe TEXHOJIOTHH,
HHCTPYMEHTAJIbHbIE Cpe/bl,
NMPOrpaMMHO-TEXHUYECKHUE
IIAT(OPMBI M IPOrpaMMHbBIe
cpelacTBa, B TOM YHCJIe
0Te4eCTBEHHOT0 NPOU3BOACTBA, /sl
peuieHus 3a1a4 npogecCHOHATbHONU
JIesITeIbHOCTH; AaHAJTU3MPOBATH
npodeccuoHaIbHBIE 3a1a4H,
BbIOMPATH U HCNOJIB30BATH
noaxoasimye HHGOpManHOHHbIE
TeXHOJIOTHH; BBIOUPATH A3BIKH
NPOrpaMMHPOBAaHUS M SI3bIKH PadoThI
¢ 0a3aMu JaHHBIX, CPeAbl pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM U
TEeXHOJIOTHii, HCXOAA U3 UMEKOIINXCS
3a/1a4; NPUMEHATH COBPeMeHHbIe
SI3BIKU IPOTPAMMHPOBAHMSA /IS
pa3padoTKH OPUTHHAJIbHBIX
AJITOPUTMOB M KOMIIBIOTEPHBIX
NpOrpaMm, NPUIoJHbIX IS
NPaKTHYeCKOr0 MPUMEHEeHHs, BeCTH
0a3bl JaAHHBIX U HHPOPMALIMOHHBIE
XPaHWINIIA, TPUMEHSATH
COBpEMEHHBbIE POrpaMMHBIe Cpe/lbl
pa3padoTKu HH(POPMAMOHHBIX
CHCTEM U TeXHOJIOTHii; YUTATh KOJbI

OIIK-
4.1,0IIK-
4.2,0IIK-
4.3,0IIK-
14.1,0IIK-
14.2,0I1K-

14.3

Bomnpocsr k 3a4eTy
TectupoBanue




NPOrpaMMHBIX POAYKTOB,
HAMMCAHHBIX HA 0CBOEHHBIX A3BIKAX
NpOrpaMMHPOBaHNsl, U BHOCHTh
TpedyeMble H3MEHEHHUS;
aHAJM3UPOBATh NMPodeccuoHaIbHbIE
3aa4M, pa3padaTbIBaTh NOAXOAsILITE
HH(poOpMaNHOHHBIE pelIeHNs;
CaMOCTOSITeJIbHO OCBAHBATH HOBbIE
17151 ce0s1 cOBpeMeHHbIe SI3bIKH
NPOrpaMMHPOBAHUS H SI3bIKH PadoOThI
¢ 0a3aMH JaHHBIX, cpe/bl, pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM U
TEXHOJIOTHii;

Biiageer HaBbIKaMHU padoThI ¢
JAHHBIMH C TOMOUIBIO
HH(OPMANMOHHBIX TEXHOJIOTHIA;
HABBIKAMHU NPHMeEHEHMSI
COBpPEeMEHHbIX HH(POPMALMOHHO-
KOMMYHHUKAIMOHHBIX U
HHTEJUIEKTYaJbHbIX T€XHOJIOTHIA,
HHCTPYMEHTAJbHBIX Cpejl,
NPOrpaMMHO-TeXHHYECKUX MJIaThopMm
U MPOrpaMMHBIX CPEICTB, B TOM
YHcJe 0Te4eCTBEHHOr 0 MPON3BO/ICTBA,
JJISl pelieHus 3aaay4
npodgeccHoHAIbLHOI e TeIbHOCTH;
HABBIKaAMHU pa3padoTKu
OPUTHHAJIBHBIX AJITOPUTMOB H
KOMIIBIOTEPHBIX MPOrpPamMm,
NPUTOAHBIX /ISl MPAKTHYECKOT 0
NpUMEHEeHNsI; HABBIKAMM OTJIAIKH U
TeCTHPOBAHMS MPOTOTHIIOB
NPOrpaMMHO-TEXHHYECKHX
KOMILIEKCOB 3aa4.

/3auér/

Paznen 3.Kpunrorpadus

3.1

Tema 3. Kpunrorpadust

Kpartkoe coaep:kanue:

3.1 Knaccupukanus
KPHUINTOAJITOPUTMOB

3.2 CuMMeTpHYHBIE
KPUIITOAJITOPUTMBI

3.3 CUMMeTpUYHBIE KPUTITOCHCTEMBI
3.4 AcuMMeTpHYHbIE
KPHNTOAITOPUTMBI

3HATh: KJIaccupukanuio
KPHNTOAITOPUTMOB, MPUHITUT
PatoThl CHMMETPUYHBIX
KPUNITOAJITOPUTMOB U KPUIITOCUCTEM,
NPUHLIMI PA0OTHI ACHMMETPUYHBIX
KPUNTOAITOPUTMOB U
kpunrtocucrem. /Jlex/

OIIK-
4.1,01IK-14.1

TectupoBaHue Y CTHBIN
onpoc

3.2

IIpakTnyeckasi padora 3. Metoasl u
cpelcTBa 3alIUTHI HHpoOpManuu B
Microsoft Office

Kpartkoe coaep:xanue: Metoasl u
cpelcTBa 3alIUTHI HHpOpMaL UK B
Microsoft Office

YMeTh: €031aBaTh CHMMETPHYHbIE
KPHITOAJITOPUTMbI H
acCMMMeTPHYHbIe KPUNITOAITOPUTMBI
BJIaleTh: HABbIKAMU 3aIIH(PPOBKHU
JaHHBIX CHMMETPHYHBIMHM U
acCMMMeTPHYHbIMU
kpunroaiaroputmamu /Ip/

OIIK-
4.2,0IIK-
4.3,0IIK-
14.2,0I1K-

14.3

3anaHus K IpaKTHUECKON
pabote

3.3

JlabopaTopHas padora 1.
Kpunroanropurm TEA

OIIK-
4.2,0IIK-

Ortuer o n1a6. pabore




KpaTtkoe coaep:xanne: Peanuzanus 4.3,0I1K-
kpunrtoaiaropurma TEA Ha si3bike 14.2,0TIK-
nporpammuposanus Pascal 14.3
yYMeThb: C031aBaTh CHMMETPHYHBIE

KPHITOAJITOPUTMBI H

acHMMeTpPHYHbIe KPUNITOAITOPHUTMbI

BJIa/IeTh: HABBIKAMH 321U (PPOBKHU

JAHHBIX CHMMETPHYHBIMHU U

acCHMMeTPHYHBIMU

Kpunroaiaropurmamu /J1a6/

3.4 JlaGopaTopuas pa6ora 2. 1 OIIK- Ortuer no 1a6. padore
Kpunrtoanaropurm Rijndael 4.2,0TIK-
Kparkoe cogepxxanue: Peanuzanus 4.3,0IIK-
kpunroaiaroputma Rijndael na si3pike 14.2,0I1K-
nporpammupoBanus Pascal 14.3
YMeTh: C031aBaTh CHMMeTPHYHbIE
KPHITOAITOPUTMBI H
acHMMeTpPHYHbIe KPUNITOAJITOPHTMbI
BJIA/IETh: HABBIKAMY 3a1IU(PPOBKH
JAHHBIX CHMMETPHYHBIMU U
ACHMMETPHYHBIMU
Kpunroaiaropurmamu /Jaé/

35 JlaGopaTopHas padora 3. [lepenaua 2 OIIK- Ortuer 1o 11a6. pabore
3alM(PPOBAHHOIO TEKCTA 4.2,0IIK-
kpunroajaropurmom Rijndael 4.3,0I1K-
Kparkoe conep:xanue: Ilepenaua 14.2,0I1K-
3amn(ppoBaAHHOIO TeKCTA 143
kpunroaaroputmom Rijndael mo
JIOKAJIbHOM ceTH Ha 3bIKe
nporpammupoBanus Pascal
YMeTh: C031aBaTh CHMMeTPHYHbIE
KPHITOAITOPUTMBI H
acHMMeTpPHYHbIe KPUNITOAJITOPHTMbI
BJIa/1eTh: HABBIKAMH 3alIU(PPOBKH
JAHHBIX CHMMETPHYHBIMHU U
aCHMMeTPHYHBIMU
Kpunroaiaropurmamu /Jad/

3.6 JlaGopaTopHasi padora 4. [Ipuem 2 OIIK- Ortuer 1o 1a6. pabore
3ammn(ppPOBAHHOTO TEKCTA 4.2,0IIK-
kpunroajaropurmom Rijndael 4.3,0IIK-
Kparkoe conep:xxanue: Ilpnem 14.2,0I1K-
3amn(poBaAHHOIO TeKCTA 143
kpunroaaroputmom Rijndael mo
JIOKAJIBHOI ceTH U ero pacmugpoBka
Ha f13bIKe mporpaMmMupoBanus Pascal
YMeTh: C031aBaTh CHMMeTPHYHbIE
KPHOTOAITOPUTMBI H
acHMMeTpPHYHbIe KPUNITOAJITOPHTMbI
BJIa/1eTh: HABBIKAMH 321U (POBKH
JAHHBIX CHMMETPHYHBIMHU U
aCHMMeTPHYHBIMU
Kpunroaiaropurmamu /Jaé/

3.7 Tema 3. Kpunrorpadust 48 OIIK- Bomnpocsr mist
Kpartkoe coaep:xanue: Talinonucs, 4.1,0IIK- CaMOIIOATOTOBKH
KpHNTOrpadus ¢ KII040M, 4.2,0IIK-
CHMMETPHYHbIE¢ KPHIITOAJITOPUTMBI, 4.3,0IIK-
ACMMMeETPHYHbIE KPUIITOAJITOPUTMBI, 14.1,0I1K-
nepecTaHOBOYHbIE, TOJACTAHOBOYHbIE, 14.2,0I1K-
MOTOKOBBIE UPPBI, O10UHBbIE 14.3

muppsI

3HATH: KIaccupuranmo
KPHITOAJITOPATMOB, IPHHIHAII
PadoThl CHMMETPUYHBIX
KPHITOAJITOPATMOB H KPUIITOCHCTEM,
NMPUHIAN Pa6oThl ACHMMETPHYHBIX
KPHMIITOAJITOPUTMOB U KPUIITOCHCTEM.
YMeTh: €031aBaTh CHMMETPHYHbIE
KPHMNTOAJITOPUTMbI H




aCMMMeTpPUYHbIE KPHITOAITOPHTMbI
BJIJIETh: HABBIKAMH 321N (POBKH
JAHHBIX CHMMETPUYHBIMHU H
ACHMMeTPUIHBIMHA
kpunroairoputmamu /Cp/

Paznen 4.110 n undopmanuonHast
oe3onmacHocTh. KommiekcHasi cucrema
0€30IacHOCTH

4.1

Tema 4. [10 u unopmanuoHHas
OezonacHocTh. KomniekcHas cucrema
OezomacHoCTH

Kparkoe coaep:xkanue:

4.1 O030p coBpemenHoro IO

4.2 OuuoKy, NpUBOAAIINE K
BO3MOKHOCTH aTaK Ha HH(popMaLHUIo
4.3 OcHOBHbBIE MOJIOKEHHS MO
paspadorke I1O

4.4 Knaccupuranus
HHPOPMaLMOHHBIX 00bEKTOB

4.5 IomTuka poJeii

4.6 Co3naHue MOJTUTHKH
HH(OpMaLMOHHOI Ge30macHoCTH

4.7 MeToas! odecnieyeHUst
0e30TKa3HOCTH

3HaTh: HH(pOpMaANHOHHAN
0e30MacHOCTh B ONePalHOHHBIX
cucTeMax, MPUKJIATHBIX IPOrpaMMax,
OIIMOKH, NPUBOSILIUE K
BO3MOKHOCTH aTaK Ha HHpopmauuio,
OCHOBHbI€ M0JIOKEHHS M0 pa3padoTke
110, knaccupukanmio no Tpedyemoii
cTeneHu 0€30TKA3HOCTH,
KJIaccu(UKALIUS 110 YPOBHIO
KOH(HUIEHIHAIBHOCTH, TPeOOBaHMSA
1o padore ¢ KOHPUIEHINATBHOI
uHpopMmanmei,

yMeTh: OPraHu30BaTh
HH(popMaIHOHHYIO (6€30MaCHOCTH B
onepauHOHHBIX CHCTEMaX,
NPUKJIATHBIX IPOrpaMMax,
NPUMEHSATH OCHOBHBIE IOJI0KEHHS N0
paspabdortke I1O, ocymecTBIATH
0€30TKA3HOCTH CEPBUCOB M CIIY:K0
XpaHeHHs! TaHHBIX J0CTHTaeTcs ¢
MOMOLIBIO CHCTEM CAMOTECTHPOBAHUS
U BHECeHHsI M30BITOYHOCTH HA
Pa3IMYHBIX YPOBHSX: aNlapaTHOM,
NMpOrpaMMHOM, HHGOPMATHOHHOM
BJIaJIeTh: HABBIKAMHU HACTPOHKH
HH(OpMaNMOHHOI §e30MacHOCTH B
ONepalMoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMMax,
HABBIKAMHU MPHUMEHEHMsI 0CHOBHBIX
noJio:keHuii no paspadorke I10,
METOAMKOM CO31aHUSA MOJHTUKH
0e30MacHOCTH NpeANnpPUSTHS,
cocTosiIel U3 y4eTa OCHOBHBIX
(HauboJiee ONACHBIX) PUCKOB
HH(OPMANMOHHBIX aTaK.

/Jlex/

OIIK-
4.1,0IIK-14.1

TectupoBaHue Y CTHBIN
ornpoc

4.2

IIpakTnyeckas pa6ora 4. I'enepanus
kioyeii. llludposanne u
pacungpoBka coodeHnii B
nporpamme PGP. U3meHnenue
napoJibHoii ¢ppasel. PGP quck.
3amudpoBka u pacuudpoBka
JaHHBIX ajJroputMom RSA.
3amudposka u pacundpoBka

OIIK-
4.2,0IIK-
4.3,0I1K-
14.2,0I1K-

14.3

3ajaHust K IPaKTUIECKOM
pabore




JAaHHBIX ajropurMom RSA

Kpatkoe conep:xanne: I'enepanus
kiaoueil. llInpposanune n
pacminpoBKa coodlIeHUI B
nporpamme PGP. M3meHenne
napoJibHoii ¢ppasel. PGP nuck

yMeTh: OPraHU30BaTh
HH(OPMANMOHHYIO 6€30MaCHOCTH B
OnepanMoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMMax,
NMPHUMEHATH OCHOBHBIE IOJI0:KEHHS N0
pazpadorke I10, ocymecTBIsATH
0€30TKa3HOCTh CEPBUCOB U CIYKO
XpaHEeHHUs! IAHHBIX IOCTUTAETCS €
NMOMOLIBI0 CHCTEM CAMOTECTHPOBAHUS
U BHeCeHHsl U30BITOYHOCTH HA
Pa3IMYHBIX YPOBHSX: aNMapaTHOM,
NMPOrpaMMHOM, HH(OPMALIMOHHOM;
OpraHu3oBaTh HHGOPMAMOHHYIO
0e30I1aCHOCTDH B OIePALHOHHBIX
cHUcTEeMAaX, NPUKJIAHBIX POrpaMMax,
NPUMEHSAITh OCHOBHbIE M0JI0XKEeHUSI 110
pa3pa6otke I10, ocymecTBIsATH
0€30TKA3HOCTH CEPBUCOB H CJIY:KO
XpaHEeHHUs TAaHHBIX JOCTHTAETCH C
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHMS
U BHeCeHHsI M30BITOYHOCTH HA
Pa3IUYHBIX YPOBHSX: aNNAPATHOM,
NPOrpaMMHOM, HHGOPMALIMOHHOM;
Opranu3oBaTh HHGOPMAIMOHHYIO
0e30MaCHOCTDH B ONEPALHOHHBIX
cucTeMax, MPUKJIAHBIX MPOrpamMMax,
NMPUMEHATH OCHOBHBIE MOJI0KEHHS N0
paspadorke I10, ocymecTBIsATH
0€30TKa3HOCTh CEPBUCOB U CIYKO
XpaHeHHs1 JaHHBIX 10CTHIaeTcs ¢
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHUS
U BHeCeHHs U30BITOYHOCTH HA
Pa3IMYHBIX YPOBHSIX: allMapaTHOM,
NMPOrpaMMHOM, HH()OPMALIMOHHOM.
BJIaJIeTh: HABBIKAMHU HACTPOHKH
HH(OpManOHHON 6€301aCHOCTH B
OonepauHoOHHBbIX CHCTEMAX,
NPUKJIATHBIX POrpaMMax,
HAaBBIKAMHU NPHMEHEHHs] 0CHOBHBIX
MmoJi0KeHuit mo pazpadorke I10,
METOMKOI CO31aHUs MOJUTHKHU
Oe3omacHOCTU NpeANPUSATHS,
cocTosilIell U3 y4eTa OCHOBHBIX
(HanboJiee ONACHBIX) PHCKOB
HHGOPMALMOHHBIX ATAK; HABBIKAMH
HACTPOHKHU UHPOPMALMOHHOMI
0e30MaCHOCTH B ONEPANMOHHBIX
cucTeMax, NPUKJIAJHBIX IPOrpaMmax,
HABBIKAMHU NPUMEHEHUS OCHOBHBIX
noJjioKeHuii mo pazpadorke I10,
MEeTOMKOI CO31aHNUs MOJUTHKH
0e30MacHOCTH NpeANpPUsATHS,
cocTosiIIelf M3 y4eTa OCHOBHBIX
(HauboJiee ONMACHBIX) PUCKOB
nH(OPMAIMOHHBIX aTAK; HABBIKAMHU
HACTPOHKH MH(POPMAINOHHOMH
0e30MacHOCTH B ONEPAIIMOHHBIX
cucTeMax, NPUKJIAJHBIX POrpaMMax,
HABBIKAMHU NPHMeHEeHHs] OCHOBHBIX
noJioKeHuit mo paspadorke 110,
METOAUKOM CO3XaHNUs MOJTUTHKHU
0e30macHOCTH MpeANpPUsITHS,
COCTOSIIIEeH M3 y4eTa OCHOBHBIX




(HaunboJiee OMACHBIX) PUCKOB
HHG(POPMALUOHHBIX ATaK.
/Mp/

4.3

Tema 4. I1O u undopmanuoHHas
GezonacHocTh. KomnexcHas cucrema
0e3omacHocTH

Kpatkoe conep:xanue: 0630p
coBpemennoro I10, omuokmn,
NMPHUBOASIINE K BO3MOKHOCTH aTaK Ha
HH(popManuI0, 0CHOBHBIE MOJI0KEHHSI
no pa3padorke [10. Knaccudpukanus
no TpedyeMoii creneHu 6€30TKa3HOCTH,
KJIaccH(UKALUSs 10 YPOBHIO
KOH(UIEHIHAIbHOCTH, TPeOOBAHUA
no padote ¢ KOHGUAEHINATBLHOI
uHpopmanueii. Pekomenayemsole posu:
CNEeNHAINCT M0 HHPOPMALHOHHOI
0e30MmacHOCTH, BJIagesen
uH(GOpManHH, NOCTABIIUK
annapaTHoOro U MPOrpaMMHOI0
obecneueHns, pa3padoTUHK CHCTEMBI
H/WJIM IPOrpaMMHOI0 odecneyeHus,
JIMHEHHBI MeHeIKep WJIH MeHeTKep
0TeJia, ONEepPaTopbl, AyTUTOPLI.
3HATH: HHGOPMAILUOHHAS
0e30I1aCHOCTD B OIIEPALIMOHHBIX
cucTeMax, NPUKJIAIHBIX IPOrpaMMax,
OmMMOKH, NPUBOJSLIUE K
BO3MOKHOCTH aTaKk Ha HH(OpMaLHUIO,
OCHOBHbBI€ MOJIOKeHHS N0 pa3padoTke
O, knaccudukanuio no Tpedyemoii
cTeneHd 0e30TKA3HOCTH,
KJaccu@uKanus 1m0 YpOBHIO
KOH(HIEeHIHATbHOCTH, TPeOOBaHHA
1o padote ¢ KOHQUACHINAIBHOI
undopmanmei,

YMeTh: OPraHH30BaTh
HH(OPMALMOHHYIO 6€30MACHOCTH B
ONepanHoOHHBIX CHCTEMAX,
NPHUKJIAAHBIX MPOrpaMmax,
NPUMEHSATH OCHOBHbIE MOJI0KEHHUS 110
pa3padorke 10O, ocymecTBIATH
0e30TKa3HOCTh CEPBHCOB U CJIYXKO
XpaHeHHs JaHHBIX J0CTHIaeTcs ¢
MOMOIIBIO CHCTEM CAMOTECTHPOBAHHS
1 BHeCeHHs1 H30BITOYHOCTH HA
Pa3IMYHBIX YPOBHAX: aNMAapPaTHOM,
NporpaMMHOM, HHGOPMALIMOHHOM
BJIa/IeTh: HABBIKAMHU HACTPOHKH
HH(OPMALIMOHHOIi 0€30MacCHOCTH B
ONepalMoOHHBIX CHCTeMaXx,
NPUKJIATHBIX IPOrpaMMax,
HABBIKAMHU MPHUMEHEHHSs] OCHOBHBIX
noJio:KeHuii mo pazpadorke I10,
METOIMKOM CO31aHUs MOJUTHKH
0e30IaCHOCTH NpPeANpPHUATHS,
COCTOSIIIEH U3 y4eTa OCHOBHBIX
(nanOoJiee ONIACHBIX) PHCKOB
HH(}pOPMALMOHHBIX aTAK.

/Cp/

50

OIIK-
4.1,0IIK-
4.2,0I1K-
4.3,0IIK-
14.1,0I1K-
14.2,0I1K-

14.3

Bompocsr s
CaMOIIOITOTOBKHU

4.4

JK3aMeH.

3HaTh NPUHIUNBI HHPOPMATMOHH O
u Oubuorpaduyeckoii KyJabTyphbl,
MEeTOJbI M CPEICTBA PeleHHs
CTaHJAPTHBIX 337124
npogeccHoHAIBLHOM NeATeJLHOCTH C
3HaeT npouecchl, METOABI MIOMCKA,

13

OIK-
4.1,0TK-
4.2,0TIK-
4.3,0TIK-
14.1,0TIK-
14.2,0TIK-

14.3

Bormpocsr k sx3ameny
TectupoBanue




cOopa, xpaHeHus1, 00padOTKH,
NpeACTaBJIeHHUS], PACIPOCTPAHEHUSI
uHpOpPMALMH U CIOCOOBI
OCYILEeCTBJICHHSI TAKHX NPOLIECCOB H
MeTo0B (MHpOpManHOHHbIE
TEeXHOJIOTHH); COBpPeMeHHbIe
HHCTPYMEHTAaJbHbIE Cpe/bl,
NpOrpaMMHO-TeXHHYeCKHUe
IAT(OPMBI M IPOrpaMMHbBIe
cpelacTBa, B TOM YHCJIe
0Te4yeCTBEHHOI'0 IPOU3BOJCTBA,
HCNOJIb3yeMble 151 pelieHus] 32124
npodeccHoHAILHOM 1eATeIbLHOCTH, U
NPUHIHUIBI UX Pa0OTHI; JIOTHKY
MOCTPOEHHUS U NPUHIHUIIBI
(yHKIMOHMPOBaHNMA COBPEMEHHBIX
SI3bIKOB NPOrPaMMHPOBAaHUS U
SI3bIKOB PadoThI ¢ 6a3aMHU IaHHBIX,
cpea pa3padoTku HHGOPMALMOHHBIX
CHCTEM U TEXHOJIOTHii, MPUHIMIIBI
pa3padoTKu aNroOpuTMOB U
KOMIILIOTEPHBIX NPOrpaMM;
COBpPeMEHHBbIE SI3bIKU
NPOrpaMMHPOBAaHUS M SI3bIKH PadoThI
¢ 6a3aMM JaHHBIX, cpelbl pa3padoTKu
HH(GOPMANMOHHBIX CHCTEM U
TEeXHOJI0Tuii; YMeeT BbIOMPATD U
HCHO0JIb30BATH COBpPEeMeHHbIE
HH(OPMALIMOHHO-
KOMMYHUKALHOHHbIE U
HHTeJVIEKTyaIbHble TeXHOJIOTHH,
HHCTPYMEHTAJIbHbIE cpe/lbl,
NMPOrpaMMHO-TEXHHYeCKHUe
IaT(GpopMbI U IPOrpaMMHbIe
cpeAcTBa, B TOM YHC/Ie
0Te4eCTBEHHOT0 NPON3BOACTBA, /sl
pelieHus 3a1a4 npodeccuoHaIbHOI
JIeATeIbHOCTH; AHAJTU3MPOBATH
npogeccuoHaIbHbIE 321a4H,
BbIOMPATh U HCNOJIB30BATH
noaxoasimue HHGPOpPMaHOHHbIE
TeXHOJIOTHH; BHIOUPATH A3BIKH
NPOrpaMMHUPOBAaHUS U SI3bIKH PadoThI
¢ 0a3aMM JaHHBIX, cpelbl pa3padoTKn
HHGOPMALMOHHBIX CHCTEM U
TeXHOJIOT Ui, HCXOA U3 UMEKIIUXCS
3a/1a4; NPUMEHATh COBPEMEHHbIe
SI3BIKH POTPAMMHUPOBAHUS JJI
Pa3padoTKH OPUTHHAIBHBIX
AJITOPUTMOB ¥ KOMIIBIOTEPHBIX
NpOrpaMM, MPHUIroAHBIX I
NPAKTHYeCKOI0 NPUMEHEeHHs1, BeCTH
0a3bl JaHHBIX U HHPOPMALIMOHHbIE
XPaHWJIMIIA, IPUMEHATH
COBpEeMEHHbIe IPOrpaMMHbIe Cpebl
pa3padoTku nHGpOPMAHOHHBIX
CHCTEM U TEXHOJIOTHii; YUTATH KOJbI
NPOrpaMMHBIX NPOAYKTOB,
HANUCAHHBIX HA OCBOCHHBIX A3bIKaX
NpOrpaMMHPOBaHNsl, U BHOCUTh
TpedyeMble H3MEHEHHS;
aHAJM3UPOBATh NpPodeccuoHAIbHbIE
3a/1a4yu, pa3padéaTbIBaTh MOAXOASAIINE
HH(poOpMaLHOHHBIE pelleHNs;
€CaMOCTOSITEJILHO OCBAUBATH HOBBIC
17151 ce0s1 coBpeMEeHHbIe I3bIKH
NPOrpaMMHPOBAaHUS M SI3bIKH PadoThI
¢ 6a3aMu JaHHBIX, CPe/bl,




pa3pa6oTKu HH(POPMALMOHHBIX
CHCTeM M TexHoJormii; Bianeer
HaBbIKAMHU PaldOTHI C IAHHBIMH €
MOMOIIBI0 HH(OPMAIIMOHHBIX
TeXHOJIOTHii; HABBIKAMM MPHUMEHEHHS
COBpPEeMEHHBIX HHPOPMAHOHHO-
KOMMYHHKAILMOHHBIX H
HHTEJJIEKTYaJIbHbIX TEXHOJIOTHid,
HHCTPYMEHTAJIBHBIX cpel,
NMPOrpaMMHO-TEXHHYECKHX MJIaTHOpM
U NPOrPaMMHBIX CPE/ACTB, B TOM
YyHCJIe 0Te4eCTBEHHOI0 TPOU3BO/ICTBA,
JJIS1 pelieHns 3a1a4
npogeccHoHAILHOM AeATeJbLHOCTH;
HaBbIKaAMHU Pa3padoTKu
OPUTHHAJIBLHBIX AJITOPUTMOB H
KOMNBIOTEPHBIX MPOrPamMm,
NPHUIOHBIX JUIS1 NPAKTHYECKOT0
NpUMeHEeHHUs; HABBIKAMHU OTJIAAKH U
TeCTHPOBAHHS MPOTOTUIIOB
NMPOrpaMMHO-TEXHHYECKHX
KOMILIEKCOB 3a/1a4.

/Ix3amen/

Hepeqeﬂb NMPUMEHAECMbBIX aKTUBHBIX U HHTEPAKTUBHBIX 06pa30BaTeJILH])IX TEeXHOJIOTHi:
K'omnblomepﬂa}l mexHo02un 06y'leHll}l

OcHOBaHa Ha NCTIOJIb30BAHUH HH()OPMALMOHHBIX TEXHOJOTHH B ydeOHOM mpouecce. Peann3anus 1aHHOW TEXHOIOTHU
OCYILECTBIISICTCSI TOCPEICTBOM KOMITBIOTEPA M MHBIX MYJIBTUMEIUIHBIX CpeAcTB. Vcrnonp30BaHNE KOMIBIOTEPHBIX TEXHOIOT UM
JieTaeT y9eOHBIH MPOIIECC HE TOIBKO COBPEMEHHBIM U ITO3HABATEIBHBIM, HO MHTEPECHBIM IS 00yJatomuxcs

Texnonozusn obyuenus ¢ compyoHuuecmee

Texnomnorus 00y4eHHs B COTPYAHUYECTBE HCIOJIB3YETCsl B 00pa30BaTeNbHOM NPaKTUKE IS IPEOIONICHHUS MTOCIISICTBUH
WHJIMBHYAJILHOTO XapaKTepa y4eOHO! esTeNbHOCTH CYOBEKTOB M MX CTPEMIICHUH MCKITIOYUTENIFHO K HHANBHYabHBIM
00pa3oBaTeNpHBIM TOCTHKEHUAM. OHA IMO3BOIISIET 00OTATUTH OIBIT U MIPHOOPECTH Yepe3 YIeOHBIH TPy T HABBIKH COBMECTUMON
JIeSITeNIbHOCTH, KOTOPBIE 3aT€M MOTYT CTaTh HEOOXOJUMBIMH B Oyay1el podeccnoHallbHOM U COLMANIBHOM eI TeIbHOCTH B
TeYEeHHE JKU3HU. Lleb TeXHOIIOTHU COCTOUT B (JOPMHUPOBAHHU YMEHHUI y CYOBEKTOB 00pa3oBaTelIbHOrO mpowuecca 3pdexkTuBHO
paboTath coo0IIIa BO BpEMEHHBIX KOMaH/IaX U TPYIIIax U JOOMBATHCSA KAUeCTBCHHBIX 00pa30BaTEIbHBIX PE3YJIHTATOB

5. METOJUYECKHME YKA3ZAHUA JIJISI OPT AHU3AIIMM CAMOCTOSATEJBHOM PABOTHI CTYJIEHTOB

CPC - mnanupyemas yueOHasl, yueOHO-HCClIeI0BaTeNbCKas!, HAyUHO-HUCCIIeJOBaTeNbCKast paboTa CTYJCHTOB, BBIIONHAEMAs BO
BHEayJUTOPHOE (ayJUTOPHOE) BpeMsI 110 3alaHUI0 U IIPH METOJMUYECKOM PYKOBOACTBE IpenoiaBates, Ho 0e3 ero
HEMOCPEACTBEHHOT0 yyacTHs (BO3MOXKHO YaCTHYHOE HETIOCPEACTBEHHOE yyacTHe IPpenoaaBaTesisl Y COXpaHEHUHU BEyILeH poJH
crynenrtos). Llenpto CPC siBnsiercs oBianenue GpyHIaMEHTaIbHBIMH 3HAHMSIMH, TPO(ECCHOHATBHBIMI YMEHHUSIMH M HABBIKAMH I10
npoduitto Oyayiieit crenuaIbHOCTH, OTIBITOM TBOPYECKOH, HCCIIEI0BATENBCKOH AESTENBHOCTH, Pa3BUTHE CAaMOCTOSITEIIbHOCTH,
OTBETCTBEHHOCTH W OPTaHU30BaHHOCTH, TBOPYECKOTO TOAX0/1a K PELICHHIO TIPOOIIEM YIeOHOTO B TPO(PECCHOHATBHOTO YPOBHEH.
3anaun CPC: cuctemMaTi3anysi U 3aKperUIeHHE MOTYYCHHBIX TEOPETHISCKUX 3HAHUN U PAKTUYIECKUX YMEHHH CTYICHTOB,
yriTyOJIeHHE U pacIIMPEHe TEOPETHUESCKOM MOATOTOBKH; (HOPMUPOBaHKE YMEHHI UCIIONIBb30BATH HOPMATHBHYIO, [TPABOBYIO,
CIPAaBOYHYIO JIOKYMEHTAIUIO U CIICHUANILHYIO JINTEPATYpPy; Pa3BUTHE MO3HABATEIBHBIX CIIOCOOHOCTEH W aKTUBHOCTH CTYJICHTOB:
TBOPYECKOM MHUIIMATHUBEI, CAMOCTOSATENILHOCTH, OTBETCTBEHHOCTH ¥ OPTaHU30BAHHOCTH; (HYOPMUPOBAHIE CAMOCTOSTEIEHOCTH
MBIIIIEHHS, CIIOCOOHOCTEN K cCaMOPa3BUTHIO, CAMOCOBEPLIEHCTBOBAHHIO M CAMOPEAIN3AIlMHI; Pa3BUTHE HCCIIEN0BATEIbCKUX
YMEHHI; HCTI0JIb30BaHHE MaTepHaa, COOPaHHOTO U IMOTYYEHHOTO B X0O/I€ CAaMOCTOSITENIbHBIX 3aHATHH Ha MPAKTHYECKUX 3aHATHSX,
IIPY HAIIMCAaHUH KyPCOBBIX M BBITYCKHOM KBaIU(HUKAIMOHHON paboT, 11l 3 PEeKTHBHON IIOATOTOBKH K HTOTOBBIM 3a4eTaM H
sk3ameHam. Oynkimu CPC: pazBuBaromias (MOBBIIICHHE KYJIBTYPbl YMCTBEHHOTO TpyAa, mpuoduienue k 10 TBOpUYeCKUM BHIAM
JeATEIbHOCTH, 000TAIlEHNEe HHTEIUIEKTYAIbHBIX CIOCOOHOCTEN CTYICHTOB); HH(OPMAIIMOHHO-00yYaromias (yueOHas IesITeNbHOCTh
CTYJICHTOB Ha ayAUTOPHBIX 3aHATHUAX, HEIOAKPEIIIEHHAs! CAMOCTOSTENILHOM pab0TOH, CTAHOBUTCS Malo Pe3yJIbTaTUBHON);
OpPHECHTHUPYIOLIAs U CTUMYJIHpYomias (Tpoleccy 00y4eHus MPUIAeTCsl yCKOPEHNUE U MOTUBAIIMS ); BOCIIMTaTeNbHAs (POpMUpPYIOTCS U
Ppa3BHBAIOTCS NMPOGECCHOHANBHBIC KAa4eCTBa CIICIUANIICTa U TPAKIAHIHA); HCCIIEA0BaTeNbCKas (HOBBIH ypOBEHb NPO(heCCHOHATIBHO-
TBOPYECKOTO MBILIUICHUS).

CamocrosTenbHas paboTa CTyICHTOB SIBISETCS 0053aTeIbHBIM KOMIIOHEHTOM y4eOHOTo Ipolecca JUisl KaKI0ro CTYACHTa H
OIIpeeNseTCs YICOHBIM IUIaHOM. BHIIBI caMOCTOSTENBHOM paOOThI CTYICHTOB OIPENEISIOTCS MPU pa3paboTke pabovnX IporpaMm u
Y4eOHBIX METOJNYECKIX KOMIUIEKCOB TUCIUILIMH COJIepKaHUEM y4eOHOH AUCIUIUTUHEL. [Ipy onpeieieHud CoepiKanus
CaMOCTOSTENIBbHON PabOTHI CTYACHTOB CIIEAYET YUUTHIBATh X YPOBEHb CAMOCTOSTEIHLHOCTH U TPEOOBAHUS K YPOBHIO
CaMOCTOSITEbHOCTH BBITYCKHUKOB TSI TOTO, YTOOBI 32 epuoj 00y4eHHs HCKOMBIH YPOBEHb ObUI JOCTUTHYT. Tak, yIeIbHbIN BeC
CaMOCTOSITEIbHOM paboThl pU 00y4eHUH B 04HOH popme coctasisier 10 50% OT KoJaMUYecTBa Ay AUTOPHBIX YaCOB, OTBEIEHHBIX HA
M3y4YeHUEe AUCIUTUIMHEL, B 3209HOM ()OpMe - KOINIECTBO YacOB, OTBEICHHBIX HA OCBOCHHE TUCLIUILIMHEL, yBeanauBaercs 1o 90%.
CamocrosTenbHas paboTa ONpeAeNsIeTcs: Kak MHIMBAAYaIbHAs WK KOJUIEKTHBHAS yueOHas IesTeNbHOCTD, OCyIecTBIsIeMas 6e3
HETOCPECTBEHHOTO PYKOBOJICTBA ITEAArora, HO 1Mo ero 3aIaHusIM U 1MoJ ero KoHTposieM. CaMocTosITenpHas padora — 3To




HO3HaBaTeNbHAs yueOHas AeSTEeNbHOCTD, KOTAa IOCIEeJ0BAaTENbHOCTD MBIIIUICHUS CTYAEHTA, €r0 YMCTBEHHBIX U MPAKTHYECKUX
oTepanuii U AeMCTBUI 3aBUCUT U OMIPEIEISIETCS CAMUM CTYIEHTOM.

CamocrosTenbpHas padoTa CTyICHTOB CIIOCOOCTBYET Pa3BUTHIO CAMOCTOSTEIEHOCTH, OTBETCTBEHHOCTH M OPTaHH30BaHHOCTH,
TBOPYECKOTO TOIX0/1a K PELICHHIO IPOOIIeM YIeOHOTO U POPECCHOHANTEHOTO YPOBHSI, YTO B UTOTE MMPUBOJHT K Pa3BUTHIO HABHIKA
CaMOCTOSITEIBHOTO IUTAHUPOBAHUS U PeaM3aliu IS TEIbHOCTH. LIeTbi0 CaMOCTOSTENBHOM PadOThI CTY/ICHTOB SIBIISICTCS OBIIAICHUE
HEOOXOMUMBIMU KOMITETCHIIUSAMH TI0 CBOEMY HANPaBICHUIO MOJITOTOBKHU, OTBITOM TBOPUYECKOH U UCCICIOBATEILCKOMN eI TSTbHOCTH.
Ha ocHOBaHMU KOMIIETEHTHOCTHOTO TIOIX0/1a K pealu3aluy IpodeccuoHaIbHBIX 00pa30BaTeIbHbIX IPOrpaMM, BUIAMHU 3aJaHuil
JUISL CAMOCTOSATENBHON pabOTHI SBISIOTCS:

- JUIS OBNIAJICHNUS 3HAHUSMHE: UTCHHE TeKcTa (YIeOHUKa, IEPBOMCTOUYHIKA, TOMOTHUTEILHON JIUTEpaTyphl), COCTaBICHUE TUIAaHA
TeKcTa, Tpaduueckoe n300pakeHne CTPYKTYPhI TEKCTa, KOHCTIEKTHPOBAHUE TEKCTA, BHIIIHCKHU U3 TEKCTa, paboTa CO CIOBApsIMU U
CIPaBOYHHKAMH, O3HAKOMJICHHE C HOPMaTHBHBIMH JOKYMEHTaMH, yIeOHO-HUCCIIeI0BaTENbCKasl paboTa, UCIOIb30BaHUE ayAN0- U
BHIC03AMHCEH, KOMIIBIOTEPHOH TEXHUKU U HH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHO ceTn VHTepHeT U ap.

- JUTs 3aKPETUICHHS ¥ CHCTEMATU3alluy 3HAHHI: paboTa ¢ KOHCIIEKTOM JISKIIMH, 00paboTka TekcTa (yueOHUKaA, TePBOMCTOYHHKA,
JIOTIOJTHUTENILHOM JTUTEPATYPhI, AyAM0 M BUICO3AMKCEeH ), TOBTOpHAs paboTa HaJl y4eOHBIM MaTepUalioM, COCTABJICHHE MJIaHa,
coCTapJIeHHE TaOJIHIl JUTsl CHCTEMATH3AluH Y4eOHOTro MaTepuaia, OTBET Ha KOHTPOJIbHBIC BOMPOCHI, 3alI0HEHHE paboueil TeTpaay,
aHaTUTHYeCKas 00paboTKa TeKCTa (aHHOTUPOBAHNUE, PELICH3UPOBaHUE, pedeprpoBaHie, KOHCIICKT-aHAIIN3 | JIP.), 3aBepIICHUE
AyAUTOPHBIX PAKTUIECKUX PA0OT U 0popMIICHHE OTYETOB IT0 HUM, ITOArOTOBKA MYJIbTUMEIa COOOIIEHII/TOKIIAI0B K
BBEICTYIUICHUIO HA ceMHHape (KOH(epeHINH), MaTepHUallOB-TIPE3eHTALlHIA, TOAr0TOBKa pedepata, coctaBieHne OubIrorpadum,
TEeMaTHYECKUX KPOCCBOPIOB, TECTHPOBAHUE U JIP.

- 10151 OpMHUPOBAHYSI YMEHHUI: pelIeHHe 32124 U YIPaKHEHHUH 110 00pasily, pelieHHe BAPHATHBHBIX 3314, BBIMOJHEHHE YePTEKEH,
CXeM, BBITIOJTHEHHE pacueToB (Tpaduyeckux paboT), pelieHne CUTYa[HOHHBIX (MTPOECCHOHANBHBIX) 3a/1a4, MTOIrOTOBKA K ISIOBBIM
UTpaM, IPOEKTUPOBAHUE U MOJEIMPOBAHUE PA3HBIX BUIOB U KOMIIOHEHTOB NPOGeCCHOHANBHON AeITeIbHOCTH, PedIICKCUBHBIH
aHanM3 NpoecCHOHAIBHBIX YMEHUH ¢ HCIIOJIb30BaHUEM ayHO- ¥ BUICOTEXHUKH U JIP.

CamocrosTenbHas padoTa MOXKET OCYLIECTBIATHCS MHANBUAYAIbHO WM IPYIIIIAMH CTYICHTOB B 3aBUCHMOCTH OT LIENTH, 00beMa,
KOHKPETHON TeMaTHKH CaMOCTOSITEIIbHON paOOThl, YPOBHS CJIOXKHOCTH, YPOBHS YMEHHI CTYICHTOB.

6. OHEHOYHBIE U METOANYECKHUE MATEPHAJIBI

6.1. IlepeueHs KOMNeETEHUUIi ¢ YKa3aHHEeM ITAaNoOB (P OPMHUPOBAHNS HHANKATOPOB HX AOCTHKEHHUSI B IPoLiecce OCBOEHMSI
onon

OIIK-14:Crnioco0eH pa3padaTbiBaTh AJITOPUTMBbI H KOMIIbIOTePHbIE IPOrPAMMBI, IPUTO/AHBIE ISl IPAKTHYECKOr0
NpUMEeHeHHs.

Heoocmamounbwtit yposens:

He 3naet nporeccsl, METO/bI IOUCKA, cOOpa, XpaHeHUs1, 00paO0TKHU, IPEIOCTABIEHUS], paCIPpOCTpaHEeHHsI HHQOPMALMU U CIIOCOOBI
OCYULIECTBIIEHUs TAKUX MPOLECCOB U METOJOB (MH(GOPMALMOHHBIE TEXHOIOTUU); JTOTUKY IOCTPOECHUS U IIPUHIIUIIBI
(YHKIIMOHUPOBAHHS COBPEMEHHBIX S3bIKOB IPOTPAMMHUPOBAHUS U A3bIKOB pabOTHI ¢ 0a3aMU IaHHBIX, Cpe]] pa3padOTKH
MH()OPMAIIMOHHBIX CHCTEM M TEXHOJIOT U, IPHHIMIIE pa3pab0TKU aITOPUTMOB U KOMITBIOTEPHBIX MPOIPaMM; COBPEMEHHBIE SI3BIKH
IIPOTPaMMHUPOBAHHS H S3BIKK pabOTHI ¢ 6a3aMM IAHHBIX, CpeIbl pa3paboTKH HHPOPMALMOHHBIX CHCTEM M TEXHOJIOTHI

He ymeeTt BBIOMpPATD A3BIKU IPOTPaAMMHUPOBAHUSI U SI3BIKH PAOOTHI ¢ 0a3aMy JaHHBIX, CPeIbl pa3paOd0TKN HH(POPMAIIMOHHBIX CUCTEM
Y TEXHOJIOTUH, UCXOJIS U3 UMEIOIINXCS 33/1a4; IPUMEHITh COBPEMEHHBIE SA3bIKH IPOrPaMMUPOBAHUS JUIsl pa3pabOTKU OPUTHHAIBHBIX
ITOPUTMOB U KOMIIBIOTEPHBIX IPOIPaMM, IPUTOAHBIX Ul HPAKTHYECKOTO IPUMEHEHHS, BECTH 0a3bl JaHHBIX U HH(POPMAIIMOHHBIC
XpaHWIHILA, TPUMEHSITh COBPEMEHHBIE ITPOrPaAMMHBIE CpeJibl Pa3pab0TKH HHPOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHI; YUTATh KOZBI
IpOrpaMMHBIX IPOAYKTOB, HAIMCAHHBIX Ha OCBOEGHHBIX S3bIKAaX MPOIPaMMHUPOBAHMS, U BHOCUTH TpeOyeMble H3MEHEHUS;
aHaIM3UPOBATh MpodeccnoHaIbHBIE 3a1a4H, pa3padaThIBaTh MOAXOISIINE HHPOPMAHOHHbIE PEIICHNS; CAMOCTOSTEIFHO OCBAaHBaTh
HOBBIE JUTSI ce0sI COBPEMEHHBIE S3bIKU POTPaMMHUPOBAHUS U S3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CPeIbl, pa3paboTKH
MHOOPMALMOHHBIX CUCTEM M TEXHOJIOTHI

He BJIagCCT HaBbIKaMH pa3pa60TKH OPHUTIMHAJIBHBIX aJITOPUTMOB U KOMITBIOTEPHBIX IIPOTpaMM, IIPUTOAHBIX IJIA IIPAKTUYCCKOTO
NPUMCHECHU S, HaBbIKaMHU OTJIaJIK U TCCTUPOBAHUA ITPOTOTUIIOB MIPOTPAMMHO-TEXHUYCCKUX KOMIIUJICKCOB 3aJ1a4

Ilopozoewiii yposens:

3HaeT MpOoLEecChl, METObI IIOUCKa, cO0pa, XpaHeHHUs1, 00pabOTKH, MPEIOCTaBICHUS, pacIpOCTpaHEHHs HHOOPMALIN U CIIOCOOBI
OCYIIECTBJICHHUS TAKHX MPOLECCOB M METOOB (MH(OPMALIMOHHBIE TEXHOIOTHH)

Ymeer BbIOHpaTh A3bIKH IPOTPAMMHUPOBAHUS U S3bIKH pabOThI ¢ 6a3aMU JaHHBIX, Cpe/bl pa3pabOTKU HHHOPMAIIMOHHBIX CUCTEM U
TEXHOJIOTH, HCXOASI U3 UMECIOLINXCS 3a]1a4

Brnaneer HaBbIKaMu pa3pabOTKH OPUTHHAIBHBIX aITOPUTMOB U KOMITBIOTEPHBIX MPOTPaMM, IPUTOIHBIX IS IIPAKTHYECKOTO
MIPUMEHEHNS; HAaBBIKAMU OTIAJIKU U TECTUPOBAHHS IIPOTOTHIIOB IIPOrPAMMHO-TEXHUIECKIX KOMIUIEKCOB 3a/1a4

Ilpoosunymeutii yposens:

3HaeT MpoIecChl, METOIbI TIOUCKA, COOpa, XpaHEeHHs1, 00pabOTKH, MPEIOCTABIICHHS, PACTIPOCTPaHCHHS HH(POPMAIMH U CITOCOOBI
OCYILECTBICHHS TAKHX MPOIECCOB M METOAOB (MH(MOPMAIIMOHHBIE TEXHOIOTHH); JIOTHKY TIOCTPOCHUSI ¥ IPHHIIAIIBL
(bYHKIHOHUPOBAHUSI COBPEMEHHBIX SI3BIKOB IIPOTrPAMMUPOBAHUS U SI36IKOB pabOTHI ¢ 6a3aMH JaHHBIX, CPel pa3pabdoTKu
MH(OOPMAMOHHBIX CUCTEM M TEXHOJIOTHI, MPUHIUITEl Pa3padOTKH allTOPUTMOB M KOMIIBIOTEPHBIX MTPOTrPaMM

YMeer BoIOMpATh A3bIKK IPOTPAMMHUPOBAHUS U S3bIKH pabOThI ¢ 0a3aMU JAaHHBIX, CPE/Ibl pa3pabOTKH HHOOPMAIIMOHHBIX CUCTEM U
TEXHOJIOTHI, HCXOSI U3 HMEIOIIHMXCS 33/1a4; IPUMEHSTH COBPEMEHHBIE SI3bIKU IPOrPAMMHPOBAHUS TS Pa3pabOTKH OPUTUHATBHBIX
QIITOPUTMOB M KOMITBFOTEPHBIX IIPOTPAMM, TIPUTOJHBIX JUIS IPAKTHYECKOTO IPUMEHEHHUS, BECTH 0a3bl JaHHBIX M HH(POPMAIIMOHHBIE
XPpaHWIUINA, TPUMEHATH COBPEMEHHBIE MTPOTPAaMMHBIE CPEIbl Pa3paboTKH HH(GOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHIA

Brnaneer HaBbIkaMu pa3pabOTKH OPUTHHAIBHBIX aJTOPUTMOB U KOMITBIOTEPHBIX MIPOTPaMM, IIPUTOTHBIX JUIS IPAKTHYECKOTO
MIPUMEHEHNs; HABBIKAMH OTJIAJKU MPOTOTHUIIOB IPOrPaMMHO-TEXHHUECKUX KOMIUIEKCOB 3a]1a4

Buwicoxuii yposens:




3HaeT NMpoIecChl, METOIbI IIOUCKa, cO0pa, XpaHeHHUs1, 00pabOTKHU, IPeIOCTaBICHNS], paclipoCcTpaHeHH HHYOPMAIIUU U CIIOCOOBI
OCYILIECTBIICHHUS TAKUX MPOLECCOB ¥ METOOB (MH(GOPMALMOHHBIE TEXHOIOTHH); TOTUKY TOCTPOCHUSI ¥ TPUHIUIIBI
(YHKIIMOHUPOBAHHS COBPEMEHHBIX S3BIKOB IPOTPAMMHPOBAHUS U SI3BIKOB pabOTHI ¢ 0a3aMH TaHHBIX, Cpell pa3paboTKH
MHQOPMALMOHHBIX CUCTEM M TEXHOJIOTHH, MPUHIUITEl Pa3padOTKH alTOPUTMOB M KOMIIBIOTEPHBIX MTPOTPAMM; COBPEMEHHBIE SI3BIKU
MIPOTrPaMMHUPOBAHHS U S3bIKK pabOTHI ¢ 0a3aMH IaHHBIX, Cpebl pa3paboTKU HHPOPMAIUOHHBIX CHCTEM M TEXHOJIOTHI

Ymeer BBIOHpaTh A3bIKH TPOTPAMMHUPOBAHUS U S3bIKH pabOThI ¢ 0a3aMU JaHHBIX, CPe/ibl pa3pabOTKU HHHOPMAIIMOHHBIX CUCTEM U
TEXHOJIOTH, HCXOS U3 UMEIOLIUXCS 33]]a4; IPUMEHSATh COBPEMEHHBIC S3bIKH IPOTPaMMHUPOBAHUS JUI Pa3pab0TKH OPUTHHAIBHBIX
QITOPUTMOB M KOMIIBIOTEPHBIX IIPOTPaMM, IPUTOAHBIX AJIS IPAKTUIECKOT0 MPUMEHEHHS, BECTH 0a3bl JaHHBIX U HH()OPMAIIMOHHBIE
XPpaHWIIUINA, TPIMEHATh COBPEMEHHBIE TPOTPAMMHBIE CPEIbl Pa3padoTKH HHHOPMAIIMOHHBIX CHCTEM M TEXHOJOTHIL; YUTATh KOJBI
MIPOrPpaMMHBIX NTPOAYKTOB, HAITMCAHHBIX HA OCBOEHHBIX SA3bIKaX MPOrPaMMHUPOBAHHs, 1 BHOCUTh TpeOyeMble H3MEHEHMS,;
aHaIM3UPOBaTh MpodeccnoHaNbHbIE 3a1a4l, pa3padaThIBaTh MOIXOSIINE HHPOPMAIMOHHBIE PEIICHNUS; CAMOCTOSATEIIHHO OCBAaHBAaTh
HOBBIE JUIs1 ce0s1 COBPEMEHHBIE S3bIKH MTPOTPAMMHUPOBAHNS U S3bIKH paboThI ¢ 0a3aMU JaHHBIX, CPEbl, pa3paboTKH
UH(QOPMAIIMOHHBIX CUCTEM U TEXHOJIOTUH

Brnaneer HaBbikamu pa3pa60TKI/1 OPUTMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTECPHBIX IMTPOTPAMM, NPUT'OAHBIX IJIA IIPAKTUYECKOTO
IMPUMCHCHNS; HaBbIKaMH OTJIAAKU U TECTUPOBAHUS MTPOTOTUIIOB IIPOIrPaMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

OIIK-4:Cnioco0eH NOHMMATH MPUHIIMNBI PAG0TH COBPEeMEHHBIX HH(POPMAHOHHBIX TEXHOJIOTHIl U MCIOIb30BATh HX /IS
penreHns 3a1a4 MpoecCHOHATBHOI 1eATETBHOCTH;

Heoocmamounbwtit yposens:

He 3Haet nporieccrl, METObI MOUCKa, cOOpa, XpaHeHHus, 00pabOTKH, MPEICTABICHHS, PACIPOCTPaHEH ST HH(POPMAIIUHU U CIIOCOOBI
OCYIIECTBIICHHS TAKHX IPOIIECCOB H METOIOB (MH(MOPMAIIHOHHEIE TEXHOJIOTHH); COBPEMECHHBIE HHCTPYMEHTAJIBHEIC CPEJIBL,
IpOrpaMMHO-TEXHUYECKUE IIIAaT(GOPMBI U IPOrpaMMHBIE CPEACTBA, B TOM YHCIIE€ OTEYECTBEHHOTO IIPOU3BO/ICTBA, UCIOIb3yEMBbIE JUIS
pemenus 3aa1a4 NpohecCUOHaIbHON ASSTENbHOCTH, U IPUHIUIIBI X pabOThI

He ymeer BoIOHpaTh U KCIIOIB30BATH COBPEMEHHBIC HH(POPMAIIHOHHO-KOMMYHHKAIIMOHHBIC U HHTEIUICKTYaIbHbBIC TEXHOJIOTHH,
MHCTPYMEHTAIBHBIC CPEJIbl, TPOrPAMMHO-TEXHHUECKUE TATGPOPMBI U IIPOrPaAMMHBIE CPEJCTBA, B TOM YUCIIC OTEUYSCTBEHHOTO
MPOM3BO/ICTBA, IS PEUICHUS 3a/1a4 NPOPECCHOHAILHON e TeIbHOCTH; aHAIM3UPOBATh MPO(ECCHOHANBHBIC 3aa4H, BEIOMPATh U
UCIIOJIb30BaTh NOJXOISIINE HH(OPMALIMOHHBIE TEXHOJIOTUH

He BJIagCCT HAaBbIKaMH paGOTI)I C JaHHBIMH C IIOMOLIBIO I/IH(I)OpMaHI/IOHHI)IX TeXHOJ’IOFHﬁ; HaBbIKaMU IIPUMEHCHUSA COBPEMCHHBIX
I/IH(l)OpMaHI/IOHHO-KOMMyHI/IKaHI/IOHHLIX 1 UHTCJUICKTYaJIbHBIX TeXHOJ’IOFHﬁ, HHCTPYMCHTAJIbHBIX CPE, MPOrpaMMHO-TEXHUYICCKUX
HJ'IaT(I)OpM U NIpOrpaMMHBIX CPEACTB, B TOM YUCJIE€ OTCYCCTBECHHOI'O ITPONU3BOACTBA, AJI PECIICHUA 3a1a4 HpO(beCCHOHaJ'ILHOﬁ
JACATCIIbHOCTH

Ilopozoewiit yposens:

3HaeT mpoIecchl, METOIBI MOKCKa, cOOpa, XpaHeHHs, 00padOTKH, MPEACTABICHUSI, pacIpocTpaHeH st HH)OPMAIHX 1 CIIOCOOBI
OCYIICCTBIICHUSI TAKHX MPOLECCOB ¥ METOJIOB (MH()OPMAIMOHHBIE TEXHOIOTHH)

YMeeT BRIOMPATh U HCIOJIB30BAaTh COBPEMEHHBIE HH(OPMAIIIOHHO-KOMMYHHKAIIMOHHBIC 1 MHTEJUIEKTYalbHbIE TEXHOJIOTHHI JUIs
pemenus 3a1a4 npohecCHOHATBHON IeSITeIbHOCTH

BrnaseeT HaBbIKaMu pabOThI € IaHHBIMH C TIOMOIIBI0 HHPOPMAIIMOHHBIX TEXHOJIOTHI
Ilpoosunymetii yposens:

3HaeT NpoLeCcChl, METOIbI IOUCKa, cOOpa, XpaHeHHUs1, 00pabOTKH, IPEACTaBICHHS, PAaCIPOCTPaHEeHHs] MH(GOPMALUHU U CIIOCOObI
OCYIIECTBICHHUS TAKHX IPOLECCOB M METOIOB (MH(OPMAIIMOHHBIE TEXHOIOTUH); COBPEMEHHBIC HHCTPYMEHTAIBHBIC CPEIB,
[POrpaMMHO-TEXHHYECKHE IIaTGOPMBI U IIPOrPaMMHBIC CPEACTBA

VYmeer BLI6I/IpaTL 1 UCII0JIb30BAaTh COBPECMEHHEBIC I/IH(1)OpMaI_II/IOHHO-KOMMyHI/IKaI.[I/IOHHLIC 1 UHTCIUICKTYaJIbHBIC TCXHOJIOTHH,
HWHCTPYMECHTAJIBHBIC CPEBI, IPOTPAMMHO-TEXHUYCCKHEC l'[JIaT(I)OpMLI U IIPpOrpaMMHBIE CPEACTBA, B TOM YHCJIC OTCYCCTBECHHOTO
MIPOU3BOACTBA, IJId PCHICHUA 3a1a4 HpO(I)eCCI/IOHaJ'IBHOI‘/II JACATCIbHOCTH

Brnaneer HaBbikamu pa6OTI>I C JaHHBIMH C IIOMOILIBIO I/IH(I)OpMaHI/IOHHBIX TeXHOJ’IOI‘Hﬁ; HaBbIKaMH IIPUMCEHCHHNS COBPEMEHHBIX
I/IH(i)OpMaHHOHHO-KOMMyHI/IKaIII/IOHHLIX 1 UHTCJUICKTYAJIbHBIX TEXHOJIOTUH JUISL pCIICHUA 3a1a4 HpO(l)eCCHOHaHBHOﬁ JACATCIIbHOCTH

Buicokuii yposens:

3HaeT mpoIecchl, METOIBI MOKCKa, cOOpa, XpaHeH s, 00padOTKH, MPEACTABICHUSI, pacpocTpaHeH st HH)OPMAIHK 1 CIIOCOOBI
OCYIIECTBIICHHS TAKHX IPOIIECCOB M METOIOB (MH(POPMAIIHOHHEIE TEXHOJIOTHH); COBPEMECHHBIE HHCTPYMEHTAIBHEIE CPEJIBL,
IIPOrpaMMHO-TEXHUUECKUE IIATGOPMBI U IPOrPaMMHBIE CPEJICTBA, B TOM UUCIIE OTEUECTBEHHOTO IIPOU3BOJICTBA, UCIIOIb3YEMBbIE IS
pelenus 3a1a4 NpoecCUOHaIbHON esTeIbHOCTH, U IPUHIUIIBI X pabOThI

VYmeer BBI6I/IpaTI> " HUCIIOJIb30BATH COBPEMECHHBIC I/IH(I)OpMaHI/IOHHO-KOMMyHI/IKaI.II/IOHHLIe Y MHTCIJICKTYaJIbHBIC TEXHOJIOT'UH,
HHCTPYMCHTAJIbHBIC CPEbI, IPOTPAMMHO-TCXHUYCCKNEC l'[J'IaT(bOpMBI U IpOrpaMMHBIC CPEJICTBA, B TOM YHCJIE OTCYECTBEHHOT'O
TIPpON3BOACTBA, NJI pCUICHUA 3a1a4 HpO(i)eCCI/IOHaJIBHOI;'I ACATCIIBHOCTHU,; aHAJIM3UPOBATH HpO(i)eCCI/IOHaHI)HLIe 3ajJavu, BI)I6I/IpaTI: u
HCII0JIB30BaTh IIOAXOAAIIHNE I/IHq)OpMaLII/IOHHI;Ie TEXHOJIOI'HH

Brnaneer HaBbikamu pa6OTI)I C JaHHBIMH C ITIOMOIIBIO I/IH(I)OpMaL[I/IOHHLIX TeXHOHOFHﬁ; HaBbIKaMU NIPUMEHCHUSA COBPEMCHHBIX
HHd)OpMaHHOHHO-KOMMyHI/IKaHI/IOHHI)IX 1 UHTCJUICKTYaJIbHBIX TeXHOJ’IOFHfI, HHCTPYMCHTAJIbHBIX CPE, IPOrpaMMHO-TCXHUYICCKUX
HJ'IaT(l)OpM U IIPpOrpaMMHBIX CPpE€ACTB, B TOM YHCJIC OTCUCCTBECHHOI'O MIPOU3BOACTBA, Ul PCIICHHUS 3a1a1 HpO(bCCCPIOH&J'ILHOﬁ
JACATCIbHOCTH

6.2. Illxayia oeHMBAHMS B 3aBUCHMOCTH OT YPOBHs ¢()OPMHPOBAHHOCTH KOMIIeTeH U

YpoBens ¢(hopMHUPOBAHHOCTU KOMIETEHIN A




XEI;I;I;T;ETT;::H 1. HepocraTouHblii: 2. IToporosslii: 3. IIpoaABUHYTHIIi: 4. BbIcOKHIi:
OCTHIKEHHS KOMIIETeHIIUU He KOMIIeTeHIN U KOMINETeHINH KOMIEeTeHINH
KOMITeTe il copmMupoBaHbI. copmMupoBaHbI. copmMupoBaHbI. copmMupoBaHbI.

3HaHUs OTCYTCTBYIOT. CoopmupoBansl 6a30Bele | 3HaHUS OOIIUPHEIE, 3HaHus TBEpbIE,
3HaHus: CTPYKTYpBI 3HAaHHH. CHUCTEMHBIE. apryMeHTHPOBaHHbIE,
BCECTOPOHHHUE.
YMmeHus He YMeHnus GpparMeHTapHbl U | YMeHUs HOCAT YMenns ycnemso
c(hOpPMUPOBaHBIL. HOCSIT PENPOAYKTUBHBII PENpoIyKTUBHBIN IPUMEHSIOTCS K PEIIECHUI0
YMenus: XapakTep. XapaxTep NPUMEHSIOTCA K | KaK TUIIOBBIX, TaK U
PCUHICHUIO TUIIOBBIX HECTaHAAapPTHBIX
3a/IaHuH. TBOPUYECKUX 33/IaHUH.
Hagriku He Hemonctpupyercst Hu3kuii | JlemoHCcTpupyeTCst JemoncTpupyercs
c(OpMHUPOBaHEI. YPOBEHb JIOCTaTOYHBINA YPOBCHb BBICOKHI ypPOBEHb
Hasbiku: CaMOCTOSITEIbHOCTU CaMOCTOSITEIbHOCTH CaMOCTOSITEIIbHOCTH,
[IPaKTUYECKOTO HAaBBIKA. yCTOHYUBOrO BBICOKAs aJ]allTUBHOCTb
MPaKTUIECKOrO HaBBIKA. MPaKTUIECKOrO HaBBIKA.

Onucanue KpuTepHeB OLleHUBAHUA

OOyyaromuiics AEMOHCTPUPYET:

- CYIIECTBEHHBIE IPOOEITHI B
3HAHMAX YIeOHOTO MaTepHana;
- JOILyCKalOTCsI
NPUHIUNNATBHbIE OIIUOKY IPpH
OTBETE HA OCHOBHBIE BOIIPOCHI
Oniera, OTCYTCTBYET 3HaHHE H
[TOHUMaHHE OCHOBHBIX MOHSTHI
U KaTeropuii;

- HETMIOHUMAaHKE CYIHOCTH
JIOTIOJTHUTENILHBIX BOPOCOB B
paMKax 3alaHuil Ouiera;

- OTCYTCTBHE YMEHUS
BBINOJHATH MPAKTHIECKUE
3aJaHusl, IPEeIyCMOTPEHHbIE
MIPOrpaMMOM TUCHUTUTHHBL,

- OTCYTCTBUE TOTOBHOCTH
(crocoOHOCTH) K AMCKYCCHUU H
HH3Kas CTCIICHb KOHTAKTHOCTH.

OO0yyaronuiicss AEMOHCTPUPYET:
- 3HAHUS TEOPETHYECKOrO
Marepuana;

- HETIOJIHbIE OTBETHI Ha
OCHOBHBIE BOIIPOCHI, OIINOKY B
OTBETE, HEIOCTATOYHOE
MOHUMaHHE CYITHOCTH
M3JIaraeMbIX BOIIPOCOB,;

- HEyBepeHHbIEC H HETOYHBIE
OTBETHI Ha JOTOIHHUTEIbHbIC
BOIIPOCHI;

- HEJIOCTATOYHOE BIIaJICHUE
TUTEePaTypoH,
PEKOMEHIOBaHHON TIpOTpamMMoint
JCIUTUINHB,

- yMeH#He 6e3 rpyObIX OmUO0K
penath NpakTHYECKUE 3a1aHus,
KOTOPBIE CJIEAYET BHINOIHUTD.

OO0yy4arouiics: 1eMOHCTPUPYET:

- 3HAHUE U IOHUMaHKe
OCHOBHBIX BOIIPOCOB
KOHTPOJIMPYEMOTro 00beMa
MPOTrPaMMHOTO MaTepuana;

- TBepbIe 3HAHUS
TEOPETHYECKOTO MaTepHana;
-CIIOCOOHOCTH yCTaHABIIUBATE U
OOBSCHATH CBA3b MPAKTUKH U
TEOPUH, BBISBIIATH
MIPOTUBOPEYHS, TPOOIEMBI U
TCHACHINU Pa3BUTHUS,

- IpaBUJIbHBIE U KOHKPETHEIE,
0e3 rpyObIX OIIMOOK OTBETHI HA
MIOCTaBJIEHHbIE BOIPOCHI;

- YMEHHE penIaTh MPaKTHISCKUE
3a[aHus, KOTOpPBIE CICAYET
BBIITOJIHUTD;

- BJIaJICHHE OCHOBHOM
JIMTEPATypPOH,
PEKOMEHIOBaHHOW MTPOrpaMMOi
JCIHATUINHEI,

- HaJTMYre cOOCTBEHHOM
000CHOBaHHOW TIO3UITUH 1O
00CyKIaeMbIM BOITPOCAM.
Bo03MOXHEI HE3HAUNTEILHBIE
Or'OBOPKHU U HETOYHOCTH B
PACKPBITUH OTAEIBHBIX
MOJIOXKCHUH BOIIPOCOB OuMiieTa,
MIPUCYTCTBYET HEYBEPEHHOCTh B
OTBETaxX Ha JOMOIHHUTEIbHBIC
BOIIPOCHL.

OOy4aronuiics IeMOHCTPHPYET:
- ri1yOOKKe, BCECTOPOHHKE U
apryMEHTHPOBAHHBIE 3HAHUS
MIPOrpaMMHOT0 MaTepHaia;

- IIOJIHOC ITOHUMAHUEC CyIJ_IHOCTI/I
1 B3aMMOCBSI3H
paccMaTpuBaeMBIX MPOIIECCOB 1
SIBJICHHH, TOUHOE 3HAHHE
OCHOBHBIX ITOHSATUH B paMKax
00CyX/1aeMbIX 331aHuill;

- CITOCOOHOCTh YCTaHABIIUBATh U
O6"b$[CH$[Tb CBA3b HpaKTI/IKl/I u
TEOpUH;

- JIOTHYECKHU
TOCJIeI0OBATEIbHEIC,
coJiepKaTeIbHble, KOHKPETHbBIE
U MCUEPIIBIBAIOIIUE OTBETHI HA
BCE 3aJaHus OMIIETa, a TAKXKe
JOITIOJIHUTCIIBHBIC BOl'lpOCI)I
9K3aMeHaTopa;

- YMEHHE peliaTh
TIPaKTUIECKHE 3aIaHUs;

- cBOOOHOE UCIIOJIL30BaHKE B
OTBETAxX Ha BOIPOCHI
MaTEepUaIoB PEKOMEHJOBAHHOMN
OCHOBHOM U JIONOJIHUTEILHOM
JTUTEePATypPHI.

0 - 59 6anI0B 60 - 69 6a/10B 70 - 89 6ay10B 90 - 100 6a0B
Onenka Onenka Onenka Onenka
«He3a4er», «324YTEHO/y/I0BJIETBOPHTEILHOY, «324YTEHO/X0POILOoY, «324TEHO/OTJIHYHOY,
«Hey]]oBJ'leTBOpI/ITe.]'ll)HO» «y}]OBJ’IeTBOpHTeJ’lLHO» «Xopoumo» «OTJIHYHO»

OneHo4YHbIe CPEACTBA, 00ecIeYHBaIOIIHe JTUATHOCTHKY cOPMUPOBAHHOCTH KOMIIETeHIIMi, 3asiBJIeHHbIX B padoyeii
nporpaMme 1o AMCHUIIMHE (MOJIY.II0) VISl IPOBeAeHMs] IPOMEKYTOYHOI aTTecTAlUU

OLIEHUBAHUE YPOBHSI 3HAHUI: TeopeTuueckuii 610K BOIPOCOB. YPOBeHb 0CBOCHHsI IPOrPAMMHOTO0 MATepHAIa,
JIOTHKA U TPAMOTHOCTH M3JI0’KEHHs, yMEHHE CAMOCTOATEIbHO 000011aTh ¥ U3JaraTb MaTepHuaJl.

1. HenocTaTo4Hblil ypoBEHb

He 3HaeT nporecchl, METO/IbI TOKUCKa, cOOpa, XpaHeHHs, 00paOOTKH, TIPEACTaBIICHHS, PACTIPOCTPpaHeHUsT HH(pOpMAIK U CrIOCOOBI
OCYLIECTBIICHHUS TAKUX MPOLIECCOB U METOJOB (MH(GOPMALMOHHBIE TEXHOIOTHH); COBPEMEHHBIE HHCTPYMEHTANIBHBIE CPEJIBI,
MIPOrpaMMHO-TEXHIUYECKUE ITaTGOPMBI U IPOTpaMMHBIE CPEICTBA, B TOM YHCIIE OTEYECTBEHHOTO ITPOU3BOJICTBA, UCTIONb3YEMbIE /IS
penreHus 3a/1a4 NpopheCcCHOHANBEHON NeITeNbHOCTH, M MPUHIUITEL UX paboTHI

He ymeet BbIOUpATh A3bIKU IPOrPAMMUPOBAHUS U A3bIKU PAOOTHI C 6a3aMU JaHHBIX, Cpe/ibl Pa3paOboTKU HHGOPMALMOHHBIX CUCTEM
Y TEXHOJIOTHH, HCXOJs U3 UMEIOLIUXCS 3a]1a4; IPUMEHSITh COBPEMEHHBIE SI3bIKU IPOrPaMMUPOBAHUS AJIsl Pa3pabOTKH




OpPUTHHAJILHBIX AJITOPUTMOB M KOMIIBIOTEPHBIX MPOrPaMM, IPUTOIHBIX IS IPAKTHYECKOTO MPUMEHEHHS, BECTH 0a3bl JAHHBIX U
MHGOPMAaLMOHHbIE XPAaHWINILA, IPUMEHATH COBPEMEHHBIE IIPOTPaMMHBIE CPEIbl Pa3padOTKH MHOOPMAIIOHHBIX CHCTEM H
TEXHOJIOTH; YUTATh KOJbI MPOrPAMMHBIX IPOLYKTOB, HAIICAHHBIX HA OCBOCHHBIX S3bIKAaX MIPOTPAMMHUPOBAHNUS, U BHOCUTD
TpeOyeMble H3MEHEHHST; aHATM3UPOBATh NIPOPECCHOHANBHBIE 3a1a4H, pa3padaTeiBaTh HOAXOASIINE HHGOPMALIMOHHBIE PEIICHUS;
CaMOCTOSITEIILHO OCBAaMBATh HOBBIE JUIA ce0s1 COBpPEMEHHBIE S3bIKH IPOrPaMMHUPOBAHMSA U SA3BIKH pabOThI ¢ 6a3aMu TaHHBIX, CPEJIbI,
pa3paboTku MH(YOPMALIMOHHBIX CUCTEM M TEXHOJIOTHI

He 3HaeT nporiecchl, METO/bI IOUCKa, cOOpa, XpaHeHUs1, 00pad0TKHU, IPeIOCTaBIEHNUs], pacipoCcTpaHEeHHs: HHYOPMAIUU U CIIOCOOBI
OCYILIECTBIICHUSI TAKHX MPOLECCOB U METOI0B (MH(POPMAIIMOHHBIC TEXHOJIOTHH); JIOTHKY IIOCTPOSHHS U IPUHLIUIIBI
(YHKIIMOHUPOBAHHS COBPEMEHHBIX S3BIKOB IPOTPAMMHUPOBAHUS U A3bIKOB pabOTHI ¢ 0a3aMU JaHHBIX, Cpe]] pa3padOTKH
MHOOPMALMOHHBIX CUCTEM M TEXHOJIOTHH, MPUHIIUITEI Pa3padOTKH arOPUTMOB M KOMIIBIOTEPHBIX TPOTPAMM; COBPEMEHHBIE SI3BIKU
MIPOTPaMMHUPOBAHHS U S3BIKK pabOTHI ¢ 6a3aMU TaHHBIX, Cpebl pa3paboTKH HHPOPMAMOHHBIX CHCTEM M TEXHOJIOTHI

He ymeet BbIOUpPATh U UCIIOIB30BATh COBPEMEHHbIE HH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIE U HHTEJIEKTYaJIbHbIE TEXHOJIOT U,
HMHCTPYMEHTAJIbHBIE CPEJIbl, IPOIPaMMHO-TEXHUYECKHUE IIIaT(GOPMBI U IPOrPaMMHBIC CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
TIPOM3BOJICTBA, [UIS PEIICHU 3a/1a4 MpoheCCHOHATbHOM AesTeNbHOCTH; aHAIU3UPOBATh MPO(eCcCCHOHANBHbIE 331a4H, BRIOHPATh U
HCTIONB30BAaTh MOAXOAANIE HHYOPMAMOHHBIE TEXHOIOTHI

He BnaneeT HaBbIkaMu pabOTHI ¢ JaHHBIMH C TIOMOIIBI0 HH(GOPMAIIMOHHBIX TEXHOJIOTUil; HABBIKAMYU IIPUMEHEHUS] COBPEMEHHBIX
MH()OPMAIIIOHHO-KOMMYHMKAIIMOHHBIX Y HHTEJUIEKTYaJIbHBIX TEXHOIOTHH, HHCTPYMEHTAIBHBIX CPEll, IPOrPaMMHO-TEXHUYECKUX
mIaThopM U IPOrpaMMHBIX CPEJICTB, B TOM YHCIIe OTEYeCTBEHHOTO MIPOU3BOACTBA, AT PelIeHHs 3a1a4 MPodecCHOHaNbHON
JEATETBHOCTH

He BnaneeT HaBbIkaMu pa3pabOTKH OPUTHHAIBHBIX alTOPUTMOB U KOMITBIOTEPHBIX IPOTPaMM, MPUTOJHBIX [UIS TPAKTHYECKOTO
TIPUMEHEHNs1; HABBIKAMH OTJIAKH M TECTUPOBAHMUS IIPOTOTUIIOB POrPAMMHO-TEXHUYECKNX KOMIIJIEKCOB 33124

2. TToporoBslii ypoBEHb

3HaeT Mmpolecchl, METOIbI TIOUCKa, cOOpa, XpaHeHus1, 00pabOTKH, NPEIOCTaBIICHHS, PACTIPOCTPaHEHHS HH(POPMAIMK U CITOCOOBI
OCYIIECTBIICHUS TAKUX MPOLECCOB ¥ METOAOB (MH(OPMAIIMOHHBIE TEXHOIOTHH)

Vmeer BLI6I/IpaTI> A3BIKU IPOTrPpaMMUPOBAHUS U A3BIKU pa6OTI>I ¢ bazamu JaHHBIX, CPEAbI pa3pa60TI<H I/IH(bOpMaIII/IOHHI)IX CUCTEM U
TeXHOJ’IOI‘Hﬁ, HUCXO0Od U3 UMCHOIIUXCA 3a1a4

Brnaneer HaBbikamu pa6OTI>I C JaHHBIMH C IIOMOIIBIO I/IH(I)OpMaIII/IOHHI)IX TEXHOJIOTUH

YMeeT BRIOMPATh U HCIOJIB30BAaTh COBPEMEHHBIE HH(OPMAIIIOHHO-KOMMYHHKAIIHOHHBIE U HHTEJUIEKTYalbHbIE TEXHOJIOTHH JUIS
penreHus 3a1a4 NpophecCHOHATBHON NeSITeIbHOCTH

Brnaneer HaBbikamMu pa3pa60TI<H OPUTMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTEPHBIX IMTPOTPaAMM, NPUT'OAHBIX IJIA IIPAKTUYCCKOTO
IMPUMCHCHN, HaBbIKAMH OTJIAAKU U TECTUPOBAHUSA ITPOTOTUIIOB IIPOIrpaMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

3HaeT mpoueccol, METOABI ITOUCKA, c6opa, XpaHE€HUs, O6pa60TKI/I, npeacTaBJICHUA, paCIIPOCTPAHCHUA HH(bOpMaHI/II/I H CITOCOOBI
OCYIHICCTBJICHUS TaKUX MPOLCCCOB U METOA0B (I/IH(i)OpMaIII/IOHHI)Ie TCXHOHOI‘I/II/I)

3. IIpoiBUHYTHIH YPOBCHD

Brnaneer HaBeIkamMu pa6OTI>I C JaHHBIMHU C ITOMOINBIO I/IH(I)OpMaL[I/IOHHLIX TeXHOHOFI/Iﬁ; HaBbIKaMH IIPUMEHCHHUA COBPEMECHHBIX
I/IH(I)OpMaHI/IOHHO-KOMMyHI/IKaHI/IOHHLIX W UHTCJUJICKTYaJIbHBIX TEXHOJIOTUH JIs peuIcHud 3aaa4 HpO(I)eCCPIOHaJ'ILHOfI JACATCIIbHOCTH

BH&}ICCT HaBbBIKaMH pa3pa60TKH OPUTMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTEPHBIX IMTPOTPaAMM, NPUT'OAHBIX IJIA IMIPAKTUYCCKOTO
NPUMCHCHHU A, HABBIKAMHU OTJIAIKH IIPOTOTUIIOB ITPOTPAMMHO-TEXHUYCCKNX KOMITJICKCOB 3a1a4

3HaeT mpoIecchl, METOIBI MOKCKa, cOOpa, XpaHeHHs, 00padOTKH, MPEACTABICHUSI, pacpocTpaHeH st HH)OPMAIHX 1 CIIOCOOBI
OCYIIECTBIICHUSI TAKHX MPOLIECCOB U METOJIOB (MH(POPMALIMOHHBIE TEXHOJIOTUH); COBPEMEHHBIC HHCTPYMEHTAIBHBIE CPEJIBI,
MIPOrpaMMHO-TEXHHYECKHE TUIATPOPMBI U IPOrPaMMHBIE CPEACTBA

3HaeT MpOIecChl, METOIbI OHCKa, cOOpa, XpaHeHNUs, 00pabOTKH, MPeIOCTaBICHHS, PACIPOCTPAHESHIS HH(POPMAIINH U CIIOCOOEI
OCYULIECTBIIEHUs] TAKUX IPOLECCOB U METOJOB (MH(GOPMALMOHHBIE TEXHOIOTUH); TOTUKY IOCTPOESHUS U IPUHIIUIIBL
(YHKIIMOHUPOBAHHS COBPEMEHHBIX S3bIKOB IPOTPAMMUPOBAHUS U A3bIKOB pabOTHI ¢ 0a3aMU IaHHBIX, Cpe]] pa3padoTKH
MH()OPMAIIMOHHBIX CHCTEM M TEXHOJIOT Ui, IPHHIMIIE pa3pab0TKU aIrOPUTMOB U KOMIIBIOTEPHBIX IPOrpaMM

YMeeT BbIOUPATh U UCIOJIL30BAaTh COBPEMEHHbIE HH()OPMAIIMOHHO-KOMMYHUKAIIMOHHBIE U UHTENIEKTYyalbHbIE TEXHOJIOTHY,
MHCTPYMEHTAJIbHBIE CPEJIbl, IPOIPaMMHO-TEXHUYECKHUE IIaT(GOPMBI U IPOrPaMMHBIC CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
TPOM3BOJICTBA, [UIS PEIICHHUs 3a1a4 NPO(heCCHOHATBHOM AesTeNbHOCTH

YMeeT BBIOUPATh S3bIKU IPOrPAMMUPOBAHUS U SI3BIKK PAOOTHI ¢ 0a3aMu JaHHBIX, CPeAbl Pa3padOTKU MH(GOPMALIMOHHBIX CUCTEM U
TEXHOJIOTHH, NCXOSI U3 UMEIOLIMXCS 3a]1a4; IPUMEHATh COBPEMEHHBIE SI3BIKH TPOrPaMMUPOBAHUS AT Pa3paOOTKU OPUTHHATIBHBIX
aNTOPUTMOB M KOMITBIOTEPHBIX TIPOTPaMM, TIPUTOJHBIX IS MPAKTHIECKOTO TPUMEHEHHS, BECTH 0a3bl JaHHBIX M HH(POPMAIMOHHBIE
XpaHWINIIA, IPUMEHATh COBPEMEHHBIE IIPOTPaMMHBIE CpeJIbl Pa3pab0TKH HH(POPMAIMOHHBIX CHCTEM U TEXHOJIOTHI

4. Bricokuil ypoBeHb

YMeer BbIOHpATh A3BIKK TPOTPAMMHUPOBAHUS M S3bIKH pabOThI ¢ 0a3aMU JAaHHBIX, CPE/Ibl pa3pabOTKU HHOOPMAIIMOHHBIX CUCTEM U
TEXHOJIOTHI, UCXO/ISI U3 HMEIOIIMXCS 33/1a4; IPUMEHSTH COBPEMEHHBIE SI3bIKH IPOrPAMMHPOBAHUS TS Pa3pabOTKH OPUTUHAIBHBIX
QITOPUTMOB M KOMITBFOTEPHBIX IIPOTPAMM, TIPUTOJHBIX JUIS IPAKTHYECKOTO IPUMEHEHHMS, BECTH 0a3bl JaHHBIX M HH(POPMAIIMOHHBIE
XPaHUIUINA, TPUMEHITh COBPEMEHHBIC TPOrPAMMHBIE CPEIbl Pa3pabOTKH HH)OPMAIIMOHHBIX CHCTEM M TEXHOJIOTHIT;, YATATh KOJIBI
MPOrpaMMHBIX MPOAYKTOB, HAMMCAHHBIX HA OCBOCHHBIX S3bIKAX MPOrPAMMHUPOBAHHUS, U BHOCUTh TpeOyeMbIe H3MECHEHHUSI,
aHAITM3UPOBATH PO eCcCHOHATIbHBIE 33]]auH, pPa3padaThiBaTh MOIXOAANINE HHPOPMAIIMOHHBIE PELICHHUS; CAMOCTOSATEIILHO OCBauBaTh
HOBBIE JIJIs1 c€0s1 COBPEMEHHBIC S3bIKH IPOTPAMMHUPOBAHUS H A3bIKH PabOThI ¢ 0a3aMH JAHHBIX, CPEbl, Pa3paboTKH
HH(OOPMALMOHHBIX CHCTEM U TEXHOJIOTHIA

Brnaneer HaBbikamu pa6OTI)I C JaHHBIMH C IIOMOIIBIO I/IH(I)OpMaHI/IOHHLIX TGXHOHOFHI}lI; HaBbIKaMU IPUMEHCHUSA COBPEMCHHBIX
I/IH(l)OpMaHI/IOHHO-KOMMyHI/IKaHI/IOHHLIX 1 UHTCJUICKTYaJIbHBIX TeXHOJ’IOFHﬁ, HHCTPYMCHTAJIbHBIX CPE, MPOrpaMMHO-TCXHUYICCKUX
HJ'[aT(I)OpM U NIpOrpaMMHBIX CPEACTB, B TOM YUCJIC OTCYECTBCHHOI'O IMTPOMU3BOACTBA, AJI PECIICHUA 3a1a4 HpO(beCCI/IOHaHLHOﬁ
JACATCIIbHOCTH




Ymeer BBI6I/IpaTL 1 UCII0JIb30BAaTh COBPCMECHHBIC I/IH(1)OpMaHI/IOHHO-KOMMyHI/IKaI.[I/IOHHLIC 1 UHTCIUICKTYaJIbHBIC TCXHOJIOTHH,
HUHCTPYMCHTAJIBHBIC CPEAbI, TPOIrPAMMHO-TEXHUYCCKUC l'[JIaT(I)OpMI)I " IpOrpaMMHBIC CPEACTBA, B TOM YHCJIE OTCYECTBEHHOT'O
MIPOU3BOACTBA, IJId PCHICHUA 3a1a4 HpO(I)eCCI/IOHaJ'IBHOI‘/II JACATCIIBHOCTHU; aHAJIU3UPOBATh HpO(i)eCCI/IOHaJ'H)HI)Ie 3ajJga4u, BI)I6I/IpaTI> u
HCIIOJIB30BATh IMOAXOAAIINEC I/IH(i)OpMaHI/IOHHLIe TCXHOJIOT'HH

3HaeT MpOoIEeCChl, METO/IbI TOUCKA, COOpa, XpaHeHHs, 00pabOTKH, MPEICTABICHHS, PACTIPOCTPAHCHUST HHYOPMAIIUK U CIIOCOOBI
OCYILECTBICHHS TAKHX MPOIECCOB M METOIOB (HH(POPMAIIMOHHbIE TEXHOJIOTUH); COBPEMCHHbBIC HHCTPYMEHTAIIBHBIC CPE/IBI,
MIPOrpaMMHO-TEXHIYECKUE ITaTGOPMBI U IPOrPaMMHBIE CPEJICTBA, B TOM YUCIIE OTEYECTBEHHOTO ITPOU3BOJICTBA, UCTIONb3YEMbIE JIIS
pelreHus 3a/1a4 NpoheCcCHOHANTBHOMN EITeIbHOCTH, H MPUHIIUITBI UX pabOThI

3HaeT MpoIecchl, METO/IbI TIOUCKA, COOpa, XpaHEeHHs1, 00pabOTKH, MPEIOCTABIICHHS, PACTIPOCTPaHEHHS HH(POPMAIIMK U CITOCOOBI
OCYIIECTBICHHS TAKHX MPOIECCOB M METOAOB (HH(MOPMAIIMOHHBIEC TEXHOJIOTHH); JIOTHKY TIOCTPOCHUSI ¥ IPHHIIAIIBL
(bYHKIHOHUPOBAHUSI COBPEMEHHBIX SI3BIKOB IIPOTrPAMMUPOBAHUS U SI36IKOB pabOTHI ¢ 6a3aMH JaHHBIX, CPEl pa3pabdoTKu
MH(QOPMALMOHHBIX CUCTEM M TEXHOJIOTHI, MPUHIUITEL Pa3padOTKH alTOPUTMOB M KOMIIBIOTEPHBIX MTPOTrPaMM; COBPEMEHHBIE SI3BIKU
MIPOTrPaMMHUPOBAHHS M A3bIKK pabOTHI ¢ 0a3aMH IAHHBIX, CPEbI pa3pabOTKU HHPOPMAUOHHBIX CHCTEM M TEXHOJIOTHI

Brnaneer HaBbikamu pa3pa6OTKI/I OPUTMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTECPHBIX IMTPOTPAMM, NPUTOAHBIX IJI IIPAKTUYCCKOTO
NPUMCHCHUS; HABBIKAMU OTJIAIKH U TCCTUPOBAHUS IPOTOTHUITIOB IMPOTPAMMHO-TEXHUYCCKUX KOMITJICKCOB 3a1a4

B ciydae, eciii CyMMa peHTHHIOBBIX OaJJIOB, IOYYSHHBIX TIPH MPOXOKICHIH MPOMEXKYTOUHOH aTTecTauu coctapisier ot 0 1o 9
0asutoB, ToO 3auet/ 3aueT ¢ oueHkoi/ 3x3ameH HE C[IAH, He3aBUCHMO OT HTOrOBOTO PEHTHHIA MO AUCUUILIHHE.

B ciydae, eciu cymMMa peHTHHIOBBIX OaJIIOB, IOJIYYEHHBIX IPH IPOXOKACHUU IPOMEXKYTOUHOI aTTeCTalluy HaXOJUTCS B Ipeerax
ot 10 o 30 GayioB, To 3auet/ 3auet ¢ oueHkoi/ sx3amen CIIAH, u pe3ynbraT caayu onpenesseTcs B 3aBUCHMOCTH OT HTOTOBOTO
peiTHHTa 10 TUCIMIUIMHE B COOTBETCTBHH C YTBEP)KICHHOM IKaon nepeBoaa u3 100-0aiIbHOM MIKabl OLCHUBAHUS B 5-
0aIBHYIO.

Jiist mpuBeieHus PEUTHHIOBOM OLIEHKH 10 quctuiuinie mo 100-0aibHOM 1IKaie K aTTeCTallHOHHOMN 1Mo 5-0ayuTbHOM IIKaje B
cootBeTcTBHH C [lonoxeHnem o OaIIbHO-PEUTHHIOBOI CHCTEME OLICHKH YCIIEBAEMOCTH CTYJIEHTOB (pesiepalibHOro
rOCyJTapCTBEHHOTO OFOJKETHOTO 00pa30BaTEILHOIO YUPEXKICHHUS BBICIIEro 00pa3oBaHusi «K MOCKOBCKUI rocynapCTBEHHBIH
YHUBEPCUTET TeXHOJI0Tuil U ynpasienus umenu K.I'. PasymoBckoro (ITepBblif ka3aunii yHUBEPCUTET) UCIIOJIB3YETCS CIeyIOIast
IIKana:

ATTeCTAMOHHAS OI[EHKA 10 TUCIUILIHHE PeiiTHHrOBast OLIEHKA IO ANCIHILTHHE
"OTJIMYHO" 90 - 100 6amoB
"XOPOLIO" 70 - 89 GaytoB
"YAOBJIETBOPUTEJIbHO" 60 - 69 GaiuioB
"HEYJIOBJIETBOPUTEJILHO" menee 60 6atoB
"3AYTEHO" 6onee 60 6asioB
"HE 3AUTEHO" MeHee 60 GayioB

6.3. OneHOYHBIe CPeICTBA TEKYLIEro KOHTPOJIs (MPUMepHbIe TeMbI I0KJIa10B, pedepaTos, 3cce)
Bormpocs! 11t yCTHOTO ompoca

Tema 1. OcHOBHBIC BUJIBI U HCTOYHUKH aTaK Ha HH(OpMaLUIo

1. AprymenTupyiite nporpecc HHGOPMAILIMOHHBIX TEXHOJIOTUI U HEOOXOAUMOCTh oOecreueHus: HH(POPMALIMOHHOM
0€30MacHOCTH.

. Packpoiite ocHOBHBIC MOHATHS HH)OPMAIIMOHHOM OE30MaCHOCTH.

. Cucrema 3amuThl HHPOPMAIIMH U €€ CTPYKTYypa.

. PaccMoTpuTe SKOHOMIUYECKYIO HH(POPMAIIHIO, KaK TOBAp H 00BEKT OE30IIacHOCTH.

. [TpuBeaute nmpodeccroHanbHbIe TARHbI, KX BUMIBL.

. Pacckaxkurte mmpo nepcoHanbHbIC JAHHBIC U UX 3aIIUTY.

. Packpoiite nuHpopMannoHHbIe YTPO3bl, UX BUBI U IPUYUHEI BOSHUKHOBEHUSL.

. IlpuBeute MHGOPMALIMOHHBIC YTPO3bI AJIS TOCYAAPCTRA.

. [IpuBenuTe nHGOPMALIMOHHBIE YTPO3BI TSI KOMIIAHHH.

10. IMpuBeauTe nHGOPMALMOHHBIC YTPO3bI IS TUIHOCTU ((PU3MIECKOTO JTHIIA).

O©oo~NOOIThWN

Tema 2. CereBast 6€301aCHOCTh

. Ommmmre 3amuty nHbopManuu B ViHTEpHETE.

. OnuimTe 3anmra SMEKTPOHHOM TTOUTHI.

. OnuimuTe 3anmTy OT KOMIBIOTEPHBIX BUPYCOB.

. PaccmoTpuTe nmomyssipHble aHTUBUPYCHBIC IPOTPaMMBI M UX KJIACCU(PUKALIHIO.

. IlpuBeuTe IpEMEpPBI OpPraHU3alMH CUCTEMBI 3aLUTHl HHPOPMALMH YKOHOMHUYECKUX 00BEKTOB
PaccMoTpuTe aTaKyeMbIe CETEBbIC KOMIIOHCHTHI

. [IpuBeauTe YpoBHM CeTEBBIX aTtak cornacHo mojenu OSlI

PackpoiiTe 0COOCHHOCTH 3aMIUThI HHPOPMALIMH B CEpBEpax

10. Packpoiite 0COOCHHOCTH 3alIUTHI HHPOPMAIIMU B PAOOUMX CTAHIHIX

©ONDUTWN

Tewma 3. Kpunrrorpadus

1. IlpuBeauTe KIACCU(PUKALIMIO KPUIITOAITOPUTMOB

2. llpuBeanTE MPUHIMI pa0OTHl CAMMETPUYHBIX KPUIITOAITOPUTMOB

3. IlpuBeanTe MPHHIKI PAOOTHl CHMMETPHYHBIX KPHUIITOCHCTEM

4. TIpuBeauTe TPUHITAI PabOTHI ACHMMETPHYHBIX KPHIITOAITOPHTMOB

5. IlpuBeanTe MPUHIMIT pabOTH ACHMMETPHIHBIX KPUIITOCHCTEM

6. OmummTe METOIBI M CPeCTBA 3ammThl nHpopManuu B Microsoft Office




7. Onuumre npuHIUN paboThl KpunroairopurMa TEA

8. Omumure mpuHIUN paboTel Kpunroaaroputma Rijndael

9. Packpoiite 0cOOEHHOCTH TIepeaaun 3anmdpoBaHHOTO TeKCcTa KpuToaaropurMoM Rijndael
10. Ha3zoBuTe OTIHYHMS TAHHOMICH OT KPUITOrPadUH C KIIFOUOM,

Tema 4. T1O u uadopmanmonHas 6e3omnacHocTb. KoMiuekcHas ciucteMa 6€301acHOCTH

. OnumuTe moauTHKa 6€30MaCHOCTH U €€ MPUHIIUTIEL.

. Packpoiite pparMeHTapHBIN U CUCTEMHBIN MOIXO/ K 3aIuTe HHOPMAIIHH.

. OnummTe MeTo bl 3alIUThl HH(pOpMAIIHH.

. Onumure cpencTsa 3amuThl HHGOPMALHH.

. Packpoiite opranuzannonnoe ooecneuenue Ub.

. PaccmoTpuTe opranmuzaiiio KOHQUISHINAIBHOTO IENONPON3BOICTBA.

. Ha3oBuTe KOMIUTIEKC OpraHU3aHOHHO-TEXHUIECKHX MEPONPUSITHI IO 00ECTIEUEHHIO 3aIUTHl HH(OPMAIIHH.
. B 4em 3akmouaercss HHKCHEPHO-TEXHHYIECKOE 00ecIiedeHIe KOMIIBIOTEPHOI Oe30macHocTH?

. IlpuBenuTe 11aH obeceYeHNs HEIIPEPHIBHON PabOTH M BOCCTAHOBICHHS (yHKIIMOHHPOBAHHS aBTOMATU3HPOBAHHON
MH(OPMAITIOHHON CUCTEMBI.

10. B 1em 3akmroyaeTcs ynpasieHue HHPOPMAMOHHON 0€30MacHOCTH Ha FOCYJapCTBEHHOM YPOBHE?

OCoOoO~NOOTDEWN B

Bomnpocs! 11 caMOIIOATOTOBKH:

Tema 1. OcHOBHBIE BUIBI M HCTOYHUKH aTaK Ha HH(OPMAIIHIO

. [IpuBenuTe 00BEKTH KOMMEPYECKON TAHBI Ha TIPEIIPHSTHH.

. Packpoiite coBpeMeHHYI0 CHTYaIHIO B 001aCTH HH(POPMAIMOHHOH 0€301acHOCTH;

. HazoBure xareropuu nahpopManroHHON 6€301MaCHOCTH B OTHOLIEHUH HH(OpMALUU
. HazoBure kareropuu nHhpopMannoHHON 0€3011aCHOCTH B OTHOLICHUH HH()OPMALIMOHHBIX CUCTEM
. [IpuBeauTe abCTpaKTHBIC MOJCIH 3aLIUTHI MHPOPMAIHH

. [IpuBeaute 0630p HanboJee pacpOCTPaHEHHBIX METOI0B "B3iomMa"

. Packpoiite crioco0bl moyueHne napoist Ha OCHOBE OLIMOOK aJMUHHCTPATOpa

. Packpoiite criocoObI mosyyeHue maposis Ha OCHOBE OLIIHOOK MOJIb30BaTeNei

. OnummTe TepMUHANBI 3AIMUIEHHON HHPOPMAMOHHOW CHCTEMBI

10. OnummTe COMUAIbHYIO IICUXOJIOTHIO U HHBIE CIIOCOOBI TOTYyYCSHUsI maposeit

O©CoO~NO U WNBE

Tema 2. CereBast 6€30MacHOCTh

. Onummre ocHoBHBIE ataku Ha DNS-cepeepa

. OnumnTte OCO6CHHOCTI/I aTaK Ha IHMPOKOBECIIATECIbHBIC JIMHUN C HCOI'PAaHNYCHHBIM JOCTYIIOM

. Onumute 0COOEHHOCTH aTaK Ha IIHPOKOBEIIATEIbHbIC IMHUK C OTPaHUYECHHBIM JOCTYIIOM

. Onmmure 0COOEHHOCTH aTaK Ha KaHANBI "TOYKA-TOYKa"

. B wem 3akmogaroTcss 0cOOEHHOCTH MPOCITYIINBAHKS CETEBOTO Tpaduka B He BUTOH nape?

. B wem 3akmovaroTcss 0cOOEHHOCTH MPOCITYIIHUBAHKS CETEBOTO TpaduKa B BUTOM nape?

. B uem 3akmo4aoTcs 0COOEHHOCTH MPOCITYIIHBAHKS CETEBOTr0 Tpauka B KOAKCHATIBHOM TPOBOJIe?
. B uem 3akmo9aioTcs 0COOCHHOCTH MPOCTYIIHBAHKS CETEBOr0 TpapuKa B ONTHYSCKOM BOJIOKHE?
. Onummre 0cOOEHHOCTH 00KUMA BUTOH Maphbl.

10. Onuimte 0coOGEHHOCTH coeTuHeHus pabouunx craniwmii B JIBC

O©CoOoO~NOOOUTDWN B

Tema 3. Kpunrorpadus

. HazoBuTe ocobeHHOCTH TIEpeCcTaHOBOYHBIX KPHIITOAITOPHTMOB
. HazoBuTe 0COOCHHOCTH TOACTAHOBOYHBIX KPHIITOAITOPHTMOB
. HazoBuTe 0COOEHHOCTH MOTOKOBBIX MIH(POB

. HazoBure ocobeHHOCTH G110UHBIX MIH(POB

. B uem 3akmogaetcs npuHuun padots! cetu deiimrens?

. B uem 3aknrouaercs mpuHIMT paboThl CKPeMOIIepoB?

. Onumute npuHOUN paboTel KpunroanroputMa RSA

. HazoBuTE 0COOCHHOCTH XEIIHMPOBAHUS MapoJICi

. HazoBure ¢yHKIINH KpUTITOCHCTEM

10. B yem 3akiouaeTcsi TpaHCIIOPTHOE KOTUPOBaHHE?

O©CoO~NO U WN B

Tewma 4. T1O u uadopmarmonHas 6e3onacHocTb. KoMmrekcHas ciucteMa 6e30ImacHOCTH.
1. B uem 3akiro4aeTcs 3alMTa 3JIeKTPOHHOH KoMMepIn?

2. MeHeKMEHT U ayJUT UHPOPMAIOHHOI 0€30MacCHOCTH Ha YPOBHE MPEIPUSATHSL.

3. NudopmarronHas 6€30MacHOCTh MPEIPUHUMATEIILCKON AesATeIbHOCTH. AyauT b aBToMaTH3upOBaHHBIX OAHKOBCKHX
CHCTEM.

4. PaccmoTtpute 0030p coBpemenHoro I1O

5. OnummTe OmMMUOKH, TPHBOIAIINE K BOSMOKHOCTH aTak Ha HH(POPMAIIHIO

6. HazoBuTe OCHOBHBIE TIOJIOXKEHUSI 1O pa3zpadotke [10

7. ITpuBenute knaccuukaiio HHOOPMAIUOHHBIX 0OBEKTOB

8. B uem 3akioyaeTcs MmoJIMTHKa posiei?

9. OnuumTe npouece co3aHus MOTUTUKH HH(POPMALIMOHHON 0€3011aCHOCTH

10. HazoBute MeTozp! obecrieueHus: 6€30TKa3HOCTH

3agaHus 1JIs MPAKTHIECKUX paboT
IIpaktuyeckas padota 1. llludpopanue u aemmdpoBanue GaisoB Mpy ITOMOIIH TPOCTEHIIUX TPOTrPaMM
1. Bammpyiite 1 pacmmdpyiite TEKCTOBEIH (aiin mporpammoii Codefile



2. 3ammdpyiite u pacmudpyite TeKCTOBBIN (aiin nporpammoit CryptoFan 2

3. Bammdpyiite u pacumudpyite TeKCTOBBIN (aiin nporpammoit DX Secure 4.0

4. Bamudpyiite u pacumdpyite TEKCTOBLIN (aiin mporpammoit Visual AES 1.1

5. 3ammdpyiite 1 pacmdpyiite TEKCTOBBIN (haiin nmpu oMoy anropurma mudposanus CFB u OFB nporpammsr Visual
AES 1.1.

INpaxtuueckas pabora 2. O6xuM BuTOM Mapsl. CoenuHeHne padbounx crannuii B JIBC.

1 ITpousBegure 00XUM JBYX IPOBOJOB BUTOH Napsl ¢ KoHHEKTOpoM RG45 nyis noaxittouenus komnbsiotepos B JIBC uepes
KOHIIEHTPATOp WX KOMMYTaTOp

2 CoeuHHATE KOMITBIOTEPHI Yepe3 KOHI[EHTPATOP MIIM KOMMYTaTop

3 IIpoBepbTe MPOMYCKHYIO CIIOCOOHOCTD ToydenHoit JIBC yTumuroii ping

4 INpomsBeauTte 00KIM OIHOTO IIPOBOJA BUTOH Maphl ¢ KOHHEKTOpoM RG45 1t moAKmoueHNs AByX KOMIIBIOTEPOB IPYT K
Apyry )

5 IlpoBepbTe NPOIMYCKHYIO ClIOCOOHOCTD NorydeHHoil JIBC yrumuroit ping

IMpakTuueckas pabora 3. Meroasl U cpeacTBa 3amuTsl nHpopmanun B Microsoft Office
1 YcranoBute nmapois Ha oTKphITHE (aitia B MS Word.

2 YcraHoBuTe orpannueHus Ha popmaruposanue 8 MS Word.

3 YcranoBuTe orpaHnueHus Ha penaktuposanne 8 MS Word.

4 YcraHoBuTE TAapoib Ha OTKphITHE (aiina B MS Excel.

5 Vcranosute 3amury sucta B MS Excel.

6 YcranosuTe 3amury Kuuru B MS Excel.

Ipaxtuueckas pabota 4. I'enepanus xroueid. llIngpposanue u pacmmdposka coodmenuit B mporpamme PGP. M3menenne
naposibHOH (passl. PGP nuck. 3ammudpoBka n pacmudpoBka JaHHEIX amroputMom RSA.
1 Crenepupyiite kmoun B nporpamme PGP.

2 CospaiiTe maposibHyH0 (pasy K 3aKpbITOMY K04y

3 CoxpaHuTe KIII0YH U IPOU3BEIUTE OOMEH OTKPBITHIX KITIOUEH

4 3amudpyiiTe TEKCTOBBIH (ailsl 4y>KUM OTKPBHITBIM KITFOUOM U OTIIPABBTE BIAACIBILY

5 Pacimmdpyiite 3aKpbITHIM KIFOUOM, TIOTYUYCHHBIH 3amudpoBaHHbIil (aiin.

6 M3meHuTe maposbpHyIo Gpasy

7 Coznaiite PGP nuck

8 Ycranosure napouss Ha PGP nuck

9 Ilepemecture daitnsl Ha PGP muck u ckpoiite ero

10 Boccranosute noctyn k PGP aucky

11 Beibepere npocThie yrcaa P u q

12 Berauciure 8 MS Excel n=p * g

13 Berauciure B MS Excel f(n) = (p-1) *(q- 1)

14 Beibepere uucio d B3aumuo mpocroe ¢ f(n), r.e. HOJ (d, f(n))=1, 1<d<= f(n).

15 BeiGepere uuciio € tak, yroost €*d  mod f(n) =1, e<n.

3aganus 171 1a00paToOpHBIX paboT

JlaGoparophas pabora 1. Kpunroanroputm TEA

1. Hartucats mporpammy mimppoBaHus, HCIIOIL3YsT KpUIToanroput™ TEA Ha si3p1ke nmporpammupoBanus Pascal

2. Hammucars niporienypy aermmdposku DeCryptRouting ma si3eike mporpammupoBanus Pascal.

3. Hamicars mporpammy mudpoBasus U [emnppOBKH OTHOBPEMEHHO.

4. HanmcaTh OCHOBHYIO TIPOIpaMMy: BBOJ CTPOKOBOH MepeMeHHOM; BbI30B Hpoueaypsl EnCryptRouting, B kauectse
rapameTpa KOTOpoi CTPOKOBasl IIepeMeHHasT; BEIBOJ CTPOKOBOM MepeMEHHOM; Bb30B mpouexypsl DeCryptRouting, B kayectse
napameTpa KOTOpPOi CTPOKOBAs IEPEMEHHas1; BEIBOJ] CTPOKOBOM IIEPEMEHHOIA.

5. Peanm3oBatk kpunroanroput™ TEA B cpene nporpammuposanus Visual Basic.

JIabopatopHas pabora 2. Kpunroanropurm Rijndael

1. Pa3zpaboTtaTh aropuT™ Kifoua mmdpoBanus KpunroaaroputMom Rijndael

2. Hanmcarts nporpammy mm)poBaHust, HCTIONB3ys KpunroaaroputM Rijndael Ha s3pike mporpammuposanus Pascal.
3. PazpaboTats anroput™ Kiova aemudpoBKu kpuntoaaropurMoM Rijndael

4. Hanmcatp nporpamMmy mugpoBaHus u aemrhpoBKH 0JHOBPEMEHHO Ha sI3bIKe mporpammupoBanust Pascal.

4. PeanusoBats kpunroanroputm Rijndael B cpexe nporpammupoBanust Visual Basic.

JlaGoparopuas pabora 3. [lepenaua 3ammdpoBaHHOro Tekcra Kpunroairopurmom Rijndael

1. PazpaboTaTh aJITOPUTM 3aIlUCU TEKCTA B TEKCTOBBIN (hailil.

2. Hamucats mporpammy mudposanus, ucnons3ys kpunroanroput™ Rijndael u ocyiiecteuts 3anuck 3ammdpoBaHHOro
TEKCTa B TEKCTOBBIH (paiii.

3. Iepenats cpencreamu JIBC 3ammppoBaHHbIii (aill Ha COCETHUIT KOMIIBIOTE.

4. Peann3oBarth mepeady Ha JApyroi KommbioTep kpuntoanropurMma Rijndael B cpene mporpammuposanus Visual Basic.

JIaGoparopuas pabora 4. [lpuem 3amudpoBanHoro Tekcra kpurrroanropurmom Rijndael

1. Pa3paGoTarh ajiropuT™ YTEHHS TEKCTa U3 TEKCTOBOTO (aiiia.

2. Hamicats nporpammy aeiudpoBKyu, uenoiis3ys kpurnroanroput™ Rijndael va si3pike nporpammuposanus Pascal u
OCYILIECTBUTH YTCHHE 3aIU(POBAHHOIO TEKCTa U3 TEKCTOBOTO (haiina B OTHOMEPHBIN MacCUB, KOTOPBIIl 3aTeM HEOOXOUMO
pacuudpoBars.

3. Peanm3oBath nepenady Ha aIpyroi kommeioTep KpunroaiaroputMa Rijndael B cpene nporpammuposanus Visual Basic.



aneyuIupyeMocCThb

2. apanTHs TOrO, YTO HHPOPMALKS CEHYAC CYyIIECTBYET B €€ HCXOJHOM BHJIE, TO €CTh IPH €€ XpaHESHUHU WIH Iepeaade He

OBLIO IPOU3BENCHO HECAHKIIMOHUPOBAHHBIX U3MEHEHUI; HAPYILICHNE STOH KaTeropuy Has3biBaeTcsl Gpanbcudukarmeil cooOmenus
KOH(UAESHINATBLHOCTh

LIEJIOCTHOCTh

ayTEeHTUYHOCTh

aneIMpyeMocTh

3. 'apanTHs TOroO, YTO UCTOUHUKOM MH(OPMAIMU SIBISIETCSI UMEHHO TO JIUIIO, KOTOPOE 3asIBJICHO KaK €€ aBTOp; HapyllIeHue
9TOM KaTeropuu TakxKe Ha3bIBaeTcs (GaabcU(UKaIeil, HO y)Ke aBTOpa cOOOIIeH s

KOH(pHICHIIMATBHOCTh

I[ETIOCTHOCTb

ayTEHTHYHOCTb

aneIpyeMocTh

4. T'apaHTHs TOTO, YTO IPU HEOOXOAUMOCTH MOKHO Oy/I€T 10Ka3aTh, YTO aBTOPOM COOOIIEHUS SIBISETCS UMEHHO

3asIBJICHHBIN 4€JIOBEK, U HE MOXKET SIBJISITHCS HUKTO JPYroW; OTIIMYME 3TOW KaTeropuH OT HPEAbIIYyIIEeH B TOM, YTO IIPH MOJMEHE
aBTOpa, KTO-TO )J,pyl"Oﬁ IBITACTCA 3asIBUTH, YTO OH aBTOP COO6].[16HI/I${, a [Py HApYHICHUU allCJINTUPYEMOCTHU — CaM aBTOP IbITACTCA
"OTKpecTUTHCSA" OT CBOUX CJIOB, HOJMUCAHHBIX UM OJHAXK/IBI.

KOH(pHICHIIHATBHOCTh

LEeTOCTHOCTD

ayTEeHTHYHOCTh

aneyuIMpyeMoCThb

5. I'apanTus TOTO, YTO CHCTEMa Be/IEeT ce0st B HOPMAaJIbHOM U BHELITATHOM peXHUMax TaK, KaK 3aIIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTb

KOHTPOJIb JOCTyIa

KOHTPOJIMPYEMOCTh

6. 'apaHTHs TOYHOTO U MOIHOTO BHITTOTHEHHUS BCEX KOMaH[
HaJIe)KHOCTb

TOYHOCTh

KOHTPOJIb JJOCTYIIA

KOHTPOJIHUPYEMOCTD

7. TapanTus TOro, YTO Pa3IMYHbIE TPYIIIBI JIUIl UMEIOT PA3IMYHBINA JOCTYN K HH(GOPMAIIMOHHBIM O0BEKTaM, U 3TH
OTPaHUYEHUs TOCTYIA IIOCTOSHHO BBIOJIHAIOTCS

HaJEXHOCTb

TOYHOCTB

KOHTPOJIb JOCTyIa

KOHTPOJIMPYEMOCTH

8. 'apanTHs TOTO, UTO B JIFO00IT MOMEHT MOXET OBITh HPOM3BEICHA MTOTHOIIEHHAS IPOBEPKA JIF0O0r0 KOMIIOHCHTA
MIPOrpaMMHOT0 KOMILIEKCa

YCTOHYUBOCTD K YMBIIUIEHHBIM CO0SIM

KOHTPOJIb UIACHTU(DHUKALIIN

KOHTPOJIb JOCTyIIa

KOHTPOJIMPYEMOCTh

9. lNapanTHA TOTO, YTO KIHUCHT, TIOAKIIFOUCHHBIN B IJaHHBII MOMEHT K CHCTEMe, BIISIETCS HMEHHO TeM, 3a KOTO ce0s BBIIaeT
YCTOMYHMBOCTG K YMBIIUICHHBIM COOSIM

KOHTPOJIb NACHTH()UKAIITI

KOHTPOJIb JOCTYyTIa

KOHTPOJHUPYEMOCTD

10. TapanTHs TOrO, YTO NPU YMBIIUICHHOM BHECEHUH OIIMOOK B IpeJiesiax 3apaHee OrOBOPEHHBIX HOPM CHCTeMa OyAeT BeCTH
ce0s Tak, Kak OTOBOPEHO 3apaHee.

YCTOHYIHMBOCTB K YMBIIUICHHBIM CO0SIM

KOHTPOJIb NACHTH()UKAIINI

KOHTPOJIb JOCTYIIA

KOHTPOJIHPYEMOCTh

Tema 2. CereBast 6e30macHOCTb

1. TposHcKas nporpaMma, TposiHel -

1) sBISIFOTCS BPEOHOCHBIMH POrpaMMaMH, KOTOPBIE MOTYT "pa3MHOXKAThCs" M CKPBITHO BHEAPSTH CBOM KOIHH B (aiiibl,
3arpy304Hble CEKTOPbI JUCKOB U JOKYMEHTBI. AKTHBU3a1Msl KOMIIBIOTEPHOTO BUPYCA MOKET BBI3BIBATh YHUUTOKEHHE IIPOIPAMM U
JAHHBIX.

2) SIBJISIOTCS BPEAOHOCHBIMH ITPOrPaMMaMH, KOTOPbIE MPOHUKAIOT HA KOMIIBIOTEP, HCIIONb3YsI CEPBHCHI KOMITBIOTEPHBIX ceTeil. 1x
aKTHBU3aLUs MOXKET BbI3bIBATb VHUUTOKEHUE IDOIPAMM U JIAHHBIX. 4 TAK)KE MOXUIIEHHE IEPCOHAIBHBIX TaHHbIX I10Jb30BaTEIs.



5) nporpamma niti Habop MPOrPaMM JUTSL CKPHITOTO B3SITHS IO KOHTPOJIb B3JIOMAHHOM CHCTEMbL. DTO YTUIIUTHI, HCIIOIB3YEMBbIC ISt
COKPBITHS BPEZJOHOCHON akKTUBHOCTH. OHM MacKHPYIOT BPEAOHOCHBIE TPOTPAaMMBI, YTOOBI H30€KaTh HX 00HAPYKEHUS
AQHTHBUPYCHBIMU IIPOTPaMMaMHU.

3. Yposens Mmonenu OSI, KoTOpHIit 0TBeUaeT 3a mpeodpa3oBaHUe EKTPOHHBIX CUTHAJIOB B CUTHAJIBI CPEJIbI IIepeAadr HHPOPMAIUU
(MMILyJIbCBI HANPSDKEHUS, PaJAUOBOJIHBL, HH(paKpacHble curHaisl). Ha 3ToM ypoBHE OCHOBHBIM KJIACCOM aTaK sIBJIsETCA "OTKa3 B
cepBuce". [TocTaHOBKa IIIyMOB 110 BCEH I0JI0CE MIPOITYCKAHUs KaHAJIa MOXKET NIPUBECTU K "HaJe:KHOMY" pa3pbIBY CBS3U.
dusnyuecknii ypoBeHb

KananbHblil ypoBeHb

CereBoil ypoBeHb

TpaHcTIOpTHBIN YPOBEHD

CeaHCOBBIN YPOBEHD

4. Yposens Monemu OSI, KOTOpEIi yIIpaBIsieT CHHXPOHH3AIHEH IBYX H OOJBIIETO KOMMYECTBA CETEBBIX aallTePOB, MOIKIIOYCHHBIX
K €IMHOM cpeze mepeiayn JaHHbIX. [IpuMepoM ero sBisiercst mpotokod EtherNet.

DusnyecKnii ypoBEHb

KananbHblil ypoBeHb

CereBoll ypoBEHb

TpaHcTOpTHBIN YPOBEHb

CeaHCOBBIN yPOBEHD

5. Yposens mogenu OSI, KOTOpHIif OTBEYAET 32 CHCTEMY YHHKAIbHBIX IMEH M JIOCTaBKY ITaKETOB MO TOMY MMEHH, TO €CTh 3a
MapIIpyTU3alKIo NakeToB. I[puMepoM Takoro npoTokoia sBisercs nmporokon Murtepuera IP.

Du3nYECKHH YPOBEHD

KananbHb1il ypoBeHb

CeteBoit ypoBeHb

TpaHcnopTHbIH ypoBeHb

CeaHCOBBIN ypPOBEHD

6 Yposenb mozenu OSI, KOTOpBI 0TBEYAET 3a JOCTABKY OOJIBIINX COOOIICHUH 1O TMHUSAM C KOMMYTAIIUEH MakeToB. Tak Kak B
MOIOOHBIX JIMHUSAX pa3Mep MaKeTa MpecTaBiseT coboi 00braHO HebobInoe yrcio (oT 500 6aiT 1o 5 Kua06anT), TO It epeaadn
0oupIINX 00BEMOB MH(MOPMAIMU HX HEOOXOIUMO Pa30MBaTh Ha MepeIaroniell CTOpOHE H COOUpPATh Ha IPHEMHOM.

DU3NYECKHH YPOBEHD

KananbHblil ypoBeHb

CeteBoii ypoBeHb

TpaHcnopTHbI ypoBeHb

CeaHCOBBIN yPOBEHD

7. YpoBenb mozenu OSI, koTopslii OTBEUAET 3a NPOLIEAYPY YCTAHOBIICHHS Havyalla ceaHca U MOATBEpkKIeHHE (KBUTHUPOBAHKE)
MIpUXo/ia KaXkJOro MaKeTa OT OTIPABUTEIS OIYYaTeIo.

Du3nuecKuil ypoBEHb

KaHanbHbIN ypOBEHD

CeteBoll ypoBeHb

TpaHcnopTHbI ypoBeHb

CeaHCOBBIN YpOBEHb

8. HenpemycMoTpeHHOE B3aUMOACHCTBHE JaHHBIX MEXIY COOO U TaHHBIX C KOJOM
WuTepdepennns

HapymieHue HesBHBIX OrpaHHYCHUI

Her Bepnoro orBera

9. Kakas YTHINTA IO3BOJIACT OIPEACIIUTD HaCTpOfIKPI KOMIIBIOTEPA AJIsI MOAKIIFOUCHUS K JIOKAJLHOM CeTH U K ceTH Internet
Ipconfig

ping

tracert

Whois

10. ITpu moMonIM KaKo# yTHIIUTHI BO3MOXKHO HCCIICIOBAHUE TOTIOJIOTHH (pparmenToB cetu Internet
Ipconfig

ping

tracert

Whois

Tema 3. Kpunrorpadus

1. {ns 3amndpoBKy U pacindpoBKU COOOIICHUS UCTIONB3YeTCsl OAUH U TOT ke 010K HHpOopMaIuu (KII0Y)
CHMMeTpHYHBIE KPUTITOAITOPUTMBI

AcuMMeTpUYHbIE KPHITOAITOPHTMBI

Talinonuce

Her BepHOTO OTBETa

2. AJITODATM TaKOB. YTO IUIS 3aUMPOBKHM COOOIIEHHS UCIIOAB3VETCA ONMH ("OTKDBITHII") KITFOU, U3BECTHBIN BCEM



ACHMMETPUYHBIE KPHIITOAITOPUTMBI
TaiiHonuCH
Her Bepnoro otBera

4. B 3aBUCHMOCTH OT XapakTepa BO3AEHCTBUIM, IPOU3BOAUMBIX HaJl JaHHBIMU, AITOPUTMBI I0JPA3ACIAIOTCS Ha
IlepecTaHOBOYHBIE U TOACTAHOBOYHEIE

CuMMeTpHYHbIE KPUIITOAITOPUTMBL U aCUMMETPUYHBIE KPUIITOAITOPUTMbL

IToTokoBble U 65104YHBIE

Her Bepnoro orsera

5. Meron 06paTuMBbIX MpeoOpa30BaHMii TEKCTa, IPH KOTOPOM 3HAYE€HHUE, BEIYMCICHHOE OT OJJHOM M3 4acTel TeKcTa,
HaKJIaJbIBaeTCs Ha JPyrye 4acTu.

Cetp Deitmrens

CkpeMOnepsr

CuUMMeTpUYHBIE KPUITOAITOPUTMBI U aCUMMETPUYHBIE KPUTITOAITOPUTMBI

IIoTOKOBBIE KPUNITOAITOPUTMBI

Her Bepnoro orsera

6. B 3aBucumocTu oT pa3Mepa 0s10ka HHGOPMAIUU KPUNITOAITOPUTMBI JISIATCS HA!
INepecTaHOBOYHEIE U NTOACTAHOBOYHbIE

CHMMeTpHYHBIC KPUIITOAITOPUTMBI X ACHMMETPHYHBIE KPUIITOATITOPUTMEL
INoToxoBBIE 1 OTOYHEIE

Her BepHOTO OTBeETa

7. AITOPHUTM CXXaTHS OPHEHTHPOBAH Ha HEOCMBICIICHHBIE TTOCIIEI0BAaTEIbHOCTH CHMBOJIOB KaKOT0-TTHOO0 angaBuTa.
Anroput™ Xaddmana

Anroput™ Jlemnens-3usa

Auroput™ Rijndael

Anroputm TEA

8. AIropuT™ CKaTusi OCHOBaH HA00OPOT Ha KOPPEIALIMAX MEXKAY PACIIONIOKEHHBIMHU PSIOM CHMBOJIAMH aihaBUTa
(coBaMu, yNpaBISIOIIMMH TTOCTIEOBATENEHOCTSMH, 3arojoBKaMu (aitioB GUKCUPOBAHHOH CTPYKTYPHI)
Anroputm Xaddmana

Aunroputm Jlemnens-3uBa

Anropurm Rijndael

Anroputm TEA

9. B xakoM KpUNTOAITOPUTME €AUHULIEH KOIUPOBAHMUS SIBISIETCS OAUH OUT?
ITotokoBble mudps!

Brounsie mudps

INoxcTaHOBOYHBIE KPHIITOAITOPHTMEI

INepecTaHOBOYHBIC KPHIITOAITOPUTMBI

10. B xaKoM KpHIITOANTOPHTME SANHUIIEH KOJUPOBAHHUS SBIACTCS OIOK U3 HECKOIBKUX OaiTOB?
ITorokoBble mudps!

Bbnounsle mupel

IToncraHoBOUHBIE KPUITOATITOPUTMBI

[lepecTaHOBOUHBIE KPUIITOATITOPUTMEI

Tema 4. T1O u nnpopmanmonHas 6e3onacHocTb. KoMruiekcHast cucrema 6e301acHOCTH

1. JTuuo, HENocpeACTBEHHO padoTaroliee ¢ JaHHOW HHPOpMaIiel. 3a4acTyro TOJILKO OH B COCTOSIHUH PEabHO OIICHUTD

KJacc oOpabaTrIBaeMOi HHPOPMALIUH, a HHOT/Ia M paccKa3aTh O HECTaHAAPTHBIX METO/IaX aTak Ha Hee (Y3KOCHeIU(pHIHBIX IS
9TOTO BUJIA TAHHBIX).

Crnenuanuct no MHGOPMalMOHHOH 6€30I1aCHOCTU

Brnaneneu nndopmanuun

INocTaBmyk annmapaTHOro U NPOrpaMMHOI0 oOecreueHus

Jluneitnsiit MeHeKep

2. OOBIYHO CTOPOHHEE JIMIIO0, KOTOPOE HECET OTBETCTBEHHOCTD iepel GUpMOH 3a moajepkaHue JODKHOTO YPOBHS
MH(POPMALMOHHON 0€30ITaCHOCTH B TIOCTABIISEMBIX UM MTPOITYKTOB.

Crieranuct 1mo uH(OPMAIMOHHOW 0€3011aCHOCTH

Brnanenen uadopmarun

ITocraBimyk anmapaTHoro ¥ MporpaMMHOI0 00ecIieueHus

JIuneinblil MeHEKED

3. JIuito, KOTOPOE SIBISETCS MPOMEKYTOUHBIM 3BEHOM MEX/Y ONePaTOpaMK U CIICHUATHCTaMH MO HH(POPMAIIMOHHOMN
6e3omacuoctH. Ero 3amaua — CBOeBPEMEHHO U Ka4eCTBEHHO HHCTPYKTUPOBATH MOAYMHEHHBIN eMy TIepCOHa 000 BCeX TpeOOBAHMUSIX
CI1yK0bI 0€30MACHOCTH U CIICTUTh 33 €€ UX BBIMOJHEHNEM Ha pabounX MecTax.

Crieranuct 1o uH(OPMAIMOHHOW 0€301aCHOCTH

Brnanener uapopmaruu

TTocTaBIMK anmapaTHOro U MPOrpPaMMHOI0 00eCIIEUeHHS



Omneparop
Jluneitasrit MeHeKEp

5. BHemHme crienuanucTsl Wik GUPMbI, HAHIMaeMBbIe TIPENPHUATHEM IS IEPHOANIECKOH (JOBOJIBHO PEIKON) IPOBEPKU
OpraHu3alyy U QYHKIHOHHUPOBAHUS BCEH CHCTEMBI 0€30IIaCHOCTH

Crienanuct 1o MHGOPMaMOHHON 6€3011aCHOCTH

Brnanenen nngopmanuun

Oneparop

AynuTopsl

6. JInwo, K0TOpoe MPOBOJUT pacdeT U IepepacueT PUCKOB, OTBETCTBEHEH 3a MOUCK caMoil cBexel nHpopManuu oo
OOHapYKEHHBIX YSI3BUMOCTSX B HCIIOJIE3yeMOM B (hpHpMe IIPOrPaMMHOM 00ECIIEYEHHH | B LIEJIOM B CTAaHAAPTHBIX aJlTOPUTMAX
Crieranuct 1o uH(OPMAIMOHHON 0€301aCHOCTH

Brnanenen uapopManuu

Onepatop

JIuneiHbIl MEHEKED

7. MakcuManbHO BO3MOXKHOE HETIPEPhIBHOE BpeMst 0TKa3a aist nHdopmaiwu 0 kinacca 6€30TKa3HOCTH
1 wenens

1 cyTku

1 gac

20 MUHYT

8. MakcuManbHO BO3MOXHOE HETIPEpBIBHOE BpeMsI 0TKa3a Juis nHpopManun 1 kimacca 6€30TKa3HOCTH
1 nenens

1 cytku

1uac

20 muHyT

9. MakcumanbHO BO3MOKHOE HETIPEPhIBHOE BpeMs 0TKa3a At HHGopMaluu 2 kiiacca 6€30TKa3HOCTH
1 menenst

1 cytku

1 gac

20 MUHYT

10. MakcuManbHO BO3MOXKHOE HETIPEPhIBHOE BpeMst OTKa3a Jjist nHGopmanun 3 kiacca 6€30TKa3HOCTH
1 "Henens

1 cytku

1 yac

6.4. OHeHO'{HbIe cpeacrea l'lpOMe)KyTO‘IHOﬁ arrecranuu.

Bompocsr k 3auery:
(Komnerennus OITK-4)

Bomnpock! i IpOBEpKU YpOBHsI 00yYSHHOCTH "3HATH':

. Packpoiite nmoHsTHE «KOHPHUICHIHATEHOCTE

. Packpoiite noHsTHE «IETOCTHOCTHY

. Packpoiite noHsTrHe «ayTeHTUYHOCTHY

. Packpoiite nonsTue «anemmpyeMocTb»

. Packpoiite nonsTrue «HaaeKHOCTH)

. Packpoiite moHsITHE KTOYHOCTH)

. Packpoiite moHsATHE KKOHTPOIH TOCTYIIA»

. Packpolite moHsTHE «KOHTPOIUPYEMOCTD)

. B uem 3akimovaeTcss KOHTPOIIb HACHTHOUKATH?

10. Yro npencraBisieT cob0i TPOsSHCKast mporpamma’?

11. Yro moykeH 3anpaiinBaTh 11000 yaaleHHbIH TepMUHAT?

12. Kaxoe npexynpexaeHue PEeKOMEHIYEeTCs BRIBOAUTH HA KPaH Ha BXOJE B MH(GOPMAMOHHYIO CUCTEMY?
13. Kak gomkeH noa0upaThCst mapoiib UIsi BX0a B MH)OPMAIIMOHHYIO CUCTEMY?

14. Yto momKHO MPOUCXOANTH B MOMEHT OTIIPABKH ITaKeTa ITOATBEPKACHHS M OTBEP)KEHHUS TApOIs?
15. Yro HE0OXOIUMO C/AENATh C MAPOJISIMH [0 YMOTYaHUIO?

O©CoO~NO U WN B

Borpocsr mtst mpoBepky ypoBHsI 00ydIeHHOCTH "yMeTh":

1. B yeM 3akiIrouaeTcsi KOMILUIEKCHBIN MTOUCK BO3MOXKHBIX METOJIOB JOCTyMa?

2. YT0 JOJKHO MPOUCXOIHUTH C MAPOJIIMU Yepe3 ONPEC/ICHHBIC IIPOMEKYTKH BPEMEHH?

3. UTo AOJKHO IPOUCXOAUTD C HEUCIIOIB3yEMBIMU B TEUEHHE JOITOI0 BPEMEHU UMEHAMU perucTpanuu?

4. Kak nomKHa pearupoBaTh CUCTEMa Ha OIIMOOYHbIE MONBITKY BOMTH B CHCTEMY?

5. HazoBute ocHOBHBIE 4 BOBMOXHBIE LIEJHU 3JI0YMBIIIJICHHUKOB [IPU aTake Ha CepBep

6. Ha3oBHTE OCHOBHYIO 1IEJIbIO aTAaKH HA paO0UYyH0 CTAHIIUIO

7. HazoBHTE OCHOBHOE CPEICTBO aTaKK Ha pabOYyI0 CTAHIHIO C [ENbIO MOIYyUeHHUs JaHHBIX, 00padaThIBAeMBbIX, THO0
JIOKaJIbHO XpaHUMBbIX Ha Hel



8. HazoBuTe KaTeropuro cXeMsl nepeaadu HHGOpPMAIHH, BO3MOKHOCTh CUHTBHIBAHHUS HH(POPMAIMU C KOTOPHIX HUYEM He
KOHTPOIIIPYETCS

9. Ommmure 0COOEHHOCTH MPOCIYIINBAHAS CETEBOTO TpaduKa IpH Hepeaade Mo KOaKCHAIFHOMY TIPOBOLY

10. Onmmmre 0COOCHHOCTH MPOCITYIIHBAHUS CETEBOTO TpadrKa MpH Iepefade 0 ONTHIECKOMY BOJIOKHY

11. OnummTe MOCIEROBATEIFHOCTD IIBETOB IIPOBOAOB BHTOM IAPHI IIPU MPSIMOM 00XKHMe, KOTOPBI NIPHMEHSAETCS TS
Hepeauyl JaHHBIX KOMITBIOTEP — KOMMYTAaTOpP — KOMIIBIOTEP

12. Onummre MoCIeA0BaTENbHOCTD L{BETOB IPOBOJIOB BUTON Maphl IPH MEPEKPECTHOM 00XKUME, KOTOPBII IPUMEHSIETCS 1S
nepefavd JaHHBIX KOMITBIOTEP — KOMITBIOTEP

13. HazoBute npennasnauenne yrmmuThl |pconfig

14. Ha3oBuTe npeaHa3HaYCHUE YTHIUTHI tracert

15. Ha3zoBuTe npe/Ha3HadeHUe YTUIUTHI Ping

Bomnpocs! 11 npoBepku ypoBHsI 00y4eHHOCTH "BiIajeTs':

1. C nomosto yrusutsl ipconfig onpenennts IP anpec u ¢pusuyeckuii agpec OCHOBHOTO ceTeBoro nurepdeiica
KommbtoTepa, IP anpec uuto3a, IP anpeca DNS-cepsepoB u ucnonssyercst iu DHCP.

. YcTaHoBHTE mapoiib Ha OTKpeITHE (aiina B MS Word

. YcTaHOBHTE OrpaHnueHre Ha (popMaTHpOBaHUE TEKCTa yCTaHOBKO# mapons 8 MS Word
. YcTaHOBHTE OrpaHHYEHNE HA PeJaKTHPOBaHUE TEKCTa YCTaHOBKOM maposst B MS Word
. YcraHoBuTE TIapoIib Ha OTKpEITHE (aitna B MS Excel

. YcranoBuTh 3amuTy jucra B MS Excel.

. YcranoBuTh 3amuty kaura B MS Excel

. 3ammTuTe BCe sIUSHKH JIcTa KpoMe OJJHOH.

. 3aIuTUTE OJUH CTONOEL! JINCTA.

10. 3ammTuTe TOJIBKO OJHY SUCHKY JIUCTA.

11. BcraBbTe H300paKEHUE HA JIUCT U 3aLIUTUTE TOJIBKO €ro

12. 3ammdpyiite TekcTOBRINM (aiin mporpammoit Visual AES 1.1

13. BammdpyiiTe TekcToBBIN (aiin mporpammoii DX Secure 4.0

14. 3ammdpyiiTe TeKCTOBEI (aiin mporpammoii CryptoFan 2

15. Bammdpyiire TexcroBbiii daiin mporpammoii Codefile

O©CoOo~NOOThWN

(Komnerenuus OITK-14)
Bomnpocs! 115 mpoBepKy ypoBHS 00Y4E€HHOCTH "3HATh":

1. B xakux ciaydasx MOTYT UCIIOJIb30BaTh TEPMUHAIEI Oe3 maposis?

2. B xakunx cimydasx uMeercst o0s3aTensHoe TpeOoBaHe HAMMYUS Y TepMHUHAIA UMSI PETUCTPALMK 1 aposis?

3. HazoBuTe OCHOBHOE TpeOOBaHHUE K yIAICHHOMY TEPMHHATY

4. B ueMm 3akimovaeTcsi cxeMa 00paTHOrO 3BOHKa?

5. HazoBute TpeGoBanusi, mpeabsiBisemMbie k 10g-in 3ampocy TepMunana

6. Uto pekoMeHIyeTcsl BEIBOAUTD HA SKPaH HA BXOJIE B CHCTEMY?

7. Ha3oBuTe MOHATHE, B KOTOPOM JACTCsl TAPAHTHS TOT0, 9TO KOHKPETHAs HH(OPMAIHs JOCTYIIHA TOJIBKO TOMY KPYTY JIHIL,
JULSL KOTO OHA IpeAHa3Ha4YeHa; HapyIIeHHe 3TOH KaTeropuy Ha3bIBaeTCs XUILECHUEM JIHOO PaCKPBITHEM HHGOpMAaLUH

8. HazoBuTe nousitie, B KOTOPOM JaeTcs FapaHTUs TOTO, YT0 HHGOPMAIHs celfuac CyIecTBYeT B €¢ HCXOAHOM BHIE, TO €CTh
IIpY ee XpaHeHHH WK Iepeaade He ObII0 MPOM3BeIeHO HECAaHKIIMOHUPOBAHHBIX H3MEHEHHI; HapyIIeHne 9TOH KaTeropHu
HasbIBaeTcs (anbcuukanmeit cooomeHus

9. HazoBuTe NOHsTHE, B KOTOPOM JIAETCS TapaHTHUs TOTO, YTO UCTOYHUKOM HH(POPMAIINH SBISETCS HIMEHHO TO JIMIO, KOTOPOe
3asBJICHO KaK €€ aBTOP; HapyIICHHE STOH KaTeTOpHH TakKe Ha3bIBaeTcs (arbcu(ukanueil, HO yxKe aBTopa COOOIIeHUS

10. HazoBuTe MOHATHE, B KOTOPOM JAeTCs TapaHTHs TOTO, YTO MPH HEOOXOAUMOCTH MOXKHO OyAeT A0Ka3aTh, YTO aBTOPOM
COOOIIECHUS ABIAETCS UIMEHHO 3asIBJICHHBII YeJI0BEK, U HE MOXKET ABIATHCS HUKTO APYTrOH; OTIMYHE 3TOH KaTeTOPUH OT IpeabLayei
B TOM, 4YTO IpU MOAMEHE aBTOpPa, KTO-TO llpyFOﬁ TBITACTCA 3adBUTh, YTO OH aBTOP COO6H.ICHI/IH, a 1Py HApYyHICHUH anlCJINTnNPYyEMOCTH —
caM aBTOp IIBITAeTCs "OTKPECTUTHCS" OT CBOMX CJIOB, IIOANMCAHHBIX UM OJHAXKIBI.

11. HazoBuTe NOHSTHE, B KOTOPOM JaeTCs TapaHTHUs TOTO, YTO CHCTEMa BeAET ce0sl B HOPMAILHOM M BHEIITATHOM PEXXUMax
TakK, KaK 3aIIaHHPOBAHO

12. HazoBuTe MOHATHE, B KOTOPOM AeTCSI TAPaHTHS TOYHOTO U MOJTHOTO BHIITOTHEHNS BCEX KOMAaH[

13. HazoBuTe MOHATHE, B KOTOPOM HACTCsI TApaHTHS TOTO, YTO PA3JIMYHBIC IPYIITHI JIUI] HUMEIOT Pa3IHYHBII JOCTYII K
UH(POPMAIOHHBIM 00BEKTaM, M 3TH OIPAHUYCHHUS JOCTYIIA TIOCTOSIHHO BBITIOJIHSIIOTCS

14. HazoBuTe NoHSATHE, B KOTOPOM JaeTCs IapaHTUs TOTO, YTO B JIIOOOH MOMEHT MOXKET ObITh IPOM3BECHA IIOTHOLICHHAS
IIPOBEpPKa JII0OOTr0 KOMIOHEHTA IIPOrPaMMHOT0 KOMILIEKCa

15. HazoBuTe NOHSTHE, B KOTOPOM JaeTcs TapaHTHUs TOTO, YTO KIIMEHT, MOAKIIOUSHHBIN B JaHHBI MOMEHT K CHCTEME,
SBJISIETCS IMEHHO TEM, 33 KOTo ce0s BbIIaeT

Borpocsr mtst mpoBepky ypoBHsI 00ydIeHHOCTH "yMeTh":

. B em 3akimovaeTcss KOMILIEKCHAS 3aIIUTa OT BO3MOXKHOCTH KPaXKH IapoJieit

. Ha3oBHTE OCHOBHYIO PEKOMEHAAIHMIO TIPH MPOESKTUPOBAHUH TOMOJOTHH CETH

. OHI/ILHI/ITC ONTUMAJIBHYIO CAMHUIY CCTMEHTUPOBAHUSA CETHU

. B 4em 3akmouaercs 00s3aTenbHOE TpeOOBaHUE IS ONIEPATOPOB C PA3HBIMH YPOBHSIMH JIOCTYIIA
. Yro npexacrapnseT co0oii aTaka Ha cepBep, KOTOpas BbI3bIBAacT "0TKa3 B cepBuce"?
. Onumure ocoberHnocTs arak Ha DNS-cepBepa

. OnmmmTe OCHOBOI Ki1acc aTak Ha pu3mdeckoM ypoHe monenu OSI

. OnummTe OCHOBOIT KJIacc aTak Ha KaHaIbHOM ypoBHe Mojenn OSI

. OnuiuTe 0COOEHHOCTH aTak Ha ceTeBoM ypoBHe Moenu OSI

10. Onummte 0cCOOEHHOCTH aTak Ha TPaHCIOPTHOM ypoBHE Moaenu OS|

O©CoOoO~NOOOUTh WN P



7. 3ammdpyiite TekcTOBBIN (aiin nporpammoii CryptoFan 2

8. Pacumndpyiite TekcToBbIN (aiin nporpammoit CryptoFan 2

9. Bammpyiire TeKCTOBHINM (aiin mporpammoii Codefile

10. Pacmudpyiite TekCTOBBIM (aiin nporpammoii Codefile

11. Bammrure cTpykTypy Keuru B Excel

12. 3amure okHo kHuru B Excel

13. Hactpoiite oTkpbITHe npe3eHTanu POwerPoint Toigbpko 1uist yTeHus
14. YcraHoBuTe mapoiib Ha OTKpbITHE (aitma B MS PowerPoint

15. Hacrpoiire otkpbiTre qokymenta B MS Word Toabko uist aTeHust

Bormpocsr k sx3ameny:
(Kommerentus OITK-4)

Bormpocsr mist mpoBepku ypoBHS 00y4eHHOCTH "3HATH'":

. OrmrmmTe 0co06EHHOCTD PaOOTH CHMMETPHYHOTO KPUIITOAITOPUTMA

. OmpmmTe NPUHIMI paboTHl ACHMMETPHYHOTO KPUIITOAITOPUTMA

. Uto noapasymeBaeT TaHHOINCH?

. Uto mpexactaisieT coboii cets Deiimrens?

. Onumure AnroputM Xadpdmana

. Onumnre Jlemnens-3usa

. B xakom kpumToanroputMe enUHUIICH KOAUPOBAHUS SBISETCS ONUH OUT?

. Ha xakue nBa BHIa AENATCS KPUNTOAITOPUTMEL B 3aBHCHMOCTH OT pa3mepa mudpyemoro O1oka nadopmarm?
9. [aiire onpeneneHue ckpemoepa

10. K xakomy Tumy anroput™a otHocutes mmdp Rijndael?

11. HazoBuTe Tpu OCHOBHBIE (DYHKIMU KPUIITOCHCTEM

12. Ha3oBuTE BE OCHOBHBIE METOJMKH BHECCHHUS CIIYYallHOCTH B MPOIIECC MH(PPOBAHUS
13. Ha3oBuTe qBE OOJIBIINE IPYIITBI AITOPUTMOB apXUBAIHH

14. Ha30BHUTE U OIMUIIKTE JBa OCHOBHBIX METOJIa apXUBAIIMU 0€3 TIOTePh

15. YUro noapazymeBaeT XemmpoBaHUE maposeii?

O~NO O WN P

Bomnpocs! 1151 TpoBepKH YpOBHS 00Y4€HHOCTH "yMeTb":

1. Onumute GyHKIMU cENUAINCTa 0 UHGOPMALMOHHOM 6€3011aCHOCTH Ha NPEANPUSITUH

2. HazoBuTe JINIO, HETIOCPECTBEHHO padoTarolee ¢ HHPOpMaIHeid. 3a4acTyIo TOIBKO OH B COCTOSIHHU PEAILHO OLICHHUTb
Ki1acc odpabaTsiBaeMOi HH(POPMAIIMH, a HHOTJA M PACcCKa3aTh O HECTAHAAPTHBIX METOaX aTak Ha Hee (Y3KOCTIeHU(pUIHBIX IS
3TOTO BHJIA JJAHHBIX )

3. HazoBute poib, KOTOPYIO BHIIOIHSAET OOBIYHO CTOPOHHEE JIUIIO0, KOTOPOE HECET OTBETCTBEHHOCTH Iepea GHPMOii 3a
o iep >kaHue TOJDKHOTO YPOBHS MH)OPMAIIMOHHON 0€30IacHOCTH B MOCTABIISIEMBIX HM IIPOITYKTOB

4. B gem 3aKIrogaeTcs poilb IMHEHHOT0 MeHeKepa?

5. HazoBuTe poib, KOTOPYIO BEIMONHSIOT JHI[A, OTBETCTBEHHBIE TOJIBKO 3a CBOHM HOCTYNKH. OHU HE IPHHUMAIOT HUKAKHX
pELIEHUH U HY 32 KEM He HaOJI0al0T

6. B yem 3aximouaeTcs poib ayJUTOPa B OPraHU3aLUK IOJIUTUKY HHPOPMALMOHHON O6e30macHocT?

7. Hanmmmre popmyny 3ammpoBku OyKBBI KOJUpyeMOoro cooluieHus B anropurMme RSA u o0bscHuTe ee

8. Hanmmure popmyny 3ammppoBku OyKBBI KOJUPYyeMOro cooOtieHus B anroputMme RSA u o0bscHuTe ee

9. Hanmmure GopMymy pacuera OTKpBITOrO Kiroua B anroputMe RSA u o0bscHHTE ee, a TaKKe KaKue OrpaHuIeHUs
HAKJIA/IBIBAIOTCSl HAa OTKPBITHIA KITFOY ITPU €T0 HAXOXKIICHUH.

10. Hammmmmte QopMyiTy pacdera 3aKphITOro Kiroda B anmroput™e RSA u o0bsicHHTE ee, a TaKxKe KaKUe OrPaHHICHUS
HAKJIaJbIBAIOTCS Ha OTKPBITHII KIIOY IIPU €r0 HAXOXKJICHUH.

11. HazoBute 0coOEHHOCTH 3alIM(POBKH B IEPECTAHOBOYHOM aJITOPUTME

12. Onuimute OCHOBHOW MPUHIMT paboThl CKpeMOuiepa

13. OnuinTe XapakTepHYI0 0COOCHHOCTh OJIOYHBIX KPHIITOAITOPUTMOB

14. TaiiTe onpeneneHne KPUITOCUCTEME

15. Tlepeuncnure OCHOBHBIE QYHKIIMH KPUIITOCUCTEM

Borpocsr mtst mpoBepky ypoBHsI 00YIEHHOCTH ""BIIaIeTh":
1. PaccunraiiTe 3HaUCHHUE 3aKPBITOrO KJII04a B Kpunroanropurme RSA, ecian nmapamerps! mmdpposanus p=3 u =11

2. PaccuuraiiTe 3HaYCHHE OTKPBITOTO KIIF0Ya B Kpunroanroput™e RSA, ecnu mapamerpsr mudposanns p=3 u q=11,
3aKpBITHIH KiTtoy 0=3

3. 3amm@pyiite kpunroanroputMmom RSA OykBy b, KOTOpO# COOTBETCTBYET 3HaUCHHE 2, €CIIHM MapaMeTphbl UPPOBaHUS p=3
uQg=11

4. Pacuindpyiite kpunroanroputMoM RSA 3ammdpoBanHyto OykBy, 3HaueHHE KOTOPOi 29, eclin mapaMeTpsl MuppoBaHHs
p=3ug=11

5. Hanmumte npoueaypy 3amudpoBku kpunroatroputma TEA Ha s3bike nporpammuposanus Pascal

6. HarmummTe anropuT™ CO3aHUS OCHOBHOM MPOTPaMMBI ITO BBI30BY ITPOLETYPHI 3aIIN(PPOBKH TEKCTa KPUIITOAITOPUTMOM
TEA, nepenaun nporenype HCXOAHOTO TEKCTa U BBIBOAA 3alI(POBAHHOTO.

7. HamumuTe Ha si3bIKke porpamMupoBanus Pascal ocHOBHYro mporpamMmy 1o BBI30BY MPOLELYPbI 3alIH(POBKH TEKCTa
KpunroanroputMoMm TEA, nepenadu npoueaype KCXOAHOTO TEKCTa U BBIBOJIA 3alIM(PPOBAHHOTO.

8. Peanm3yiiTe Ha sA3bIKe MporpaMMupoBanus Pascal 3ammppoBKy TekcTa KpunroanropurMoM TEA

9. HannuiuTe alroput™ H3MeHeHus npoueaypsl saumdposku EnCryptRouting va npouenypy paciudpoBku
DeCryptRouting

10. Hanmmmre ¢parment nporpammsl Ha Pascal, B kotopowm st anropurma Rijndael nporncxonut npeobpasoBaHue TekcTa,
BEJICHHOT'O 110JIb30BaTEIEM B UHUCJIOBYIO MAaTpUILY.



3. Uto noppasymeBaet co00i KOAUPYIOLIHIA TIOTOK B CKpeMOiepax?

4. HazoBuTe CyIIECTBEHHBI HEAOCTATOK CKPEMOJIHPYIOLINX alITOPUTMOB

5. Ha3oBuTe XapakTepHy 0COOCHHOCTh OJOYHBIX KPUIITOAITOPUTMOB

6. OnummuTe NOHATHE «BETBH ceTH DertTernsn»

7. Kakue xapaktepuctuku cetu Deirels HCIIONB3YI0TCS B KpUNToatropurme — TEA?

8. OnuimTe OCHOBHOM HEJOCTaTOK KpHnToairoputma TEA

9. B ueM 3aKJIF0YaeTCs TPAHCTIOPTHOE KOAUPOBaHHUE?

10. B 4em 3akimroyaeTcs MepBbIi 3Tar JIF000r0 aCHMMETPHYHOTO allropuT™Ma’?

11. Kakyto npo6iemy uH()OPMAIIMOHHON 0€30IIaCHOCTH MO3BOJISIET PEIIaTh ACHMMETPUYHOE MIH(ppOBaHUs?
12. JTaiiTe onpeeieHHe KPUIITOCUCTEMBI

13. B uem 3akmouaercs meros mudposanus ECB?

14. HazoBuTe TpH OCHOBHEIE CIIOCO0A BBEACHHE KaKOIf-IN00 CciTydaifHONH BENMYMHBI B IIPOIIECC MIH(POBAHUS
15. B yeM 3axitouaercs mpobiieMa BCEX METOJOB PaHJOMU3AIMU COOOIIEHUHA?

Bonpocs! 115t poBepKH ypoBHA 00y4eHHOCTH "yMeTb'":

1. Kaxkoro OJHOI'0 U3 CaMbIX I'NTaBHBIX HEAOCTATKOB JIMIICHBI aCUMMETPUYHBIC KPUIITOCUCTECMBI ITO OTHOLICHUIO K
CHMMETPHUYHBIM aITOPUTMaM

2. B xakoM cityuae TpostHCKas mporpamma ¢ BepositHocThio 90% He Oynet oOHapyKeHa CTaHAapTHBIM aHTUBUPYCHBIM [107?
3. Kakum 00pazoM MOKHO 0OHApYKHBATh TPOSHCKUE ITPOTPAMMBI, KOTOPBIE TIOCTOSTHHO 00€CIIEYNBAIOT JOCTYII K
3apaxeHHoi DBM, ¢ MOMOIIBIO YTHIINT KOHTPOJISI 38 CETEBBIMHU MOPTAMH

4. Kakoil yTUIHTO# 1JIs OTlepalnoHHbIX cucteM kiona Microsoft Windows mosxHo 0GHApYKUTE TPOSHCKHE TIPOTPAMMBI

5. B ueM 3aKJIFOYAOTCs ATAaKH C [ETbI0 H3MEHECHHS TaOJIUIBI MAPIIPYyTH3AAN?

6. Ha3oBuTe MakCHMAaIbHO BO3MOXKHOE HEIPEPBIBHOE BpeMs 0TKa3a /it HHpopMarmu 0 kinacca 6e30TKa3HOCTH

7. Ha3oBuTE MaKCHMAaIbHO BO3MOKHOE HEMPEPHIBHOE BpeMs OTKa3a /it HHpopMaimu 1 kitacca 6e30TKa3HOCTH

8. HazoBuTe MakCHMaIbHO BO3MOYKHOE HEIIPEPBIBHOE BpeMsl 0TKa3a i nHdopmanmu 2 kinacca 6€30TKa3HOCTH

9. Ha3oBuTEe MakCHMAaIbHO BO3MOYKHOE HEIIPEPBIBHOE BpeMsl 0TKa3a i nHdopmanmu 3 kinacca 6€30TKa3HOCTH

10. HazoBuTe 0OBIYHO CTOPOHHEE JIUIIO0, KOTOPOE HECET OTBETCTBEHHOCTH Tepe (GHPMOi 3a Mo iepKaHie TOIDKHOTO YPOBHS
MH(DOPMAMOHHO} 0€30MaCHOCTH B HOCTaBIIEMbIX UM IIPOIYKTOB.

11. HazoBuTe JIHI0, KOTOPOE SBIISCTCS IPOMEXYTOYHBIM 3BEHOM MEXIY ONepaTopaMy U CHEHATICTAMH 110
HMH(POPMAIMOHHOM Oe30macHocTH. Ero 3amada — CBOEBPEMEHHO M Ka4eCTBCHHO HHCTPYKTHPOBATh OIYMHEHHBIN eMy IepcoHal 000
BCEX TPEOOBAHUSX CITy>KObI 0€30MIaCHOCTH U CJIEAUTD 3 €€ UX BBIIIOJIHEHUEM Ha pabounx MecTax.

12. HazoBuTe nuia, OTBETCTBEHHBIE TOIBKO 332 CBOM MOCTYNKH. OHYM HE IPHHUMAIOT HUKAKHUX PEIICHUH U HU 32 KEM He
HaOJIIOAI0T

13. Ha3oBHTE BHENIHUX CIICHUATMCTOB WM (PHPMBI, HAHIMAaeMBbIe TIPEANPHUATHEM ISl IEPUOANIECKOH (JTOBOJIBHO PEKOH)
MIPOBEPKH OpraHu3aluy U (yHKIUOHHPOBAHUS BCEH CHCTEMBI 0€30M1acCHOCTH

14. HazoBuTe JHII0, KOTOPOE MIPOBOJUT PACUET M ITepepacueT PHCKOB, OTBETCTBEHEH 3a IIOUCK CaMoil CBexeil HHpopMarn
00 00HapYXCHHBIX YSI3BUMOCTSX B HCIIOIBb3yeMOM B (hHpMe ITPOrPaMMHOM OOECIICUCHUH | B LIEJIOM B CTaHJaPTHBIX AJITOPUTMax
15. B kakoM KpUITOAITOPUTME €UHHULIE KOXUPOBAHMUS SBIISETCS OJIOK M3 HECKOJIBKUX 0aiTOB?

Bomnpocs! 1t poBepKu ypoBHst 00y4eHHOCTH "BiIajeTh":

1. PaccuuraiiTe 3HaUCHHE 3aKPBITOTO KIFOYa B Kpuntoanroputme RSA, eciu napametpsl mudposanus p=5 u (=7

2. PaccuuraiiTe 3HaU€HHE 3aKPBITOTO Kitouya B Kpunroaiaroputme RSA, eciu mapametps mmdposanus p=11 u q=13

3. Paccumraiire 3HaueHHe 3aKpPHITOTO KiIf04Ya B Kpunroaropurme RSA, eciu nmapametpsl muppoBaHus p=3 u =7

4. PaccunTaiiTe 3HaYeHHE OTKPHITOTO KJIF0Ua B KpunToanropurMe RSA, eciu mapameTps! mudpoBaHus p=5 u 0=7,
3aKpBITHIHA K04 0=5

5. Bammdpyiire kpuntoanropurmMoM RSA 6ykBy b, KOTOpoif COOTBETCTBYET 3HAUCHHUE 2, €CIIM MapaMeTphl MupoBaHUs p=>5
uq=7

6. Pacumndpyiite kpunroanroputMom RSA 3ammppoBaHHyto OyKBY, 3HaUCHHUE KOTOPOH 32, €CIi MapaMeTphbl IUPPOBaHUS
p=5uq=7

7. Hammummre dparmenT nporpammsl Ha Pascal, 8 koropom s anropurMa Rijndael nmporncxoaut BBox 9 cuMBosIOB TekcTa
IUTst A POBAHUSL.

8. Hammmmure dparment nporpammsl Ha Pascal, 8 koropom st anropurma Rijndael mporcxoaut npudasienune K
HepBOHAYAIBHON MAaTPHIE SIMHIYHON MaTPHUIIBL.

9. Hamumumte dparmenT nporpammsl Ha Pascal, B kotopom st anroputMa Rijndael mporcxoaut 3anonHenue eqMHUYHOI
MaTpHUIBL.

10. Harmmmmte ¢parmenT mporpammsl Ha Pascal, B kotopom aiist pacuridposku anroputmom Rijndael mpoucxoaut oomen
MeCTaMH TIePBOH ¥ MOCIIeNHEeN CTPOKH ABYyMEPHOTO MacCHBa.

11. Hammmure dparment nporpammsl Ha Pascal, B kotopom st pacumdposku anropurmom Rijndael mpoucxoxur oomen
MECTaMH TIEPBOTO U MOCIIEHETO CTOJIONA ABYMEPHOTO MaCCHBA.

12. Hanmmmre ¢parment nporpammsl Ha Pascal, B koropowm st paciuudposku anroputmom Rijndael mpoucxoaur
YMEHBIICHUEC BCEX 3JIECMCHTOB ABYMEPHOI'0 MacCHBa Ha 2

13. Hammnmmre dparmenT nporpammsl Ha Pascal, B KoTopoM mpoucxoaut onucanue ($haiioBoil mepeMeHHON

14. Hanmmute (parMeHT mporpamMMsl Ha Pascal, B KoTOpoM IpOMCXOAUT 3aITiCh CHMBOJIBHOTO MacCHBa 13 9 CHMBOJIOB B
(aiin

15. Hammnmmre dparment nporpammsl Ha Pascal, B KoTOpoM MpoMCXomuT yreHne u3 (aiina CHMBOJIOB U 3aIIHCH B MACCHB

HTOroBoe TeCTHPOBAHHUE K 3aUETy

(Komnerennus OIIK-4)

1. T'apanTHs TOTO, YTO KOHKpPETHAs: HH(POPMAIIHS TOCTYITHA TOJBKO TOMY KPYTY JIMII, IS KOTO OHA MpeIHA3HAUCHA;
HapyIlleHHe 3TOH KaTeropuu Ha3bIBaeTCs XUIEHUEM JIHOO PACKPBITHEM HHOOPMALUH

KOH(HICHIIUAILHOCTh



KOH(HICHIUAILHOCTh
LEIOCTHOCTb
AyTEHTHYHOCTh
areIuIUpyeMOCThb

5. I'apanTHs TOrO, YTO CHCTEMa BeIEeT ce0sl B HOPMAJIbHOM U BHELITATHOM pEXHUMax TaK, KaK 3aIIaHHPOBAHO
HaJIeXHOCTb

TOYHOCTb

KOHTPOJIb AOCTYIIa

KOHTPOJIUPYEMOCTb

6 Yposenb mozenu OSI, KOTOpBIi 0TBEYAET 3a JOCTABKY OOJIBIINX COOOILICHUH 10 TMHUSAM C KOMMYTAIIMEH MakeToB. Tak Kak B
MOTOOHBIX JIMHUSAX pa3Mep MaKeTa MpeacTaBiseT coboi 00br4HO HeboubInoe yrciao (oT 500 6aiT 1o 5 Kua06anT), TO ISt epeaadn
OouBIINX 00BEMOB MH(GOPMAIHU HX HEOOXOIUMO Pa30MBaTh Ha MepeIaroniell CTOpOHE H COOUpPATh Ha IPHEMHOM.

PH3UYECKHH YPOBEHb

KananbHbIil ypoBeHb

CeteBoil ypoBeHb

TpaHcnopTHBII ypoBEHb

CeaHCOBBIN ypPOBEHD

7. YpoBenb mozenu OSI, koTopslii OTBEUAET 3a NPOLIEAYPY YCTAHOBIICHHS Havyalla CeaHca U MOATBEpkKIeHHE (KBUTHUPOBAHKE)
IIpUXoJia KaXkJOTo MaKeTa OT OTIPABUTEIS MOTyYaTeIo.

Pu3nuecKuil ypoBEHb

KaHanbHbIN ypOBEHD

CeteBoll ypoBeHb

TpaHcropTHBII ypOBEHb

CeaHCOBBII YpOBEHb

8. HenperycMoTpeHHOE B3aUMOICHCTBHE JaHHBIX MEXIY CO0O0i U IaHHBIX C KOJOM
WuTepdepenuus

Hapymienne HessBHBIX orpaHHYeHUI

Her BepHOTO OTBeTa

9. Kakast yTHiIMTa IO3BOJISIET ONPENEIUTh HACTPOMKN KOMITBIOTEpA AJIsl OAKITIOUSHHUS K JIOKAIBHOM CeTH U K ceTu Internet
Ipconfig

ping

tracert

Whois

10. ITpu moMoIIM KaKO# yTHIIUTHI BO3MOXKHO HCCIICIOBAHUE TOTIOJIOTHH (pparmenToB cetu Internet

Ipconfig

ping

tracert

Whois

11. Jlyis 3ammpoBKH U paciIuGpPOBKU COOOIIEHHS UCIIONb3YETCS OJUH U TOT ke 010Kk nH(popMaruu (KIou)
CuMMeTpHYHbIE KPUIITOANTOPUTMBI

AcuMMeTpUYHbIE KPHITOAITOPUTMBI

Tailinonuce

Her BepHOTO OTBETa

12. ANTOpUTM TaKOB, YTO IS 3aIU(POBKU COOOIIECHHS UCTIONB3yeTCst OAMH ("OTKPBITHII') KITFOY, H3BECTHBINH BCEM
XKENAIOIINM, a JUTS pacIIi(POBKU — APYTOH ("3aKPHITHII"), CYIIECTBYIONIHIT TOJIBKO Y MONyJaTels.

CuMMeTpHYHbIE KPUITOAITOPUTMBI

ACHMMETPUYHBIE KPUIITOAITOPUTMBI

TaitHonuce

Her Bepnoro orsera

13. OTnpaBuTeNb U MOTyYaTenb IPOU3BOIAT HAJl COOOIIEHHEM PEOOpa30BaHMUS, U3BECTHBIE TOJIBKO UM JJBOUM
CuUMMeTpHYHbIE KPUIITOAITOPUTMBI

ACHMMETPUYHBIE KPHITTOAITOPUTMBI

TaitHOIIICH

Her Bepnoro orsera

14. B 3aBUCHMOCTH OT XapaKTepa BO3ICHCTBHMN, MPOU3BOIMUMBIX HAJl TAHHBIMH, aJITOPUTMBI OAPA3ICISIOTCS Ha
HepecTaHOBO‘IHbIC U IOACTAaHOBOYHBIC

CHUMMETpHYHBIC KPUIITOAITOPUTMBI U aCHMMETPHUYHBIC KPUTITOAITOPUTMBI

TIoTokoBEIE U OJIOYHEBIE

Her Bepnoro otBera

15. Meton 0OpaTHMBIX IPeoOpa3oBaHUi TEKCTA, IPH KOTOPOM 3HAUSHHUE, BEIYUCICHHOE OT OJJHOM U3 YacTel TEeKCTa,
HaKJaIbIBaeTCsA Ha IDVIUE YacTH.



IToToKOBBIE KPUITOATITOPUTMEI
Her Bepnoro orsera

(Kommnetenius OITK-14)
1. Kakue 3akoHBI cymecTBYIOT B Poccuiickoit @eneparyin B 001aCTH KOMITBIOTEPHOTO TpaBa? (BBIOPATh HE MEHEe IBYX
BapHaHTOB)
a. O rocynapcTBeHHOI TaiiHe
b. O6 aBTOPCKOM M CMEKHBIX IPaBax
. O rpaxiaHcKoM foire
. O mpaBoBoit oxpane nporpamm 1t OBM u BJ]
. O ipaBOBOI1 OTBETCTBEHHOCTH
06 undopmaruu, HHGOPMATU3ALIUH U 3AIUIIECHHOCTH HH()OpMAIH

=D OO

2. K actiektaM nH(MOPMAIIMOHHO 0€30ITaCHOCTH OTHOCSTCS (BBIOPATh HE MEHEe IBYX BapHAHTOB)
a. JluckpeTHOCTH

b. HemocTHOCTH

¢. KondunenumansHocth

d. AKTyaneHOCTb

e. locrynHocTh

3. Coznanue 1 UCTIOIB30BaHUE CPEACTB ONMACHOTO BO3ACHCTBUS Ha MH(OPMAILIMOHHBIE c(ephl IPYTUX CTPAH MHUpa U
HapylIeHHe HOPMAJIbHOTO (PYHKIMOHUPOBAHUSI HHPOPMAMOHHBIX U TEIEKOMMYHHUKAIIMOHHBIX CHCTEM HA3BIBACTCS
a. MudpopmanmonHast BoiHa

b. Undopmarmornoe opyxue

c. MaopmaIoHHoe peBOCX0ICTBO

4. Kaxoit opran obecrieunBaeT 6€30MacHOCTh yupekAeHHH PD, HaXO MUK CS 32 PEIeNIaMU €€ TEPPUTOPUH, U
KOMaHAMPOBAHHBIX 32 IPaHUIly IpaxaaH PO, nMeronmx no poay cBoei 1esTeNbHOCTH JOMYCK K CBEACHUSAM, COCTaBIISIOIINM
TOCYyAapCTBEHHYIO TaliHy?

a. ®enepanbHas cinyx0a 6e30MacHOCTH

b. ®enepanbhas ciayxba KOHTppa3BeaAKH

C. Ciryx0a BHEIIHEW pa3BeIKu

d. ®enepanbHast ciryx0a M0 TEXHHIECKOMY KOHTPOIIIO M 3KCIIOPTHOMY KOHTPOJIO

5. Ycunenue npaBonprUMEHHUTEIbHON ISSITENFHOCTH OPTaHOB HCIOHUTENBLHOM BIACTH OTHOCUTCS
a. K MpaBOBBIM MeToaM obecriedeHns: HH(QOPMAIMOHHONW 0€3011aCHOCTH

b. k opraHu3aIMOHHO-TEXHIMYECKUM METOaM 0OecTiedeH st HHHOPMAIIHOHHON 0€30MacHOCTH

C. K 9KOHOMHYECKHM METOoJIaM obecrieueHuss HHPOPMAIIHOHHOIN 0€3011acCHOCTH

d. K MOJMTHYECKUM MeTOIaM 0OecTiedeH st HH(OPMAITOHHON 6€30acCHOCTH

6. Kakoe u3 nepeyucieHHbIX YCTPOUCTB UCHIONB3YETCS AJIs Iepeau JaHHBIX B BUJE AIEKTPUYCCKUX CUTHAIOB?
a) Kabems

b) CriyrHuk

) Onrrrueckuit kabenb

7. Kakue cymiecTByI0T OCHOBHbIE YPOBHU OOecreueH s 3aluThl uHbopManuu? (BbIOpaTh HE MEHEE ABYX BapUAHTOB)
a. 3aKoHOJaTeTbHBIH

b. AnmuHHCTpaTHBHEII

C. [IporpaMMHO-TEeXHUYECKHIA

d. dusnueckuit

€. BeposTHOCTHBIN

f. IIpouenypHbrii

g. Pacnpenenurensublii

8. dusnyeckue CpeACTBA 3aIUTHI HH)OPMAIMH

a. CpencrBa, KOTOpPBIC PEANN3YIOTCS B BHJIE aBTOHOMHBIX YCTPOWCTB M CUCTEM

b. YcrpoiicTBa, BeTpanBaeMble HEOCPEACTBEHHO B ammaparypy AC WK yCTPpOHCTBa, KOTOPBIE COMPSTAIOTCS C anmaparypoit
AC no crangapTHOMy HHTEpQeEiicy.

C. DTO MporpaMMBl, TpeJHa3HAUYCHHBIE IS BEITOTHEHHS (DYHKIMH, CBSI3aHHBIX C 3aIIUTON HH(MOPMAIHU

d. CpezcTBa, KOTOpPBIE PEaTU3yIOTCS B BHIE IEKTPHICCKUX, HICKTPOMEXaHIMIECKHUX M JIEKTPOHHBIX YCTPOUCTB.

9. B ueM 3aKiIr09aeTCsl OCHOBHAS IIPUYMHA MTOTEPh HH(pOpMannH, cBs3anHo#H ¢ TIK
a. C rnoGanbHbIM XUILIEHUEM UH(GOpMaUU

b. C nosiBnenue NurepHera

¢. C HerocTaTOYHOM 00pa30BaHHOCTHIO B 00J1aCTH 0€3011aCHOCTH

10. TexHuueckue CpeACTBa 3aLIUTHI HHGOPMALIUU

a. CpezncrBa, KOTOPBIE PEaTM3yIOTCS B BUJIE aBTOHOMHBIX YCTPOHCTB M CHCTEM

b. YcrpoiicTsa, BcTpamBaeMble HEMTOCPEACTBEHHO B ammaparypy AC WK yCTpOHCTBA, KOTOPBIE COMPSATAIOTCS C anmapaTrypoi
10 CTaHIAPTHOMY UHTEp(ENcy

C. DTO MPOrPaMMBIL. IPETHA3HAYCHHBIE [UTS BBIMOMHEHHS (hVHKIM. CBSI3aHHBIX C 3aIIUTON HH(MODMAIINU



b. Pa3nesnenre 00bEKTOB 3aLIUThI HA TPYIIIBI TAK, YTOOBI HAPYIIICHUE 3ALIUTHI OJJHON IPYIIIIB HE BIMSIO HA O€301aCHOCTD
JIpYTUX TPy

12. Kakoii JOKyMEHT yCTaHaBJIMBACT MOPSIIOK 00pabOTKU MEepCOHANBHBIX AaHHBIX B Poccuu?

a) Koucturymus Poccuiickoit deneparnmn

b) ®enepanphbiii 3akon "O6 nHbDOpMaIK, HHOOPMAIMOHHBIX TEXHOJIOTHSX U 3aIlUTe HHpOpMAIH"
C) ®enepanbhebiii 3aK0H "O MEPCOHATBHBIX JTaHHBIX"

13. Kaxoii opran B Pocciu 0CyIIECTBIISIET FOCYIaPCTBEHHBINA KOHTPOJIb B 001aCTH 3aIUThl HHGOpMauu?
a) ©Ch

b) MBJ]

¢) Pockomuamzop

14. Kakoii u3 epeunciieHHbIX METOJIOB IM(POBAHKS CYUTACTCS CAMBIM CTAPBIM?
a) HIudp Lesaps

b) [udp Bmxenepa

¢) udp Duurma

15. Kakoii u3 nepeuucaeHHbIX aropuTMOB MU(POBAHUS ABISETCS CUMMETPHUYHBIM?
a) RSA
b) AES
c) DSA

HToroeoe TeCTUpOBAHUE K DK3AMEHY

(Kommerentus OITK-4)

1. B 3aBucuMocTH OT pa3sMepa O6110ka HHPOPMAITUN KPUITOAITOPUTMBI JIEISATCS Ha!
IlepecTaHOBOUHBIE U 10JCTAHOBOYHBIE

CuMMeTpHYHbIE KPUIITOAITOPUTMBL U aCUMMETPUYHBIE KPUIITOAITOPUTMbI
IToTokoBble U 65104YHBIE

Her Bepnoro orsera

2. AITOpUTM CKaTusl OPUEHTHPOBAH Ha HEOCMBICIICHHBIE MIOCIIEI0BATEIBHOCTH CUMBOJIOB KaKoro-nubo andasuTa.
Anroputm Xaddmana

Anropurm Jlemmens-3uBa

Auroput™ Rijndael

Anroputm TEA

3. AJITOpUTM CXKaThsl OCHOBaH HA00OPOT HA KOPPEISIHUAX MEKIY PACIONIOKESHHBIMHU PSIOM CUMBOJIAMH ali(haBUTa
(c7oBaMu, yIpaBsIOIMMHE TOCISOBATEILHOCTSAMH, 3arojoBKaMu (GaiyioB GPHUKCUPOBAHHOMN CTPYKTYPHI)
Anroputm Xaddmana

Anroputm Jlemmens-3uBa

Asroput™ Rijndael

Anroputm TEA

4. B KaKOM KPHIITOANTOPUTME eTUHUIIEH KOAUPOBAHUS SBISETCS ONUH ONUT?
ITorokoBbie mudps!

bnounsle mupel

IToncraHoBOUHBIE KPUITOAITOPUTMBI

[lepecTaHOBOUHBIE KPUIITOATITOPUTMBI

5. B xakoM KpUNTOANrOpuTME €AUHHULEH KOTUPOBAHHUS SIBISIETCS OJIOK U3 HECKOJIBKUX OalTOB?
ITorokoBbie mHdpsI

Brounsie mudps

INoxcTaHOBOYHBIE KPHITOAITOPHTMEI

IlepecTaHOBOUHBIE KPUITOAITOPUTMBI

6. JTumo, HemocpenCTBEHHO padoTarolee ¢ JaHHOH nH(popMaluel. 3a9acTyI0 TOJTBKO OH B COCTOSTHHU PEabHO OLCHUTh

kyacc oOpabareiBaeMoii MH(OpMaIMY, a UHOTIa U paccKa3aTh O HECTaHAAPTHBIX METOAAX aTak Ha Hee (Y3KoCTeUU(pHUHBIX IS
9TOTO BUJIA JAHHBIX).

Crieranuct 1o MH(OPMaLMOHHOW 0€301aCHOCTH

Brnanenen nadopmanmn

INocTaBmyK anmapaTHOTo U MPOTPaMMHOTO 0OeCTIeUeHHS

JIuHelHbI MeHeKep

7. OOBIYHO CTOPOHHEE JIUII0, KOTOPOE HECET OTBETCTBEHHOCTD Tepes GUPMOii 3a moaepKanue JOHKHOTO YPOBHS
MH()OPMALMOHHOM 0€30MaCHOCTH B MOCTABISIEMBIX UM TPOIYKTOB.

Crnenuanuct 1o MHGOPMaIMOHHOH 0€30I1aCHOCTH

Brnanenen nndopmannn

INocTaBmyk annapaTHOro U MPOrpaMMHOT0 oOecTieueHNs

Jluneitasiit MeHeKEp



INocTaBmyk anmapaTHOro U MPOrpaMMHOT0 oOecTieueHus
Jluneitasrit MeHeKEp

9. JIuna, OTBETCTBEHHBIE TOJBKO 32 CBOM MOCTYNKH. OHM HE MPUHUMAIOT HUKAKHX PEIICHUH M HU 32 KeM HE HaOJI0Ial0T
Crieranuct 1mo uH(OPMAIMOHHON 0€3011aCHOCTH

Brnanenen uadopmanuu

Onepatop

JIuneiinslit MeHeKEp

10. Buemnue cnenuanucTs! UK GUPMbI, HAHUMaeMble IIPEANPUATHEM IS IEPUOANYECKO (OBOJIBHO PEIKOI) IPOBEPKU
opraHuszaiuu 1 QyHKIIMOHUPOBAHHS BCEH CUCTEMBbI 0€30ITACHOCTH

Crieranuct 1o uH(OPMaIMOHHON 0€3011aCHOCTH

Brnanenen nadopmanun

Omneparop

AyIauTopbl

11. CpenHee MakcHMalbHOE BpeMsl OTKa3a [yl HHpopManuu 3 Kiacca 0e30TKa3HOCTH
1 nenn

2 yaca

12 MunyT

20 MUHYT

12. CpenHee MakcHManbHOE BpeMs OTKa3a Jijisi HHPOpMaIUuK 2 Kilacca 0e30TKa3HOCTH
1 nenp

2 Jaca

12 munyT

20 muHyT

13. CpenHee MakcHMalbHOE BpeMsi 0TKa3a [uis uHpopManuu 1 kiacca 6e30TKa3HOCTH
1 nenn

2 qaca

12 mMunyT

20 MUHYT

14. CpenHee MakcHMalIbHOE BpeMst 0TKa3a Ui nHpopmanun 0 k1acca 6e30TKa3HOCTH
1 nens

2 Jaca

12 munyT

20 muHyT

15. B kakOM KpHUNTOAITOPUTME SIUHUIICH KOAUPOBAHUS SBISCTCS OAUH OUT?
TaiiHonuCH

IlepecranoBouHBIE

IoacranoBovHBIE

IloTokoBEIE

(Komnerennus OITK-14)

1. Kakast TeXHOJIOTHS UCIIOJIB3YETCs /IS Iepeaayl HHPOPMALIUH 110 ONITOBOJIOKOHHOMY Ka0eito?
. DJIEKTPUUYECTBO

. Cser

. 3ByK

o T o

. Kakas TexHONOTHS HCTIONB3yeTCs JUIS 3aIIUTH HHQOPManny B OECTIPOBOIHBIX CETIX?
. Mudposanue

. dmugeckue 6apbepsl

. Uurepdepennus

O T O

. Kaxkoit anroput™ mudpoBanus gaBiaseTcs CUMMETPUYHBIM?
RSA

AES

. ElIGamal

o T w

. Kakas TexHOJIOT S HCIOB3yeTest TS 3aIUThl HHGOopManuy Ha GU3MIECKOM YPOBHE B CeTsX?
. ®unbTpanus Tpapura

. Hludposanue raHHBIX

. KonTponp moctyna

O T o BN

(&)

. Kaxkoit anroput™ mudpoBaHus gpiseTcs acCUMETPHUYHBIM?
. Blowfish
.DES

o Q



c. RSA

. Kakoit MeToz ucronb3yercs A OLCHKH CIIOKHOCTH aropuTMa mudpoBanus?
. AHanmM3 4aCTOTHOCTHU

. AHanM3 BpeMeHH BBITIOHEHUS

. Kpuniroananus

O T H O

. Kakast TexHonmorus ucrnosns3yercs Ais 3alUThl HHGOPMAIUY HA YPOBHE IIPUIIOKEHUH?
. Anrusupycnoe I10

. ®aepBon

. [lopnuceiBanue 1 NpoBepka NUGPOBBIX MOANUCEH

O T o N

. Kakoit MeToz ucronb3yercs A IPOBEPKH MO JIMHHOCTH COOOIICHHST?
. ludposas noanuck

. llludpposanue

. ®unpTpanus Tpadpuka

O T o 00

. Kakas TexHONOTHS HCIIONB3yeTes Ul 3aIUTH HH()OPMAIH Ha YPOBHE OIEPAallMOHHON CHCTEMBI?
. Anrusupycnoe 110

. ®aepBon

. ITonp30BaTeNBCKHE IPaBa JOCTyIA

O T o O

10. Kakoii MmeTo ncronb3yeTcs Uisl 3alUThl HHOPMAIUH OT aTak TUIa "0TKa3 B 00CTyKUBaHUU"?
a. ®unpTpanus Tpaduka

b. PesepBHOE KOMIHpOBaHUE

C. JIoCTyITHOCTD M OTKa30yCTOIYMBOCTE CHCTEM

11. Kakue 37eMeHTHI aIreOpbl HCIOIb3YIOTCS B KpUITOrpaduu?
a) KoMMyTaTHBHOCTB, aCCOLUATHBHOCTb, TUCTPHOYTUBHOCTD

b) KoMMyTaTiBHOCTE, aCCOIMATHBHOCTE, HIEMIIOTEHTHOCTD

¢) KoMMyTaTHBHOCTD, aHTHACCOIIUATUBHOCTD, TUCTPHOYTHBHOCTD
d) Het npaBusibHOTO OTBETA

12. Yto Takoe ysA3BUMOCTh CTPAaHUIIBI BeO-caiiTa?

a) CriocoOHOCTB CTPAHHMIIBI BBIACPKUBATH OOJIBIIOE KOIMYECTBO 3aIIPOCOB
b) CiocoGHOCTB CTpaHUIBI 3aIIUIIATE OT aTaK XaKEPOB

€) CriocoGHOCTH CTPaHUIIBI 00ECIICUNBATh KOH(PUACHIMAIBHOCTD JIaHHBIX
d) CiocoGHOCTB CTpaHUIIbI OBITH 3AIIHUIICHHON OT BPEIOHOCHBIX IIPOTPaMM

13. Kakue TeXHUYECKHE CPEICTBA HCIIOIB3YFOTCS JUIS 3aIIUTHl HHpopManu?
a) bpannmayapsl, antusupycsl, VPN

b) ITpuHTepsI, cKaHEepbl, KONMUPOBAIBHBIC ANAPATHI

c) CepBepbl, MapLIPyTHU3aTOPbI, KOMMYTATOPbI

d) Het npaBusbHOTO OTBETA

14. Kakue anropuT™bl HinpoBaHHsi OTHOCATCS K CHMMETPHYHBIM?
a) RSA

b) AES

c) Diffie-Hellman

d) ECC

15. Kakue anropuT™sl IuGPOBaHUS OTHOCATCSA K ACHMMETPUIHBIM?
a) RSA

b) AES

c) Blowfish

d) RC4

6.5. IIpumepHasi TEeMATHKA KYPCOBBIX padoT (MPOEKTOB)
Y4eOHbBIM [UTaHOM HE MPEIYCMOTPEHO

6.6. MeTognueckue ykazanusi 1,151 00y4arOUINXcsl 0 0CBOCHHIO TUCIMILIMHBI (MOAYIs)
Meroandeckie peKOMEHIAIMH M0 paboTe ¢ KOHCIIEKTOM JIEKIIIH

IIpocMoTpuTe KOHCIEKT cpa3y mocie 3aHATuil. [loMeTbTe MaTepuan KOHCIEKTa JIEKLUIl, KOTOPbIH BBI3bIBAET 3aTPyIHEHUS JJIS
nonuManus. [TonsiTaliTech HAMTH OTBETHI HAa 3aTPYAHUTENBHBIC BOIIPOCHI, HCIONb3Ys IIpelaraeMyto auteparypy. Eciu
CaMOCTOSITENBHO HE YAAI0Ch pa300paThCsl B MaTepuae, chopMyIUpyHTe BOIPOCHl U 00paTUTECh HA TEKYIIeH KOHCYIbTAIlUU WX Ha
OmKaiiei! TeKIK 3a OMOIIBIO K ITpenoaaBarento. Kaxayo Hefeno peKOMEHIyeTCsl OTBOIUTE BPeMs JUIsl TIOBTOPEHUS



HPOHAEHHOTO MaTepHaa, IpoBepsisi CBOM 3HAHUS, YMEHHUS U HaBBIKU 110 KOHTPOJIBHBIM BOIIPOCAM.

Pabora ¢ pekoMeHI0BaHHO JIUTEPATYPOIi:

IIpu paboTe ¢ OCHOBHOM U JIOTIOJHUTEILHON JINTEPATYPOH 11eJIecO00pa3HO MPUICPKUBATHCS TAKOH TocieoBarebHocTH. CHavyama
MIPOYMTATH BECh 3aJaHHBIN TEKCT B OBICTPOM TeMIie. L{eslb Takoro YTeHHs 3aKIII04aeTesi B TOM, YTOOBI CO3JaTh 00lIee MpeICTaBICHIe
00 n3yyaeMoM Matepuaie, MoHATh OOIIMI CMBICI IPOYUTAHHOTO. 3aTeM IPOYUTATh BTOPUYHO, O0JIee MEJICHHO, YTOOBI B X0/1€
YTEHUS MOHAThH M 3aIIOMHUTH CMBICI KX 10U (pasbl, KaXKJI0T0 MOJI0XKEHHS U BOIIpoca B 1eJIoM. UTeHHe NPUHOCUT MOJIb3y U
CTaHOBUTCSA MPOAYKTHUBHBIM, KOTJIa COIIPOBOXKAACTCA 3aAIIUCAMU. 3TO MOXET 6]>IT]> COCTaBJICHUEC IJIaHA MTPOYUTAHHOT'O TEKCTA,
TE3HCHI I BBIIICKH, KOHCIIEKTUPOBAaHKE U Ap. BEIOOp BHa 3amucH 3aBUCUT OT XapaKkTepa U3yvyaeMoro MaTepraia 1 neneil paboTsl
¢ HuM. Eciti coneprkanne Marepuana HECIOKHOE, JIETKO yCBaNBaeMOE, MOJKHO OTPaHMYHUTHCS COCTaBIEeHHEM u1aHa. Ecimu marepuan
COZIEPXKHUT HOBYIO U TPYAHO YCBanBaeMyto HH(GOPMAIIHIO, LIeNIecO0OPa3HO ero 3aKOHCIIEKTHPOBaTh. [ll1aH — 3T0 cXxema MpOYNTaHHOTO
Marepuana, IepedeHb BOIIPOCOB, OTPAKAIOIINX CTPYKTYPY U IOCIEIOBATEILHOCTh MaTeprana. KoHCIeKT — 3To
CHCTEMaTHU3UPOBAHHOE, JIOTHYHOE U3JI0KEHHE MaTeprajla HCTOUYHUKA. PaznuyaroTcs 4eThlpe THIIa KOHCIIEKTOB: - IUNIaH-KOHCIIEKT —
9TO pa3BEPHYTHIH JeTaIN3UPOBAHHBIH [U1aH, B KOTOPOM 110 Hau0oJIee CII0KHBIM BOIIPOCAM JIAIOTCS MOIPOOHBIE TIOSICHEHUS, -
TEKCTyalbHbIIl KOHCIIEKT — 5TO BOCIIPOM3BECHUE Han0oIee BaXKHbIX MOJI0KEHUN U (haKTOB UCTOYHUKA, - CBOOOIHBII KOHCIIEKT — 3TO
YETKO U KPAaTKO U3JIOKCHHBIC OCHOBHBIC ITOJIOKCHUS B PE3YJIbTATE FJ'Iy6OKOFO H3YUYCHU MaTepuajia, MOryT NpUCyTCTBOBATH
BBIMIMCKH, [IUTAThI, TE3UCHI; YACTh MaTepraIa MOXKET ObITh MPECTaBlIeHA IUIAHOM, - TEMAaTHYECKHH KOHCIIEKT — COCTABIIAETCS Ha
OCHOBE W3YUYEHUS psJa HICTOYHUKOB M JaeT OTBET 0 H3yYyaeMOMy BOIpocy. B mpomecce n3yueHns: MaTepraia HCTOYHHUKA H
COCTaBJICHHSI KOHCIIEKTa HY>KHO 0053aTeJIbHO IPUMEHSTh Pa3IMYHbIe BBIACICHHS, T0J3ar0JI0BKH, CO3/1aBasi OJIOYHYIO CTPYKTYPY
KOHCIIEKTa. JTO JieflaeT KOHCIIEKT JIETKO BOCIIPUHUMAEMbIM U YAOOHBIM 17151 pabOoThI.

MCTOHI/I‘ICCKI/IQ PEKOMEHAAINH IO MMOATOTOBKE K MMPAKTUICCKUM 3aHATUAM

IpakTHyeckue 3aHITHS MPEACTABIAIOT 0CO0YI0 (OPMY COUCTaHHS TEOPHHU U PAKTUKHU. X Ha3HAYCHUE — YIIyOJIeHUEe TPOPadOTKH
TEOPETHIECKOr0 MaTepHalia MpeJMeTa IyTeM PEryJIIPHON U MJIAHOMEPHO# CaMOCTOATENbHON PaboThI CTYACHTOB Ha MPOTHKEHUN
BCCT'O Kypca. HpOLlCCC NOATOTOBKU K MPAKTHYCCKUM 3aHATUAM BKIIOYACT U3YYCHUC HOPMATHBHBIX TOKYMCHTOB, O6$I?)3.TCJ'[I>HOI>’I )51
JIOTIOJIHUTEIIBHON JIMTEPaTyPHI [0 paccMaTpuBaeMOMY BOIpocy. HemocpecTBeHHOE IPOBEICHHE IPAKTHYESCKOTO 3aHATHS
[peIoaraeT, HampuMep: [ HHAWBHAYaIbHBIC BRICTYIUICHHS CTYACHTOB C COOOLICHHUSMH 110 KAKOMY-JIHO0 BOIIPOCY H3yd4aeMO
TeMbl; [| ppOoHTANBHOE 00CYKICHUE pACCMATPUBAEMO MPOoOJIeMbl, 0000IIEHHUS U BBIBOIBL, [ | pellieHnE 3a/1a4 U YIPaKHEHHH 110
o0pasiyy; ] peleHie BapUaHTHBIX 33/1a4 U YIPaXXHCHUIT; [| PEIIeHHE CUTYaIl[HOHHBIX [IPOM3BOICTBEHHBIX (IPO(ECCHOHAIBHBIX )
3a1a4; [| IpOSKTHPOBAHUE U MOJICITMPOBAHUE PA3HBIX BUIIOB M KOMIIOHEHTOB MPO(PECCHOHANBHOMN NeITEbHOCTH. || BHITTOITHEHUE
KOHTPOJIbHBIX paboT; [] paboty ¢ Tectamu. [Ipu MOATOTOBKE K MPAKTHYCCKUM 3aHITHSIM CTYJICHTAM PEKOMEHIYETCsI: BHUMATEIHEHO
03HAKOMUTBCS C TEMATUKOW MPAKTHUECKOT0 3aHATHS; IPOYECTh KOHCIEKT JIEKLIMU 110 TEME, U3yYUTh PEKOMEHIOBaHHYIO JINTEPATYPY;
COCTaBUTbH KPATKHUi IUIaH OTBETA Ha KAXK/bIH BOIIPOC MPAKTUYECKOTO 3aHSITHS; IIPOBEPUTH CBOU 3HAHHS, OTBEYAsl HA BOIIPOCHI IS
CaMOIIPOBEPKH; €CIIH BCTPETATCS HE3HAKOMBIC TEPMHUHBI, 0053aTEIbHO 00PaTUTHCS K CIIOBApIO U 3a(hMKCHPOBATh HX B TeTpaau. Bee
[IICHMEHHBIC 3aJaHUS BBIOJHATE B paboueii Terpaqu. [IpakTHueckie 3aHsITHs PA3BUBAIOT Y CTYCHTOB HABBIKH CAMOCTOSTEIBHOM
paboTHI [0 PELICHHUIO0 KOHKPETHBIX 33/1a.

MeTOHI/I‘IeCKI/Ie PEKOMECHAAIUH 10 MMOATOTOBKE K J'Ia60paTOpHI)IM pa60TaM

JlaGopaTopHbIe pabOThI IPEICTABISIOT OHY U3 ()OPM OCBOCHHS TEOPETUIECKOTO MaTepralia ¢ OTHOBPEMEHHBIM (HOPMUPOBaHHEM
MPAKTUYECKUX HABBIKOB B U3y4aeMo# nucuuiuinHe. VX HazHaueHue — yriryOieHne npopaboTKH TEOPETHIECKOro MaTepyania,
(hopMHpOBaHUE MPAKTUYESCKUX HABBIKOB ITyTEM PETYJISIPHON U IIJIAHOMEPHOI CaMOCTOSATENFHON paboThl CTYJICHTOB Ha MPOTSHKEHUH
Bcero kypcea. [Iporecc moAroToBKH K 1a00paTOpHBIM paboTaM BKIIIOYAET H3yYCHNE HOPMATHBHBIX IOKYMEHTOB, 0053aTEIbHOM 1
JOIOJIHUTENILHOM JIUTEPaTyphl [0 paccMaTpuBacMoMy Bompocy. Henocpencrsennoe nposeneHne 1adbopaTopHOi paboThl
npearnonaraet: [ u3y4eHne TeoOpeTUIecKOro MaTepraa mo TeMe J1abopatopHoit paboTs (110 BOIpocaM U3y4aeMoid TeMbl); [
BBINTOJTHEHHE HEOOXOAMMBIX PACUETOB M HKCIIEPUMEHTOB; [ | opopMIIeHre oTUeTa C 3al0THEeHHEM HeOOXOIMMBIX TaOJIHII,
MIOCTPOSHHEM Ipa(UKOB, MMOArOTOBKOI BBIBOJIOB I10 MPOISIAHHBIM SKCIIEPUMEHTAM H TEOPETHUECKAM pacdeTaM; [] Mo Kaxmoi
nabopatopHoi paboTe NPOBOAUTCS KOHTPOJIIb: MIPOBEPSETCS COJIEPKAHUE OTUETA, IIPOBEPSIETCS] YCBOSHHE TEOPETHUECKOTO
Marepuaia. KOHTpOJIb YCBOGHUS TEOPETUYECKOT0 MaTepHaa sSBJISECTCS HHIUBHYaIbHBIM.

MeTtoandeckre yKa3aHus 10 BBINOJIHEHHIO 0TYETA K JTAOOpATOPHBIM paboTam

OCHOBHBIM TPeOOBAHUEM I10 BHIIIOIHEHHUIO JA0OPATOPHBIX ¥ MPAKTUYECKUX palboT SBIsIETCS IOJIHOE HCUEPIIBIBAIOIIEE ONUCAHUE
BCell MpoIenanHoi pabOoTHI, TTO3BOJISIONIEE CYIUTh O MOMYYEHHBIX Pe3yIbTaTax, CTETICHH BBIIOIHEHHS U MPodecCHOHATBHOM
MOATOTOBKH CTYJICHTOB.

Meroandeckue yka3aHus 00ecIIednBalOT KOMIIIEKCHBII MOAXO0]] B y4eOHOM paboTe CTYICHTOB, EAHHCTBO U IPEEMCTBEHHOCTb
TpeGoBaHMI K O(OPMIICHHIO Pe3yIITaTOB PAOOTHI Ha Pa3HEIX dTanax o0ydeHns. C eIMHBIX TO3UIHIT IPHBEICHBI OCHOBHEIE
TpeOoBaHUs IO CTPYKTYpe, 0DOPMIIEHHIO U COAEPKAHUIO OTYETA IO JJAOOPATOPHBIM U MPAKTUUECKUM paboTaM.

Crpykrypa oTuéra:

- LIeNb paboThI;

- KpaTKUe TEOPETUIECKHUE CBEACHHUS;

- XOJ BBITIOTHEHHUS PabOTHI;

- BBIBOJIBL

JIOTIONTHUTEIEHBIMU JICMEHTHL:

- IPUJIOKEHUS;

- bubnuorpaduueCcKuil CIHCOK.

TpebGoBaHUs K COAEPIKAHUIO OTUETA:

1. TUTynBHBIN THCT

B BepxHeM o€ IMCTa YKa3bIBAIOT IIOJTHOE HAMMEHOBAHNE Y1eOHOTO 3aBe/ICHUSL.



B cpenneM mosne ykasbiBaeTcs BUI padOTHI, B JaHHOM ciIydae J1adopaTopHas M IpakTHieckas padboTa ¢ ykazaHueM Kypca, 1o
KOTOpOMY OHa BBITIOJIHEHA, U HIOKE ee HazBaHue. Ha3paHue paboTh IPUBOIUTCS O€3 CII0Ba TeMa M B KaBBIUKU HE 3aKIIFOUAETCSL.
Janee Givoke K MpaBOMY Kparo THUTYJIBHOTO JICTa YKa3bIBAIOT (DaMHIIHIO, HHHIHAJIBI U TPYIINY YYaIlerocs, BEIIOIHUBIIETO padoTy,
a Taroke (GpaMIITHIO, THUIUAJBI IPEoIaBaTelis, IPUHIBLIETO PadoTy.

B HmxHEM 1oJie 1cTa yKa3bIBaeTCsl MECTO BBIIOJIHEHUs paboThl U roj| ee Harnucanus (6e3 cioBa roxn).

2. lenb paboTHI TOJDKHA OTPaXKaTh TeMy pabOThl, a TAKKE KOHKPETHBIE 331a4H, TOCTABJICHHBIC CTYICHTY Ha TIEPUO/] BHITOTHEHHS
pabotsl. [To 06beMy 1esb pabOTHI B 3aBUCUMOCTH OT CJIOKHOCTH U MHOT033JJaUHOCTH PabOThI COCTABIISIET OT HECKOJIBKUX CTPOK 10
0,5 cTpaHuLbL.

3. Kpatkue teoperndeckue cBeeHuUs. B 9ToM paszerne usnaraeTcst KpaTkoe TEOPeTHYECKOe ONMCAaHNE N3ydaeMoi B paboTe TEeMEI.
Marepuan pazgena He JOJDKEH KOIMPOBATh COAEPKaHNEe METOJMUYECKOTO IIOCOOMSI MITK yueOHHKa 110 JaHHOH TeMe, a
OTPaHUYMBAETCS U3JIOKESHUEM OCHOBHBIX MOHSTHH, TPEOYIOIUXCS 1Tl MabHEeHIIel 00paboTKH MOMyIeHHBIX pe3ybTaToB. O0beM
JIMTEPATypPHOTrO 0030pa He JOJKEH mpeBbinaTh 1/3 yacTu Bcero oTyeTa.

4. Xon BbINoNHEHUs paboThl. B 1aHHOM pa3zene noapoOHO H3araeTcst METOANKA BHIITOJIHEHUS paOOThI, POIIECC MOTyUSHHS
JAHHBIX U c10co0 uX 00pabdoTku. Eciin HCronb3yloTCesl CTaHIapTHBIE MaKeThl KOMITBIOTEPHBIX IPOTrpaMM It 00paboTKH
OKCIIEPUMEHTAJIBHBIX PE3YJIBTATOB, TO HCO6XO}]I/IMO OGOCHOBaTB BO3MO>KHOCTbh U HGHCCOO6pa3HOCTL UX MPUMCHCHHUS, a TAKKE
MoIpoOHOCTH 00PabOTKU AaHHBIX C X MTOMOIIBIO.

5. BriBozb! o paboTe - KpaTko MU3NAraroTcsl pe3ynbTaThl pabOoTH, MOJTYYSHHBIE B PE3yIbTATE BHITIOIHEHUS PA0OTHI, a TaKKe KPaTKUH
aHaJIN3 TOJyYSHHBIX Pe3yJIbTaTOB.

Ortyer mo 1abopaTtopHoit padote opopmisiercs: Ha cte popmata A4. [lomyckaercst opopmileHHe oT4eTa 1o 1abopaTtopHoil paboTe
B 2sieKTpoHHOM BHJIe cpeactBamu Microsoft Office. Tekct paGoThl goiKeH ObITH HareyaTaH yepes MOJATOpa HHTEpBaa IMPH(HTOM
Times New Roman, kerib — 12. TTosist JOJIKHBI OCTaBaTLCS 110 BCEM YETHIPEM CTOPOHAM IIEYATHOI'O JIUCTA: JieBoe — He MeHee 30 MM,
npasoe — He MeHee 10, HixHee — He MeHee 20 u BepxHee — He 15 MM.

Jnst 3amuThl 1a00paTOpHOIT pabOThI CTYACHT TODKEH IOATOTOBHUTE OTUET, IPOBECTH CAMOCTOSTENBHYIO PAadOTy, IMETh OTMETKY O
IIPOBEPEHHOM OTYETE.

Pe3ynbTaThl ONpeAensoTes N0 MATHOAUTBHON CHCTEME OLICHOK.

Metoanyeckue PEKOMCHIAIUH 110 BBIIIOJIHECHUTIO pe(bepaTa

Pedepar — nuceMenHas pabota o0bemoM 8—10 cTpaHuIl. ITO KpaTKOe U TOYHOE M3JI0KEHHE CYIIHOCTH KaKOro-JIM0o BOMPOCA, TEMBIL.
Temy pedepara cTyieHT BEIOMpAET U3 NPEATIOKEHHBIX IIPEToIaBaTeIeM UM MOXKET MPEJIOKUTh CBOM BapuaHT. B pedepaTe HyKHbI
pa3BepHyTbIE apryMEHTBI, paccykaeHHus, cpaBHeHUs. CoepiKaHue TeMbI U3J1araeTcsi OObeKTHBHO OT UMEHHU aBTopa. OyHKINU
pedepara. MndopmaTruBHAas, MOUCKOBAsI, CIIpaBOYHAs, CUTHAJIbHAS,, KOMMYHHUKaTHBHAs. CTENICHb BBIMOJHEHUS 3TUX (QYHKLUI
3aBUCHT OT COZAEPKATEIBHBIX U (GOpMaTIbHBIX KauecTB pedepara U Ul Kakux Lelel UX ucrnoiab3yer. TpeOoBaHus K sS3BIKY pedepara.
JloyKeH oTIMYaThesl TOUHOCTBIO, KPATKOCTBIO, ICHOCTHIO M IIPOCTOTOM.

Crpykrypa pedepara:

1. TuTynbHBIH TUCT

2. Ornapnenue (Ha OTIENBHOM CTpaHHIE). Y Ka3bIBAIOTCS HA3BaHUS BCeX pa3/iesioB (MMyHKTOB IIaHa) pedepara U HoMepa CTPaHuIl,
yKa3bIBAIOLIME HAUaJl0 3TUX Pa3/ielioB B TEKCTE pedeparta.

3. Beenenue. ApryMeHTHPYETCs aKTyaJIbHOCTh MCCIIEIOBAHMUS, T.€. BHIIBISIETCS IPAKTUYECKOE U TEOPETHUECKOE 3HAUCHUE JaHHOTO
uccienoBanus. Jlanee KOHCTaTUPYETCsl, YTO CAETIAHO B JaHHOW 00JIAaCTH MPeIeCTBEHHIKAMHU, TIEPEUNUCIISIOTCS TOJI0XKEHHS,
KOTOpBIE JIOJDKHBI ObITh 000CcHOBaHbI. O0s13aTeIbHO (HOPMYITHPYIOTCS 1IENb U 3a1a4u pedeparta.

4. OcHoBHas 4acTb. [ToquuHseTcs cOOCTBEHHOMY IUIaHy, YTO OTPayKaeTcs B pa3/elIeHHH TEKCTa Ha TJIaBbl, Taparpadpl, ITyHKTHL.
[laH 0CHOBHOM YacTH MOXKET OBITh COCTAaBIIEH C UCIIOIB30BAHNEM PA3IMYHBIX METOIOB IPYIIIIHPOBKHM MaTepuaia. B ciyyae ecin
HCHOJIb3YeTCs YbS-TH00 HEOPAMHAPHAS MbICIIb, UEs, TO 0043aTEIbHO HYXKHO CIeNIaTh CChUIKY Ha TOTO aBTOPa, y KOTO B3ST JaHHBIN
MaTepHal.

5. Baxitouenue. [TocnenHss 4acTh HaAyYHOro TEKCTa. B kpaTkoit u cxkaToil opMe u3nararoTcs NoaydeHHbIEe pe3yIbTaThl,
IpECTaBIAIOINE COO0M OTBET Ha ITJIaBHBII BONIPOC UCCIENOBAHYSL.

6. [Tpunoxxenre. MoxeT BKIIIOYATh rpaduKu, TAOIHUIIBI, PACUYETHI.

7. bubnuorpadus (CIUCOK TUTEPATyphl). YKa3bIBaeTCs pealibHO UCIIONIb30BaHHAS I HanucaHus pedepara nureparypa. Hazpanus
KHUT pacIojiaraloTcs 1o aadaBuTy ¢ yKa3aHMEM HX BBIXOAHBIX AaHHBIX. O0mue TpeOoBaHHs K MOCTPOSHHIO, COAEPIKAHUIO H
odopmIeHUION.

IIpu npoBepke pedepara OLlEHUBAIOTCS:

[J 3HaHKe (PaKTHYECKOTO MaTepuaa, yCBOSHHE OOIINX NPEACTaBICHUH, TOHATHH, HJCH;

[] XxapaKTepUCTHKa pealn3aluy LeJIU U 3a]1ad UCCIIeJOBaHNUS;

[J cTerieHb 000OCHOBAHHOCTH apryMEHTOB M 0000IICHHIA;

[] KauecTBO M LIEHHOCTD IOJIyYSHHBIX PE3YIbTaTOB;

[] MCTIOTb30BaHUE JINTEPATYPHBIX HCTOYHUKOB;

[] KyJbpTypa MECHbMEHHOTO M3JIOKEHUs MaTepuaa;

[J KynbTypa opopMIIeHUS! MaTepualioB paboTHI.

IIpaBuia HanMcaHus HAy4HBIX TEKCTOB (pedepar, AuIIoMHas paboTta):

3[{er MPUBOJATCA PEKOMCHAAIINU IO KOHCYJIBTUPOBAHUIO CTYJACHTOB OTHOCUTEJIBHO

JTAHHOT'O BUJIa CAMOCTOSTEIbHOM paboThl. Bo BpeMsi KOHCYIbTAIUI PYKOBOJUTEIIO CIEAYET

MIPEATIOKUTD K 00CYKICHUIO CIEAYIOIIIE BOIPOCHL.

» KakoBa nctuHHas 11eNb Bamero HayqHoro TeKkcTa — 3T0 MoMoXkeT Bam pazymHO

pacnpeneNuTh CBOH CHIIBI U BpeMsl.

* BaxxHO pazoOpatbcs, KTo Oyaer «uuratenem» Bameit paGoThl.

* HaunnaTh nucaTh cepbe3Hylo paboTy cleqyeT He paHblIe, Y4eM BO3HUKHET OLIyICHUE,

YTO 110 paboTe C HCTOYHUKAMHU MOSIBUIIMCH HJIeH, KOTOPBIMU MOYKHO MOJICIIUTHCS.

* JlomxHa OBITH UJIEs], a AJIsl TOTO HY>KHO HAayUHUThCS JINOO OTHOCUTHCS K Pa3HbIM



SIBIICHUSM U (haKTaM HECKOJBKO KPUTHYECKH (CBOS UIes — KaK MHAsI TOYKA 3PEHHUs ), THO0
HAYYHUTHCS YBICKATHCS KAKMMH-TO H3BECTHBIMH HICSIMH, KOTOPBIC HYXKIAIOTCS B T0PabOTKe
(umest — KaK ONTUMHUCTHYCCKAS TIO3UIMS M HAIIPABICHHOCTH Ha JaJIbHEHIIIee
COBEPLICHCTBOBAHKE y)KE H3BECTHOTO).

* [TucaThb clieiyeT SCHO U MOHSATHO, CTapasiCh OCHOBHBIC TIOJIOKEHUs (HOPMYITUPOBATH

YETKO U HEJIBYCMBICIICHHO, & TAK)KE CTPEMSICh CTPYKTYPHPOBATH CBOM TEKCT.

* O0BeM TeKCTa U pa3uuHble 0QOPMHUTENBCKHE TPEOOBAHUS BO MHOTOM 3aBUCST OT
OPHUHSTHIX B KOHKPETHOM Y4eOHOM 3aBEACHUH HOPSIIKOB.

Meroanueckue PEKOMCEHIAWH 10 BBIMTOJIHEHUIO KOHTPOJIBHBIX pa60T

KouTtponbHas paboTa BhIoNHSAETCs 110 BapuantaMm. Ha Gianke ykasbiBaercst GakynbTet, Kype, rpymnmna, @O crynenra. Bonpocst
CTpOSTCSl Ha OCHOBE TECTOBBIX M CHTYaTHUBHBIX 33JJaHU. B TECTOBBIX 3aJ]aHUAX, BBIOMpAETCs npaBuibHbIH(bIe) oTBeT(bI). [Ipn
pELICHNH CUTYaTUBHBIX 3aJJaHUI BEIOMPAETCs MPABIUIIbHAS IIOCIIEOBATEILHOCTD ISHCTBUI B PACCMAaTPHBAEMOM CHTYaIHH.
IIpoBepka KOHTPOIBHON PaOOTHI ITO3BOJISET BBISIBUTH M UCIIPABHUTH JOIMYIIEHHBIE CTYJICHTAMH OLINOKH, YKa3aTh, KaKUe BOIPOCHI
JUCLUIUIMHBI MU HEJJOCTATOYHO YCBOCHBI U TpeOyIoT 10paboTKH. CTYJEHT T0JKeH BHUMATEIIbHO O3HAKOMHUTHCS C TMCbMEHHBIMU
3aMEYaHUSIMH MIPENOoJaBaTes U MPUCTYIIUTh K X UCIIPABIICHHIO, JISl YETO €lIe pa3 MOBTOPUTH COOTBETCTBYIOIINI MaTepHall.

Meronuyeckne peKOMEHIAIUH 110 MOATOTOBKE K KOJUIOKBUYMY

KoJsokBHyMOM Ha3bIBaeTCs cobeceI0BaHMUE MPEIOIaBaTeNsl M CTYACHTA II0 3apaHee OPE/ICICHHBIM KOHTPOJIBHBIM BOIPOCAM.
LlespE0 KOJUTOKBHYMA SIBIISICTCSE ()OPMHUPOBAHUE Y CTYACHTA HABBIKOB aHAJIN3a TCOPETHICCKHX MPOOIIEM Ha OCHOBE
CaMOCTOSITENFHOTO H3y4YeH s yueOHO! 1 Hay4HO# tuTepatypbl. Ha KOJIIOKBHYM BBIHOCSTCS KPYIIHBIC, IIPOOICMHBIE, HEPEIKO
CIIOPHBIC TEOPETHIECKHE BOMPOCHL. YIIOp [IeaeTcsi Ha MOHOrpadmyeckue paboTs mpodeccopa-aBropa JaHHOTO crienkypea. Ot
CTyIleHTa TpeOyeTcs:

- BJIaJICHUE U3Y4YCHHBIM B X0/I¢ Y4eOHOro Mmpoliecca MaTepHaIoM, OTHOCSIIMMCS K pacCMaTpUBaeMoil mpoodiieme;

- 3HAHHE Pa3HBIX TOYEK 3PEHHS, BHICKA3aHHBIX B HAYYHOM JIMTEPATYpPE MO COOTBETCTBYIOIICH MPOOIeMe, YMEHUE COMOCTABIAThH UX
MEXY COOO0H;

- HaJIM4Ue COOCTBEHHOTO MHEHHS 110 00CYKIaeMBbIM BOIIPOCAM U YMEHHUE €r0 apryMEHTHPOBAT.

KosiokBuyM - 310 HE TOJIBKO (hOpMa KOHTPOJISL, HO i METOJ YIIIyOJIeHH s, 3aKPEIUICHNS 3HAHUI CTY/ICHTOB, TaK KaK B XOJIE
cobece10BaHuUsI IPEIOAABATENb PA3bsICHIET CIOXKHBIC BOIPOCHI, BO3HUKAIOIINE ¥ CTYACHTA B POLIECCE M3yUICHHS JAHHOTO
ncroyHrka. OHAKO KOJUIOKBUYM He KOHCYJIbTAlUs U He dk3aMeH. Ero 3amada TOOUTHCS TITyOOKOTO N3y4YeHHsI OTOOPAHHOTO
Martepuana, IpoOyIUTh Y CTYJCHTa CTPEMIICHHE K YTSHHIO TOTIOTHUTENBFHON COMMONIOTHYeCKor TuTepaTypsl. [loaroroBka k
KOJUTOKBHYMY HAYHHACTCS C YCTAHOBOYHOW KOHCYJIBTAIMHU MPENOaBaTeNs, Ha KOTOPOW OH Pa3bsCHACT Pa3BEPHYTYIO TEMATHKY
poOIeMbl, PEKOMEHAYET JIUTEPaTypy AL U3y4eHHs U 00BACHSIET POoLeAypy NPpOoBeAeHuUs KoJulokBuyMa. Kak npasuiio, Ha
CaMOCTOSITEIIbHYIO MOATOTOBKY K KOJUIOKBHYMY CTYACHTY OTBOAUTCS 3-4 Henenu. MeTonn4eckue yKa3aHusi COCTOAT U3
PEKOMEHIALMI 10 H3YYEHHUIO HCTOYHHKOB M JINTEPATyPhI, BOIPOCOB [UIS CAMOIPOBEPKH M KPATKUX KOHCIIEKTOB OTBETA C
[IePEYNCICHIEM OCHOBHBIX (DAKTOB M COOBITHIA, OTHOCSIIUXCSI K IyHKTaM IUIaHA KaKIOH TeMBI. DTO HODKHO OMOYb CTYCHTAM
LeJIeHAIPABICHHO OPraHU30BaTh pabOTy MO OBIAICHHUIO MATEPHAIIOM U €ro 3allOMHHAHUIO. [IpH MOArOTOBKE K KOJUIOKBUYMY
CIIENTyeT, PEKJIE BCETO, MPOCMOTPETh KOHCHEKTHI JISKIIMH W TIPAKTUIECKHUX 3aHATHI U OTMETUTH B HUX MMEIOIIUECS BOIIPOCHI
KOJUTOKBHYMa. ECIiM KaKie-TO BOMPOCHI BEIHECEHBI MPENOIaBaTeNieM Ha CAaMOCTOSATEIBHOE H3YUSHHUE, CIIeyeT 00paTUThCS K
yueOHOIt TuTepaType, peKOMEHI0BaHHOM MpernoiaBaresieM B Ka4eCTBE UCTOYHUKA CBEICHU.

KonnokBuym mpoBoautcst B popMe HHIMBHIYATBHON Oece/Ibl MPEernojaBaTeis ¢ KaXIbIM CTYJJCHTOM WK Oecellbl B HEOOIbIINX
rpymmnax (2-3 genoBeka). OOBIYHO IPEMOAABATENb 334aCT HECKOJIBKO KPATKMX KOHKPETHBIX BOIIPOCOB, IIO3BOJISIFOLINX BBISCHUTH
CTeTeHb JOOPOCOBECTHOCTH PabOTHI C IUTEPATYPOH, MPOBEpsIeT KOHCTEKT. Jlanee Oonee moapoOHO o0CyxkaaeTcs Kakas-miu0o
CTOpOHA IIPOOIIEMBI, YTO [TO3BOJISET OLIEHUTH YPOBEHB MOHMMAHUsL. [10 HTOraM KOJUIOKBUYMa BBICTaBIIsIeTCsI Au(depeHmpoBaHHast
OLICHKA T10 MATHOAJIILHOW CHCTEME.

MGTOHI/I‘ICCKI/Ie PECKOMEHAAINU 110 YCTHOMY OHpOCY/CaMOHOZ[FOTOBKe

ITocne nzyueHus onpenesieHHOM TEMBI 110 3aIKCsAM B KOHCIIEKTE U y4eOHHKY, a TaKxkKe

peLIeHus JOCTaTOUHOI'0 KOJIMUYECTBA COOTBETCTBYIOIIMX 3a/4a4 Ha IPAKTUYECKUX 3aHATHAX U

CaMOCTOSITENBHO CTYJEHTY PEKOMEHAYETCSI, HCIONb3Ys JIUCT OOPHBIX CUT'HAJIOB,

BOCHPOU3BECTH 110 IAMSTH ONpeeNeHus], BEIBOIBI (popMyi1, HOopMyTHPOBKH OCHOBHBIX

IIOJIOKEHHH 1 T0Ka3aTeIbCTB. B ciydae HEOOXOIMMOCTH ClleyeT PeKOMEHI0BATh ellle pa3 BHUMATEIbHO pa3o0paThCs B MaTepHae.
MHorna HEOCTaTOUHOCTH YCBOSHHS TOT'O MIIM HHOT'O BOIIPOCA BBISICHAETCS TOJIBKO MPH M3yYEHHH AajbHelIero marepuana. B stom
Cllydae HaJlo BEpHYThCs Ha3a/l ¥ MOBTOPUTH IUIOXO YCBOSHHBIH MaTepHuai. BakHbIl KpuTepuil yCBOGHHS TEOPETHUECKOT0 MaTepraa
— YMEHHE pelIaTh 3a/1a4u WM MPOHTH TECTUPOBAHUE T10 MpoiiieHHOMY MaTtepuanry. OJHaKO MPernoJaBaTeiio e yeT IOMHUTD, YTO
IIPaBUJILHOE PEIICHUE 3a[a4l MOXKET HOIyUUThCS B pe3yIbTaTe IPUMEHEHUSI MEXaHUYIECKH 3ayYeHHBIX (OpMyI1 6€3 IOHUMAHUs
CYILHOCTH T€OPETHUYECKUX TOJIOKEHHM.

MCTO}II/I“IGCKI/IG PEKOMCHAAUH 10 TTOATOTOBKE K CEMMHAPCKUM 3aHATHAM

OnHUM U3 BUIOB BHEAYJUTOPHON CAMOCTOSITENILHOM PabOTEHI SIBJISETCS TOATOTOBKA K CeMUHAPCKUM 3aHATHAM. CemuHap — popma
y4eOHO-IPaKTHYECKUX 3aHATHH, TP KOTOPOH CTYJEHTHI 00CYKIal0T COOOIIeH s, JOKITaabl U pedepaTsl, BEINOIHEHHBIE HMH IO
pe3ynbTaTaM y4eOHBIX WM HAYYHBIX UCCIIEIOBAHUI MO PyKOBOACTBOM IpenoaaBarerns. [IpenoaaBaress B 3TOM Cliydae sBIISIETCS
KOOP/AMHATOPOM OOCYXI€HHH TEeMbl CEMHHAPA, MIOATOTOBKA K KOTOPOMY sBJIsieTcs 00s13aTenbHO. IloaToMy Tema cemunapa u
OCHOBHbIE HCTOYHUKH O0CYKIECHUSI NPENBSBISIIOTCS 10 00CYKIEHUS IS JETalIbHOTO O3HAKOMIIEHHUs, u3ydenus. Llenu obcyxnenui
HaInpasJeHbl Ha (OPMUPOBAHUE HABBIKOB NPOGECCHOHANBHOI MOJIEMUKU U 3aKpeILleHue o0cyxaeMoro Marepuana. CeMunap —



9TO Takast opMa opraHu3aly 00yUeHus, IpH KOTOPOH Ha dTale NOATOTOBKH JOMUHHUPYET CaMOCTOsITENbHAst paboTa yJaluxcst
yueOHOI IuTepaTypoil U IPyrUMH JUIAKTUIECKUMH CPEACTBAMH HaJl cepuel BOMPOCOB, MPoOiIeM 1 3a11ad, a B Ipolecce ceMuHapa
HAYT aKTUBHOE 00CYKIEHHE, TUCKYCCHH M BBICTYIUICHUS yYalIUXCsl, TI€ OHHU ITOJ PYKOBOJICTBOM IIPETIOIaBaTeNs JeTal0T
0000m1aroIIre BEIBOIBI U 3aKimoueHuss. CeMUHap NpeJHa3HaueH sl yrITyOJIeHHOTO N3yYeHUs! TUCIUIUINHBI, OBJIaICHHS
METOI0JIOTUEH HAYYHOTO MMO3HAHUS, TO TJIaBHAS 1IeJIb CEMUHAPCKHX 3aHATUI — 00€CIeYUTh CTYAEHTaM BO3MOXXHOCTb OBJIaJIETh
HaBBIKAMHU U YMEHHSIMHU HCITOJIb30BAHUS TEOPETUYECKOTO 3HAHUS IPUMEHHUTEIBHO K 0COOCHHOCTSIM U3y4aeMOi OTpaciy.

MeTtoauyeckue PEKOMEHAAINU 1O IMMOATOTOBKE K 3CCC

OJHUM W3 BUJIOB CAMOCTOSITETIBHOI PabOTHI CTYICHTOB SIBIISIETCS HAIIMCAHNE TBOPUECKON PabOTHI IO 3aITaHHOM JILOO COTTTACOBAaHHOM
¢ mpemnojasaTeneM teme. TBopueckas paboTa (3cce) npeacrasiseT co0oii opuruHaabHoe mpousseaeHue ooremom 500-700 cros,
HOCBSIIIIEHHOE KaKOW-TH00 3HAUMMOH KJIaCCHUECKOM TMO0 COBpEMEHHOH MpobieMe B ONpeeIeHHON TeOpeTHIEeCKON 1
MpaKkTU4ecKoit obmact. TBopueckas paboTa He siBiisieTcs pedepaToM U He TOJKHA HOCHTh OIMHCATENILHBIN XapakTep, 00JbIoe
MECTO B HEell JOJDKHO OBITh YIEJICHO apryMEHTHPOBAaHHOMY IIPEICTABICHUIO CBOECH TOUKH 3pEHHS CTYJCHTaMH, KPUTHIECKOH OIIeHKe
paccMaTpUBaeMOro Marepuaia U mpoOIeMaTHKH, YTO JOIDKHO CIIOCOOCTBOBATH PACKPHITUIO TBOPUECKUX M AHAJTUTHYECKUX
criocoOHocTei. Leny HanmcaHus 3cce — HAyIUTHCS JIOTHIECKH BEPHO M apIyMEHTHPOBAHO CTPOUTH YCTHYIO M MMCEMEHHYIO Pedb;
paboTath HaJ yrIIyOJIeHHEM U CHCTeMaTn3anueil CBOMX (GHI0CO(MCKUX 3HAHUIA; OBJIANETh CIOCOOHOCTBIO HCIIOJIb30BATh OCHOBEI
3HaHUMH JUI GOPMUPOBAHHS MUPOBO33PEHUECKOM MO3UIHHK. [IpHCTynas K HAIMCAHUIO 3CCe, U3TI0KHUTE B OJTHOM IPEIOKECHHH, YTO
UMEHHO BBl OyzieTe yTBEep>KAaTh U JOKa3bIBaTh (CBOM Te3HC). Dcce NOIKHO COAEePKaTh CChUIKM Ha HCTOYHUKH. OpUIHHAIBHOCTh
TeKCTa J0JDKHA ObITh 0T 80% 1Mo MporpamMMe aHTHUILIATHATA.

Meroanveckue PEKOMCHOAUH IO TTOATOTOBKE K JOKJIAILy

551 oAroTOBKY TOKJIaqa He0OX0IMMO BEIOpATh akTyanbHYyIo TeMy. JKenaTenbHo, 9TOObI TeMa ObUIa HHTEPECHa TOKIaJIuKy |
BBI3bIBAJIA KEJAHNUE Kaue€CTBEHHO MOATOTOBUTH MaTepualibl. [loAroToBka qoKiaa npeanoiaraet: onpeaeiaeHre Nein J0KIaa;
o160p HEOOXOJMMOTO MaTepHaa, ONpeaelAIOIIero CoAepkaHue J0KIaja; COCTaBIeHHE TUIaHa JJOKJIaia, pacipeeneHie
coOpaHHOT0 MaTepuaia B HEOOXOIUMOH JIOTMYECKOH 1OCIIeI0BATENbHOCTH.

Kommno3umus noxiaza UMeeT BCTYILUIEHUE, OCHOBHYIO 4acThb M 3aK/II0YCHHE.

Berynnenue noiKHO COAepkKaTh: Ha3BaHUE JOKIIA/a; COOOIEHNE OCHOBHOMN HIIEH; COBPEMEHHYIO OLIEHKY IpeMeTa U3JI0KEHNUS;
KpAaTKOe MepeunCIeHUe PAaCCMaTPUBAEMBIX BOIIPOCOB; HHTEPECHYIO AT ciiymaTeneid ¢popmy uznoxeHus. OCHOBHAs 4acTh, B
KOTOpPOH HEOOXOANMO PACKPHITh CYTh TEMBI, OOBIYHO CTPOHMTCS IO MPHHIMITY OTUETA. 3aJada OCHOBHOM YacTH: MPEJCTaBUTh
JOCTAaTOYHO JAHHBIX JJISl TOTO, YTOOBI CITyIIATEeNN 3aHHTEPECOBATICH TEMO.

3axuroueHne — 4é€Tkoe 00001IeHrne U KpaTKKUe BBIBOJIBI IO U3JIaraeéMoi TeMe.

MeToauyeckue PEKOMCHAAIUH 10 MMOATOTOBKE K CO6CC€HOB3HI/IIO

CobecenoBaHue — CpeICTBO KOHTPOJIS, OPraHM30BAaHHOE KaK CIIelMaNbHas Oecela NpenojaBarels ¢ 00yJaroluMCsl Ha TEMBI,
CBSI3aHHBIE C MU3y4yaeMO TUCHUIUIMHOMN, U PaCCUNTaHHOE Ha BBIICHEHUE 00beMa 3HaHUM 00y4aroIerocs 1o OnpeAeIeHHOMY
paszeiny, Teme, npobieme U T.II.

Iens cobecenoBaHus: MPOBEPKa YCBOCHUSI 3HAHUIT; yMEHUH IPUMEHSATD 3HAHUS; CYOPMHUPOBAHHOCTH NPOGECCHOHATBHO 3HAYUMBIX
JIMYHOCTHBIX KauyecTB.

IoaroroBka k codece10BaHMIO TIPEAIIONIaracT IIOBTOPEHNE NPOHAEHHOTO MaTepHaia 1 IpHOOpeTeHHe HaBbIKa CBOOOTHOTO BIIaACHHS
TEPMHHOJIOTHEN B (PaKTUIECKIMU JaHHBIMH 110 OTIPeIeTIeHHOMY pa3leny AUCIUIUIHHBL

Metoauyeckue PEKOMCHAAUH 110 MMOATOTOBKE K TECTUPOBAHUIO

TecTHpoBaHUE — 3TO HE TOJIBKO (hOpMa KOHTPOJIIS, HO M METO YIITyOJIeHHs, 3aKpEIUICHUs 3HAaHUH 00yJalonnXcs, Tak Kak B X0/
cobeceIoBaHMs MPENOAABATENb PA3bICHSIET CI0XKHBIC BOIMPOCHI, BOZHUKAIOIINE Y 00YYAIOIIErocs B MPOLIECCe N3yUYCHUS yueOHOTo
Matepuana. OfHaKO TECTUPOBAHUE HE KOHCYNIBTAIMSA U He 3Kk3aMeH. Ero 3amaua 1o6HThCs NIyOOKOro H3y4eHHs: 0TOOPaHHOTO
Marepuaia, poOyIUTh y 00YyYaIOIIerocsi CTPEMJICHHE K YTCHHIO JIOIOIHUTEIFHOM 9KOHOMHYECKOM JINTepaTyphl. 3a4eT 3aBepIuacTt
U3ydeHHe ONPEIeICHHOTO pa3iesia yueOHOTo Kypca 1 JOJDKEH M0Ka3aTh yMEHHE 00yJaloIIerocs: HCIoNb30BaTh OTyUYCHHBIC 3HAHUS
B X0JI¢ IOATOTOBKH U CAA4YH TECTUPOBAHUS PH OTBETAaX Ha IK3aMEHALOHHBIE BOIIPOCHL. TecTHpoBaHHE MOKET IPOBOIUTECS B
yCTHOI i mucbMeHHOH opme. [1oaroToBka K TECTUPOBAHHUIO HAUWHAETCS C yCTAHOBOYHOM KOHCYJIBTALlMH MPETIoIaBaTels, Ha
KOTOPOH OH Pa3bsICHIET Pa3BepHYTYIO TEMATHKY MPOOJIEMBI, PEKOMEHAYET JIUTEPATypy AL U3yUEeHHS U OOBICHSET IPOLEAYpPY
MIPOBEICHUsI TeCTUPOBaHus. Kak mpaBuito, Ha caMOCTOATENBHYIO MOATOTOBKY K TECTUPOBAHHUIO 00YYAIOIIEMYCsl OTBOAUTCS 2-3
Henend. [ToAroToBKa BKJIIOYAET B ce0sl H3yUeHHE PEKOMEHIOBAHHOM TUTEPaTyphl U (M0 YKA3aHUIO MPEMOAaBaTes)
KOHCIIEKTHPOBAHUE BAXHEUIINX UCTOYHUKOB. TeCTUpOBaHUE TPOBOTUTCS B OpPME HHIMBH Iy a bHOM Oecebl pernoiaBaTess ¢
Ka)KIbIM 00y HaroIiMCs nin Gecebl B Hebompinux rpymnnax (3-5 genosex). OOBIYHO MPEMOaaBaTeNb 3a1aeT HECKOIbKO KPaTKUX
KOHKPETHBIX BOIPOCOB, MMO3BOJISIOIINX BBISICHUTE CTENEHb J00POCOBECTHOCTH PAOOTHI C JINTEPATYPOH, KOHTPOIUPYET KOHCIEKT.
[Hanee 6omee moapoOHO 00Cy)aaeTcs Kakas-mi00 CTOpOHA TPOOJIEMBI, YTO TIO3BOJISIET OLICHUTH YPOBEHb MOHUMaHUsL. [IpoBeneHme
TECTUPOBAHMS ITO3BOJIIET 00YJAIOIIEMYCsl IPHOOPECTH OMBIT paOOTH HaJ NEPBOMCTOYHUKAMH, UTO B TAIBHEHIIEM TIOMOXKET C
MEHBIINMH 3aTpaTaMy BpeMEHH paboTaTh HaJl JIUTEPATypOil MPHU MOATOTOBKE K MPOMEKYTOYHOH aTTECTAIINH.

MCTOHI/I‘ICCKI/Ie PEKOMEHAAIUU IO MMOATOTOBKE K OK3aMCHY

I/I3yquI/Ie MHOTHUX 06LHer0(1)eCCI/IOHaJ'II)HLIX U ClICAJIbHBIX JUCIUIUINH 3aBEPIIACTCS
sk3ameHoM. [loaroroska k OK3aMCHY CHOCO6CTByeT 3aKpEIUICHUIO, yl"J'[y6J'I€HI/IIO u O606HI€HI/IIO



3HAHUI1, IOJTy4aeMbIX, B Ipoliecce 00YUYCHHS, a TAKIKE MPUMEHEHHIO UX K PELICHHIO

MPAaKTUYECKUX 3a7a4. [ OTOBSACH K 3K3aMEHY, CTYICHT JJMKBHIUPYET UMEIOIIMECS MPOOEIbl B

3HAHUSX, YIIYOJISeT, CHCTEMAaTU3UPYET U YIIOPSI0YMBACT CBOM 3HaHHs. Ha sK3aMeHe CTyaeHT

JIEMOHCTPHUPYET TO, YTO OH MPHUOOPEI B Tporiecce 00yUCHHUs 110 KOHKPETHOW yueOHOM

JUCLUIUIMHE. DK3aMEHALMOHHAS CeCCHS — 3TO CepHs IK3aMEHOB, YCTAHOBJICHHBIX YUeOHBIM INIaHOM. MexX Iy 3K3aMeHaMU HHTEpBaJl
2-4 nHsi, B TEUEHHE CTYACHT CHCTEMATU3UPYET yKe UMEIOIInecs 3HaHus. Ha KOHCYIbTaluu mepe 9K3aMEHOM CTYICHTBI TOJDKHBI
6blTb O3HAKOMIJICHBI C OCHOBHBIMHU Tpe6OBaHI/IHMI/I u l'IOJ]y‘{I/ITb OTBETHI HA BOSHUKAIOIINEC B l'lpOL[CCCC IIOATrOTOBKH

BOnpockl. Heo0X0a1MO OpUEHTHUPOBATH CTYICHTOB Ha CHCTEMATHYECKYHO MTOJITOTOBKY K 3aHSATHIM B TCUCHHUE CEMECTPA, YTO
TTO3BOJIMT UCIIOJIL30BATh BPEMS 3K3aMEHAIIMOHHOM CECCUU IS

CHCTEMATH3alIMHU 3HAHUH.

Metoauyeckue PEKOMCHIAIUH 110 ITOATOTOBKE K 3a4ECTy

B xoze noAroToBKH K 3a4YeTy CTYJCHT, B IEPBYIO O4Y€pe/Ib, JODKEH CUCTEMaTU3UPOBATh 3HAHU, OIY4YEHHBIC B XOJ€ H3yUCHUS
qucuuinHel. K 3aueTy He00X0IUMO FOTOBUTHCS LI€TIECHANPABIECHHO, PEryIsIpHO, CUCTEMAaTUYECKH U C IIEPBbIX JHEH 00ydYeHUs o
JaHHOH nucnuiuinHe. B camoM Havane yueOHOro Kypca HO3HaKOMBTECH CO CHEAYIOIEH yaeOH0-MEeTOJUIECKON TOKyMEHTaIuel:
- IPOrpaMMOH TUCLUIIIMHBI;

- IepeyHeM 3HaHUH ¥ YMEHUH, KOTOPBIMU CTYAEHT AOJDKEH BIIaETh;

- TeMaTU4YECKUMHU IJIaHAMH JIEKIIMI, CEMUHAPCKUX 3aHATU;

- yueOHHKaMH, YIeOHBIMHI IOCOOUSIMH 110 JUCLUIUINHE, a TAKXKe dJICKTPOHHBIMH PECypcaMu;

- IEpEeYHEM BOITPOCOB K 3a4eTy.

IMocne 3Toro y odyJarommxcs JOIDKHO C(hOpMUPOBATECS YSTKOE MpeicTaBlIeHIe 00 00beMe 1 XapakTepe 3HaHUH 1 YMEHHH,
KOTOPBIMH HaJj0 OyJeT oBlajieTh 0 qucuuiuinHe. CUCTEMaTU4eCKOoe BEINOIHEHHE yueOHO! paboThl Ha JEKLUIX U J1Ia0OPATOPHBIX
3aHATUAX IO3BOJIUT YCHEIIHO OCBOUTH AUCLMILUIMHY U CO3/1aTh XOPOILYI0 0a3y AJs CAauu 3a4eTa.

7. YYHEBHO-METOANYECKOE H THOOPMAIIMOHHOE OBECIIEYHEHHUE JTUCIUIIJIMHBI (MOYJIST)

7.1. PexoMeHayeMas JiuTepaTypa

7.1.1. OcHoBHasi TUTEpPaTypa

JI.1.1  |TIpoxopora O. B. MHpopmManroHHas 6€301acHOCTh | 3aluTa HHPOPMALUH [ DIEKTPOHHBIN pecypc|:y4eOHUK 11 BY30B. -
Cankr-Tletepoypr: Jlans, 2023. - 124 ¢. — Pexxum moctyma: https://e.lanbook.com/book/293009

J.1.2  |Menbuukos B. I1., nox pexn., Mensuukos B. I1., KynpusiHos A. 1., Bacunsesa T. }O. Hudopmarontast 6e30acHOCTb
[DnexrponnbIit pecypc]:Yuebnuk. - Mocksa: KuoPyc, 2023. - 371 ¢. — Pexxum moctyma: https://book.ru/book/950148

JI.1.3 | Ba6am A. B., bapanosa E. K., Mensuukos 0. H. Undopmarimonnas 6e3omacHocTh. JIabopaTopHbIil MPaKTUKYM +
ellpunoxxeHne [IneKTpOHHBIH pecypc]: YuedHoe mocodue. - Mocksa: KnoPyc, 2023. - 131 c. — Pexxum gocryna:
https://book.ru/book/949452

7.2. JInueH3HOHHOE M CBOOOIHO PaCIpoCTPaHsAeMoe MPOrpaMMHoe ofecredeHne B TOM YHCJIe 0Te4eCTBEHHOT0 MPOM3BOACTBA

7.2.1 | Kaspersky Endpoint Security

7.2.2 Microsoft Office 2013 Standard

7.2.3 Microsoft®WINHOME 10 Russian Academic OLP ILicense NoLevel Legalization GetGenuine

7.2.4 | Creative Cloud for Teams Multiple Platforms Multi European Languages Subscription 12 months L2 (10-49) Named EDU

7.3. TlepeyeHn npoeccHOHAJBHBIX 023 JAHHBIX, HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM U pecypcoB ceTd MHTepHeT

7.3.1 | DnexrponHo-6ubmmoTeunas cucrema "Jlanp". Pexxum moctyma: https://e.lanbook.com/

7.3.2 | DnexkrponHo-6ubIMOTEUHAs crucTeMa "YHUBepcuTeTCKas OubmrnoTeka omnaiia". Pexxum nocryma: https://biblioclub.ru/

7.3.3 | Dnexrponno-6ubmmoreunas cucrema "BOOK.ru". Pexxum nocrtyma: https://book.ru/

7.3.4 Baza maHHBIX MEKIyHAPOIHOTO MHCKCA HAYYHOTO [IATHPOBaHus SCOPUS. Pexxum mocryma: http://www.scopus.com/

7.3.5 | Exunoe okHO mocTyma K 00pa3oBaTenbHbIM pecypcam. Pexxum moctyma: http://window.edu.ru/

7.3.6 | Hayunas snexkrponnas 6ubmnoreka "eLIBRARY.RU". Pexxum moctyma: https://www.elibrary.ru/

7.3.7 [JIAT®OPMA OHJIAIH-OBPAZOBAHUS «PA3YMy. Pesxum moctyma: https://razoom.mgutm.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MOAYJIS)

8.1 Anpec: 453850, PecniyOnuka bamkoprocran, p-H Meney3oBckuid, r. Meneys, yi. Cmonenckas, 1. 34, crpoenue 1.
aynutopus 16-303 - JlaGoparopust MonenupoBanue cucteM : Paboune mecra o0y4aronuxcs; PaGouee mecto
npenonasareist; HoytOyk; [IpoekTop nepeHocHo#; Dkpan nepenocHoit; KiaccHast nocka; 10 pabouynx MecT 00ydaromumxcs
ocHamenusie [I9BM ¢ nogkimrouenneM kK CeTH HHTEPHET

9. OPTAHM3AIIASA OBPA3OBATEJIBHOT' O ITPOLECCA AJIs JIMI C OTPAHUYEHHBIMHA
BO3MOKHOCTAMUAU

Opraamuzanus 00pa3oBaTeIBHOTO MPOIEcca A JTUI] ¢ OTPaHUICHHBIMI BO3MOKHOCTSIMH OCYIICCTBIIICTCS B COOTBETCTBUU C
((MeTO)II/I‘-IeCKI/IMI/I PEKOMCHAAIMAMU 11O OpraHu3alnn O6pa3OBaTeHLHOFO nmpouecca it MUHBAJIUI0B U JIUII C OTpaHUYCHHBIMA
BO3MO>KHOCTSIMH 3JI0POBBSI B 00pa30BaTeIFHBIX OPraHU3aIUAX BBICIIIETO 00pa30BaHIs, B TOM YHCIIC OCHAICHHOCTH
obpa3oBaTebHOTO Tporieccay MuHHCcTepcTBa 00pa3oBanus U Hayku PD ot 08.04.2014r. No AK-44/058H. B 0o6pa3zoBaTenpbHOM
MPOIIECCE UCTIONB3YIOTCS COIUANTBHO-aKTUBHBIC U Pe(ICKCUBHBIC METOIBI O0YUCHHUS, TEXHOJIOTUU COIIMOKYIIBTYPHOM
peadMIIMTALINY C IEJBbI0 OKa3aHHs IOMOIIU B YCTAHOBIICHUH MOJHOIICHHBIX MEXITMYHOCTHBIX OTHOUICHHUH C IPYTHMHU
CTYICHTaMH, CO3JIaHIH KOM(POPTHOTO MCHUXOJIOTHYECKOTO KIIMMATa B CTyIeHUeCKOU Tpyre. CTyIeHTHI ¢ OTpaHUYCHHBIMU




BO3MOKHOCTSIMH 3[I0POBbSI, B OTJIMYHE OT OCTAIBHBIX CTYACHTOB, UMCIOT CBOM CHENU(DUISCKHE OCOOCHHOCTH BOCTIPHSTHS,
niepepabotku Matepuana. [Tomdop u pa3paboTka yueOHBIX MaTECPHAIIOB MPOU3BOJUTCS C YISTOM HHIMBHTY ATTHHBIX
ocobenHoctei. IlpegycMoTpeHa BOZMOKHOCTS O0YUIEHHUS 110 HHAUBHYyaJIbHOMY TpadyKy, IPH COCTaBICHUN KOTOPOTO
BO3MO>KHBI Pa3JINYHbIC BAPUAHTHI IPOBEACHUS 3aHATHI: B aKaJIEMUYCCKOW TPYIINE M HHANBUAYAIBEHO, Ha IOMY C
HCTIOIF30BaHUEM JUCTAaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH.



AKTyanu3anus ¢ y4eToM pPa3BUTHs HAYKH, TEXHUKH, KYJIbTYPbl, JKOHOMUKH, TEXHUKH, TEXHOJIOT Uil H COLMAIBHON cdepbl
Pykosogurens OITOIT

Paboyast mporpamMma akTyanu3upoBaHa, 00CyKICHA 1 0100peHa Ha 3aceaHuu oOecreunBaroiiei kadeaps
HudopMauuoHHbIe TEXHOJIOTHH U CHCTEMbI YIPaBJIeHHUs

IIporokon or __ 2024 1. Ne
3aB. kadenpoit Ogunokosa E.B.

Pabouas mporpamma coriacoBaHa Ha 3aCe/laHWH BBIITyCKaOIIEH Kadeapsl
HNudopManuoHHbIe TEXHOJOTHH U CHCTEMBbI YIIPaBJIeHUS

IIporokom oT ___ 2024rt. Ne
3aB. kadenpoit Oqunokosa E.B.

AKTyaJau3anus ¢ y4eTOM Pa3sBUTHS HAYKH, TEXHUKH, KyJIbTYpPbI, J)KOHOMHKH, TEXHUKH, TEXHOJIOTHIil H COIMAIBHOIT cephI
PykoBogurens OITOIT

Pabouas mporpamma akTyanu3upoBaHa, 00CyxIeHa 1 0JJ00peHa Ha 3acejaHuy obecrieunBaronieli kadeaps
HNudopManuoHHbIe TEXHOTOTHHA M CHCTEMBbI YIIPABJICHHUSA

IIporoxkon ot __ 20251. Ne
3aB. xadeapoit Onunokosa E.B.

Pabouas mporpamma corsiacoBaHa Ha 3ace/laHHUH BBIITyCKatolied kadeapsl
HNHpopManuoHHbIE TEXHOJTOTHH M CHCTEMbI YIIPABJICHHUSA

IIporokon ot __ 2025T. Ne
3aB. kadpenpoit Onqunokona E.B.

AKTyaJu3auusi ¢ y4€TOM Pa3BHTHsI HAYKH, TEXHHKH, KYJIbTYPbl, JKOHOMUKH, TEXHHKH, TEXHOJIOTUIl U COUUATLHOI cdepbI
PykoBogurens OITOIT

Paboyas mporpamMma akTyanu3upoBaHa, 00CyXIeHa U 0100peHa Ha 3acelaHrnK 00eCTIeunBaroIeH Kadeaps
HNHdopManuoHHbIE TEXHOJOTHH U CHCTEMBI YIIPABJIEHUS

IIporokon ot __ 2026 r. Ne
3aB. xadenpoit Oqunoxosa E.B.

Pabouyas mporpamMma cortacoBaHa Ha 3aCe€aHHMH BBITYCKAIOIISH Kadeapbl
HudopmManuoHHbIe TEXHOJIOTHH U CHCTEMBI YIPABJIEHUS

IIporokon ot __ 2026 1. Ne
3aB. xadeapoit Onunokosa E.B.

AKTyaJu3auusi ¢ y4eTOM Pa3sBHTHsI HAYKH, TEXHHKH, KYJIbTYPbl, JKOHOMUKH, TEXHHKH, TEXHOJIOTHl M COLUATLHOI cdepbl
Pykosogurens OITOIT

PaGouast mporpamma akTyanu3upoBaHa, 00cykaeHa i 0100peHa Ha 3aceJaHuu obecneunBalonen kapeaps
HudopmanuoHHble TEXHOJIOTHH U CHCTEMBI YIPAaBJIEHUS

IIporokon ot __ 2027 1. Ne
3aB. kadenpoit Ogunokosa E.B.

Pabouas mnmporpamma corjiacoBaHa Ha 3aCClaHnuU BLIHYCKaIOIHGﬁ Kaq)e;[pm
l/lH(l)OpMaIII/IOHHLIe TEXHOJOI'Md U CUCTEMBI YIIpAaBJICHUA

IIpotoxom o __ 2027 1. Ne
3aB. xadenpoit OnuHokoBa E.B.
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